N [
N ]
s=Data/lolion.
| B o
B =

DataMotion SecureMail Plugin for
Microsoft Outlook Guide

November 9, 2018
Part # 050045-02




“DataMolion. /SecureMail

Plugin for Microsoft Outflook Guide v2

Copyright © 2008 - 2018, DataMotion, Inc. (“DataMotion”). ALL RIGHTS RESERVED.
Your right to print, copy, reproduce, publish or distribute this document or parts of this document
is limited by copyright law.

DataMotion” is a registered trademark of DataMotion, Inc. All other brand and product names are
trademarks or registered trademarks of their respective companies.

The information contained in this document is subject to change without notice. THIS
DOCUMENT IS PROVIDED “AS 1IS” WITHOUT WARRANTY OF ANY KIND. IN NO
EVENT SHALL DATAMOTION BE LIABLE FOR INDIRECT, SPECIAL, INCIDENTAL,
OR CONSEQUENTIAL DAMAGES OF ANY KIND ARISING FROM ANY ERROR IN
THIS DOCUMENT, INCLUDING WITHOUT LIMITATION ANY LOSS OR
INTERRUPTION OF BUSINESS, PROFITS, USE, OR DATA.

DataMotion SecureMail Plugin for Microsoft Outlook Guide —v2
Publication Date: November 9, 2018

Printed in the United States of America.

DataMotion, Inc. Confidential and Proprietary Information.
Published By:

DataMotion, Inc.

200 Park Ave.

Florham Park, NJ 07932
USA

1 800-672-7233 or +1 973-455-1245

http://www.datamotion.com/

» Confidential and Proprietary Information [#050045—-02] <

Page 2

. . Copyright © 2008 - 2018, DataMotion, Inc. All rights reserved.



http://www.datamotion.com/
http://www.datamotion.com/

“DataMolion. /SecureMail

Plugin for Microsoft Outlook Guide v2

TABLE OF CONTENTS

ABOUT THIS PUBLICATION . i tttttiaetiiesrsnnnsssnssssnsrasnssssnssssnssssnssssnssssnssssnsssnnsssnnsnns 5
ABOUT DATAMOTION SECUREMAIL tuutttiasrunermnsrmsnssmsnsrmnnsmmsnsmmsnsmsssssmsnsssnsssnnnsens 5
INTENDED AUDIENCE 1iuuetuueeruussrusnssmnnssmsnsmmsssmmssmmsssmmsssmsssmmssssmsssmmsssrmsnsmmsnsrmsnssnnns 5
HOW TO USE THIS PUBLICATION 4uutuueersnsrusnsrmnnssmsnssmsnssmsnsmsssssssnsssssssssnsssnsssnnnsens 6
RELATED INFORMATION tttuuetuuasrsunsrmnssmnssrmnssmnnssmsnsmmsssmmsssmsssssssssmssssmssssssssssnnssens 6
DataMOtioN DOCUMENTALION tuvuureureuresreurenressssrssssseassssesssssssssssesssssssssssesssssssssneessaseesrasrassasrassassnsres 6
DATAMOTION SECUREMAIL PLUGIN FOR MICROSOFT OUTLOOK ..ivveerrinsrrnnnsans 7
SUPPORTED OPERATING SYSTEMS . iiuttiierueerunnsrmnnssmnnsrmsnsmsnsssmsssssnssssssrsssssmnnses 7
BUTEON TYPES ttuuiieirnneirernsasrernsasrernssassrrnssssernssssrennsssssernsssssennsssssennsssssennsssssennnsnssnnnnsnsssnnnsnssnnnnnnn 8
Desktop Encryption (Personal Or COMPOIAtE) ..........ooueiiiiiiiiiieeee e 8
Secure Redirection (Corporate OPtioN ONIY) .......oiioiiiiiiiii e 8
Secure Tagging (Corporate OPtioN ONIY) ...ouuiuii i 8

IN S T A L L AT ION 1ttt u e tuuesswuassunmssunnssnnsswasssunsssnssssssssssssssssssssssesssssssssssnssssnssnnnssnnnssnnns 8
Pre-Install Determine OULIOOK Dit VeIrSION uiuiiiieiirireiiirrrsrsrersarrsrsarras s ssarsar s sassassassassansassen 8

(@ U1 [T ] a2 0 1 L0 IR 9

(@ U1 [T a2 0 1 J PP 9

(@101 oTo) g 0 1 1 PR 10
Installing the Personal BUtTON i iiieiiirsiisrsisrssssrsssersssssssssssssrnassssssssrnssssnsssssssssnnssssnsssennssnnns 11
Installing the Corporate BULTON ... iiieciireiirrsirressrsssrrssssnsssrnsssrnassssasssrnsssrnsssssnsssnnssssnsssennssnnns 15
Group Policy Network INStallation ............cooviiiiiiiiii 16
Installation with CitrixX/TermiNal SEIVICES .....c..u it 19
COrporate BUttON MOGES . ciiiruuririrnasirrrnnassrrnnsssersssssserenssssernnssssernnssssrrnsssssernnssssrmnnssssrennnnsseennns 19
DESKIOP ENCIYPLION L. 20
YT (el R d=To [1T=Te3 (o] o IR 20
SECUIE TAGGING .t eiieiiiieiiieie et 20
1T Yo L= @ o o ¥ 1o T8 1= LA o o 20
DESKIOP ENCIYPLION L. 21
YT (el R d=To [1T=Te3 (o] o IR 21
SECUIE TAGGING .t eiieiiiieiiieie et 21
Altering The Send SeCUre BULLON ICON c.iiiiieiiiereaeiierresssrrrmss s s rrmss s srrmas s s e rnas s s s rnnsssennasssssennsnnss 22
USING THE SEND SECURE BUTTON .tuuiiitiieiinsriesinrinssnsinsssnsissssnssasssnsssnsanssansan 23

» Confidential and Proprietary Information [#050045—-02] <

Table of Contents
Copyright © 2008 - 2018, DataMotion, Inc. All rights reserved.

Page 3



“DataMolion. /SecureMail

Plugin for Microsoft Outlook Guide v2

REVISION HISTORY

This section summarizes significant changes, corrections, and additions to the document. The
history appears in chronological order with the most recent changes listed first.
Version 2

B Supported Operating Systems

» Removed Outlook 2007 and Windows Vista from the table.
B Button Types

» This new section and its subsections describe each button type.

Version 1

Initial version of this document.
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About This Publication

ABOUT DATAMOTION SECUREMAIL

This publication describes the DataMotion SecureMail Plugin for Microsoft Outlook including setup
for both individuals and organizations.

DataMotion SecureMail provides easy-to-use encrypted email messaging and data transfer via the
Internet for protecting all of the important information flowing between you, your business partners
and your clients.

SecureMail protects sensitive messages with military-grade encryption, and it allows users to send
secure messages and files using one click, with built-in tracking of all messages and files sent,
received, and opened. It works with popular email clients such as Microsoft Outlook, as well as on
the iPhone and other mobile devices, and it is intuitive for senders and recipients, so it can be up
and running in minutes with no outside I'T support. With integrated large file support, DataMotion
SecureMail seamlessly delivers documents, images, and other files up to 2 GB in size, eliminating a
significant bottleneck in data exchange.

Providing effortless secure sending from email clients and direct delivery to the recipient’s inbox,
plus the ability to transfer large files easily from desktop clients or mobile devices, DataMotion
SecureMail offers unsurpassed capability, flexibility, and user experience.

INTENDED AUDIENCE

This publication is intended for both a technical audience which includes system admins and system
integrators, and a general user audience.

Additional technical documentation, as well as user documentation, is also available from
DataMotion. See DataMotion Documentation (on page 0).

About This Publication
Page 5
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HOW TO USE THIS PUBLICATION

The content is organized as follows:

About This Publication.
Provides an overview of the content of this publication and how to use the publication.

DataMotion SecureMail Plugin for Microsoft Outlook
Describes what the DataMotion SecureMail Plugin is.

Supported Operating Systems
Includes information regarding which operating systems are currently supported by the
plugin. Also, the table in this section includes an overview of the plugin types and which
operating systems and outlook versions are supported.

RELATED INFORMATION

DATAMOTION DOCUMENTATION

m  DataMotion SecureMail Administration Guide (part # 050007)
Documents the system installation, maintenance, and administration tools for
administrators and integrators.

Additional documentation is available on many other topics. Please contact DataMotion Customer
Service for more information.

About This Publication
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DATAMOTION SECUREMAIL PLUGIN FOR MICROSOFT OUTLOOK

The DataMotion SecureMail Plugin or Send Secure button enables secure message transmission
with just a click of a button. This Send Secure button in your email client when clicked will send a
message that is encrypted for secure delivery via SecureMail. No special software or passwords need
to be exchanged with recipients. When a recipient sends a reply, it is securely delivered to your inbox
and unencrypted automatically, ready to read without needing any additional steps. If the corporate
button is being used it will require TLS delivery to be enabled.

There are two versions of the button that are available to DataMotion SecureMail customers to
download depending on their needs. The first is a Personal Button designed for a single user and a
Corporate Button designed for company-wide installation. Each version has its own steps for
installation which shall be covered as separate sections throughout the Installation section of this
document. The Corporate Button also has three different modes that can be used to determine how
emails are sent securely. These three modes and how to configure each one are described in the

Corporate Button Modes section.

SUPPORTED OPERATING SYSTEMS

The DataMotion SecureMail Plugin is only available for recent versions of the Microsoft Outlook
product and has absolutely no compatibility with the Macintosh versions of Outlook in any capacity.
Any Windows operating system from Windows Vista and prior are no longer supported by
Microsoft. As a result of this the SecureMail Plugin is not being supported on those platforms by
DataMotion any longer. An updated chart of supported platforms and which buttons can be
installed on them is listed below.

Table of Supported Operating Systems and Button Versions

Button Versions
Personal Button Corporate Button
Secure
Outlook Desktop Desktop Secure Taggin
Windows OS Version Encryption Encryption Redirection g
Windows 7 2010 v v v v
2013 v v v v
2016 v v v v
Windows 8 2010 v 4 v v
2013 v v v v
2016 v v v v
Windows 10 2010 v v v v
2013 v v v v
2016 v v v v

About This Publication
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Special cases
Citrix 2010 v v v
2013 v v v
BUTTON TYPES

The types of buttons listed in the table above will perform differently depending the on the one
being selected.

Desktop Encryption (Personal or Corporate)

Desktop encryption will tell SecureMail to encrypt the message before it is sent to the mail
server. This option is the only available choice for the personal button as the button is
downloaded to work only with the email of the account holder who downloads the button.

Secure Redirection (Corporate Option Only)

Secure Redirection is a common configuration for the corporate button. In this case when
the user clicks Send Secure the recipient list is changed to point to the DataMotion Server.

Further information can be found in the Corporate Button Modes section.

Secure Tagging (Corporate Option Only)

Secure Tagging uses a tag placed into the message header (SECURE for example) that can
be scanned. If the tag is detected then the message will be securely transmitted. Further
information can be found in the Corporate Button Modes section.

INSTALLATION

Depending on the version of the button in use the installation steps can vary greatly. The greatest
difference between the two is the fact that while there is only really one way to install the Personal
Button, the Corporate Button can be installed in a variety of ways and has three separate
configuration modes available (these modes are described in the Corporate Button Modes section
on page 19). Refer to the following sections for information on how to install the type of button you

or your users shall be using.

PRE-INSTALL DETERMINE OUTLOOK BIT VERSION

It is paramount that before proceeding with the download and installation of any type of plugin,
what the bit-version of the Outlook client installed on the user(s) machine actually is. This
process can vary depending on the version of Outlook installed so, for reference, instructions
for all supported Outlook versions have been included in the sections below.

About This Publication
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Outlook 2010

To locate the bit version of an Outlook 2010 installation, simply click on the File tab, and
then click on Help from the menu on the left. You should see a screen that is similar to the
following once done.

naOffice

Product Activated

Microsoft Office Professional Plus 2010

This product contains Microsoft Access, Microsoft Excel, Microsoft SharePoint Workspace, Microsoft

OneMate, Microsoft Qutlook, Microsoft PowerPoint, Microsoft Publisher, Microsoft Word, Microsoft
InfoPath.

About Microsoft Qutlook

Nemign: 14.0.5128.5000%

Additional Version and Copyright Information
Part of Microsoft Office Professional Plus 2010

2 2010 Microseft Corporation, All rights reserved,
Microsoft Customer Services and Support
Product ID: 02257 -182-0258616-49058

Microsoft Software License Terms

Take note of the About Microsoft Outlook section as shown in the image above as this
section indicates which bit version is installed. When proceeding with the installation steps

for the Send Secure button be certain that the bit version of the chosen download matches
the value in the parenthesis.

Outlook 2013

To locate the bit version of an Outlook 2013 installation, click on the File tab, then select

Office Account from the menu on the left. When the tab loads click on the About Outlook
button as shown below.

About This Publication

Page 9




“iData/Volion. Mail

Plugin for Microsoft Outlook Guide v2

Product Information

] Office

Product Activated
Microsoft Office Professional Plus 2013

This product contains

EFEEEPETF S
9 About Outlook

Learn more about Outlook, Support, Product 1D, and Copyright information.
About
Outlook

The screen that is displayed upon clicking the button shown above, will bring a screen that
detailing the bit version of the Outlook installed.

About Microseft Qutlook ? >

Microsoft® Qutlook® 2013 (15.0.4815.1000) MSO [15.0.4815.10004 32-bit

Part of Microsoft Office Professional Plus 2013

Product ID: 00215-20008-51361-A4476
View the Microsoft Software License Terms

Portions of International CorrectSpell™ spelling correction system & 1993 by Lernout & S
Hauspie Speech Products M.V, All rights reserved. The American Heritage ® Dictionary of the
English Language, Third Edition Copyright © 1992 Houghton Mifflin Company. Electronic
version licensed from Lernout & Hauspie Speech Products M.V, All rights reserved,

Microsoft® Outlook® Cipher Strength 256 bits. Portions based on Entrust™ Security
Technology Copyright © 1994-1996, Morthern Telecom Limited.

Windows® Internet Explorer® Cipher Strength 256 bits, Contains security software licensed
from RS54 Data Security Inc.

Take note of the About Microsoft Outlook section as shown in the image above as this
section indicates which bit version is installed. When proceeding with the installation steps
for the Send Secure button be certain that the bit version of the chosen download matches

the value in the parenthesis.

Outlook 2016

To locate the bit version of an Outlook 2016 installation, click on the File tab, then select
Office Account from the menu on the left. When the tab loads click on the About Outlook

button as shown below to see a popup containing the necessary information.

About This Publication
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About Microsof tlook?

Microsoft® Qutlook® 2016 M50 (16.0.6701.1013) 32-bit
Product D: 00351-34991-56491-AAS0S

View the Microsoft Software License Terms

Portions of International CorrectSpell™ spelling correction systerm @ 1383 by Lernout & Hauspie Speech
Products MW, All rights reserved. The American Heritage® Dictionary of the English Language, Third
Edition Copyright © 1932 Houghton Mifflin Company. Electronic version licensed from Lernout &
Hauspie Speech Products NV, All rights reserved.
Microsoft® Outlock® Cipher Strength 256 bits, Portions based on Entrust™ Security Technology
Copyright © 1%94-1956. Northern Telecom Limited.

indows® Internet Explorer® Cipher Strength 256 bits, Contains security software licensed from RSA
Data Security Inc.

ecurity Mode: Default

Microsoft® Office Proofing Tools
© 2016 Microsoft Corporation. All rights reserved.

Certain templates developed for Microsoft Corporation by Impressa Systems, Santa Rosa, California.
[ayatats: farats: ™ 10008 1000 T i ln - iz coea All Bichtc Pacaniad

Warning: This computer program is protected by copyright law and international treaties. Unauthorized

reproduction or distribution of this program, or any portion of it, may result in severe civil and criminal

penalties, and will be prosecuted to the maximum extent possible under the law.

Connectea >ervices:

About

[FE] —

INSTALLING THE PERSONAL BUTTON

Before installing the Personal Button please ensure that you have either Outlook 2010, 2013, or

e About Outlook

Learn more about Outl

v2

2016 installed on your computer. Also make sure that you have fully activated your DataMotion

SecureMail account and have your password on hand as the installation will request it upon

completion. After ensuring that you have a supported Outlook version and a fully enabled

SecureMail account, begin the installation process by performing the following steps.

1
2
3.
4

Login to your DataMotion SecureMail account at https://ssl.datamotion.com.

Navigate to the Member Center page if you are not currently there.

Select the Client Downloads link underneath the Download Console section.

Use the drop-down next to the Download Now! button and select the button you wish
to download.

» The v5.0 is the latest version of the button and is compatible with Outlook 2013 and

2016 only.

NOTE: The button that is downloaded will be configured specifically for the account

of the user who is signed in. This means that the button will only ever work for the
user account that initiated the download and no one else. If the download for the

installer is shared and another user attempts to install it, the button will fail to send

. About This Publication
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messages due to the unique encryption key generated for the original user who
downloaded the button.

» The v.4.4 and 4.3 buttons are the previous versions of the button and are only
compatible with Outlook versions prior to Outlook 2016. If you are using Outlook
2010 you need to use either of these versions.

5. Click the Download Now! button once you have made your decision to download the
installer to your machine.

zData/Vlolion. /SecureNMail
Compose Member Center Inbox Track Sent Logout

Download Console
Welcome to the Download Console. To download the installation file, select the appropriate version
from the drop down list below and click Download Now!

PRODUCT INFORMATION:
SecureMail v5.x supports Microsoft Office Qutlook versions 2013 and 2016 only.
SecureMail v4 .4 supports Microsoft Office Outlook versions 2010 and 2013,

Most Qutlook versions are 32-bit. 64-bit versions of Secureiail should only be used with 54-bit
versions of Outlook. If you are not sure whether you have a 32-bit or 64-bit version of Outlook, see
How to determine the Cutlook version below for information about checking the version. Download
the SecurelMail version which matches the Cutlook version.

| Securehail for Cutlook 32-bit v3.0 v

| Download Now!

6. Navigate to where the installer was downloaded and double click the installer to run it.

NOTE: For first fime installation Windows might flag the installer as being
unrecognized and prevent the installer from running. The installer is not harmful in
any way however, so if this does occur right click on the installer and select Run as
Administrator in order to bypass the issue.

NOTE: Depending on your version of Windows, you may see a "The app you’re trying
to install isn’t a verified app from the Store” popup. If this happens simply click the
Install anyway button to continue.

7. When the installer opens click the Next button to proceed.

About This Publication
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ﬁ DatalMotion SecureMail for Outlock v5.0.20 Setup — *

Welcome to the DataMotion SecureMail
for Outlook v5.0.20 Setup Wizard

The Setup Wizard will install DataMotion SecureMail for
COutlook w5.0.20 on your computer, Click Mext to continue or
Cancel to exit the Setup Wizard.

e

8. Read the Software License Agreement and click on the I accept the terms in the
License Agreement checkbox and click the Next button.

ﬁ DataMotion SecureMail for Outlook w3.0.20 Setup — X
End-User License Agreement i
Ly
Please read the following license agreement carefully . A ‘
DATAMOTION, INC. A

SOFTWARE LICENSE AGREEMENT

Mote: If your organization has an existing and current signed Software
License Agreement with DataMotion, Inc. then the terms of that

Software License Agreement shall apply to this installation. If a current
signed Software License Agreement does not exist between your
organization and DataMaotion, Inc. then the following terms shall be

binding on you. In either case, you will need to click on "I accept the
terms" checkbox at the bottom to proceed further. o

|:_Eg accept the terms in the License Agreement

Print Back | Mext Cancel

About This Publication
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9. Click Install.

ﬁ Datalotion SecureMail for Outlock v3.0.20 Setup — >
(& |
Ready to install DataMotion SecureMail for Outlook v5.0.20 _‘_'_J'Q ‘
(=] ]
Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
Badk I B Instal I Cancel

10. After the installation is completed click the LLaunch Outlook checkbox and click Finish.

ﬁ DataMotion SecureMail for Qutlook v5.0.20 Setup — et

Completed the DataMotion SecureMail for
Outlook v5.0.20 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Etl\.?aunm Cutlook when setup exits. Back i Cancel

About This Publication
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11. After Outlook opens, enter your DataMotion SecureMail password and click the
Activate button.

Databotion SecureMail Activate

Thank you for installing DataMotion SecureMail.
Flease enter a valid DataMotion login and
password to activate the service and to begin
receiving secure emails.

Login: Test@@email.com

Password: |

Forgot Password? Click here to reset.

o ) o

LA

Don't Ask Again [

12. Click the OK button when prompted.

The Send Secure button will now appear in your Outlook client whenever you send a new email.
To ensure that everything is working propetly, take a look at the Using The Send Secure Button
section to learn how to send a message with the Send Secure button.

INSTALLING THE CORPORATE BUTTON

The Corporate button uses a single encryption key shared by all customers/users with that
version of the add-in. The SendSecure Button looks the same to users whether it is the
Corporate or Personal button. While installation will not be impacted, it is important to be
certain of which configuration mode your company needs to run to satisfy its needs and
requirements. For reference the modes are described in the Corporate Button Modes section on
page 19.

The Corporate button can be found on the Download Console in the same manner as the
Personal button.

About This Publication
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Administrators:

To download the 32-bit v1.0 Tagging-only version of the Qutlook Add-in, please click here
To download the 64-bit v1.0 Tagging-only version of the Cutlook Add-in, please click here
To download the 32-bit v4.4 Corporate version of the Cutlook Add-in, please click here
To download the 64-bit v4.4 Corporate version of the Cutlook Add-in, please click here
To download the 32-bit v5.0 Corporate version of the Cutlook Add-in, please click here
To download the 64-bit v5.0 Corporate version of the Cutlook Add-in, please click here

IMPORTANT:

The Corporate version of the SecureMail 'Send Secure' button is not user-specific, and may require
additional configuration or additional DataMotion products, such as SecureMail Gateway, in order to
function properly. If you are not sure which configuration you may need, please contact Support for
assistance.

NOTE: If using Outlook 2016 or 2013 you can select the v5.0 button on the Download
Console. If you are using Outlook 2010 you must select the v4.4 button. The v1.0
Tagging-only button can be used with any Outlook version.

Group Policy Network Installation

The SendSecure add-in for Microsoft Outlook provides one-click sending of secure
messages. SendSecure is available in a Corporate version that can be automatically
distributed to specific desktops from the network. The following procedure describes the
steps required to distribute this button using Microsoft Active Directory and the Group
Policy Management MMC snap in.

NOTE: In this information, "CertifiedMail” is a synonym for "DataMotion SecureMail.”

Step-by-Step Procedure

1. From your Active Directory Domain Controller, launch Active Directory
Users and Computers from the Start | All Programs | Administrative Tools
menu.

2. Create a new Organizational Unit (OU) that will contain computer names to
distribute the SendSecure add-in. In this example, an OU named “Distributer
Computers” was created.

3. Add computers to the OU that will receive the SendSecure add-in. In this
example, computer “HARMIPC” was added to the new “Distributer
Computers” OU.

NOTE: To add many computers to the “Distributer Computers” OU, it is
recommended that you create a Group under the Computers node. Then
assign multiple computers to this Group. Instead of adding individual
computers to the “Distributer Computers” OU, simply add the one Group
entry to represent all computers in the Group.

About This Publication
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£% Active Directory Users and Computers

J@ Console  Windaw  Help

JRE

Jﬂl:l:h:un Yiety JQI'-P||><|@

B TLE

Tree I

Distribuker Computers

1 objects

@ Active Directory Users and Computers [cromail. o
=@ certifiedmail, com

[ (2 Builkin
-] Computers

i [£3] Distribuker Carnputers

(& Domain Controllers

I:l FareignSecurityPrincipals

-] LostandFound

{28 mailusers

[:l Microsoft Exchange Systemn Objects
[#-{£3] MSDM Subscriber

Mame 7/

| Type

[:| Program Data

I:l Swstem -
| 5

HARMIPC

omputer

i

4. Right click on the new “Distributer Computers” OU and choose “Create and

Link a GPO Here”.

5. Make a new Group Policy Object (GPO) at your new OU. In this example, the
GPO will be named “DistribuGeneric”.

About This Publication
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Q[E File  Action Miew indow  Help | _|E’|5|
€= B[ 2

EE Group Policy Managerment Al |DistribuGeneric
Elﬁ Farest: certifiedmail, cam
El@ Daomains

Scnpel Details Settings I Delegation

El@ certifiedmailcom A . -
T s Distribuieneric
L Defaulk Domain Controller Data collected h I
2 . . aka collected on: show al
Eg. EEFagt D'jmpa"; P”gcb*", t 12/92003 2:24:57 PM
i Mew Group Policy Obijec . ,
C ter Confi k Enabled hid
El @ Distributer Computers omputer Configuration (Enabled) —
..... @ DistribuiSeneric Software Settings hl_le
. -{&g] Domain Controllers Assigned Applications shaow
! =[5 mailusers
- &3] MSDM Subscriber User Configuration {Enabled) hide
E| % Group Policy Objects Mo setkings defined.

b s Defaulk Domain Conkn
=% Default Domain Policy
DiskribuGeneric
Group Policw Object

,_,_ Mew Group Policy Objie -
1| | H

6. Right click on the new GPO and choose Edit. In the Group Policy Object
Editor window, expand Computer Configuration->Software Settings-
>Software installation. Right click on “Software installation” and choose a new

package.

7. Copy your SendSecure “Generic.msi” file to a directory on your network that
can be accessed by all workstations that are members of “Distributer
Computers”. Then browse to this path and file to add it to Computer
Configuration->Software Settings->Software installation.

'fii Group Policy Object Editor

File  Action Wiew Help

& = | Em| 2
=7 DistribuGeneric [emmail. certified & | | Hame # | ‘ersion | Deployment state | Source

E‘ @ Computer Configuration ﬂ Send Certified for CHCS 3.1 Assigned VCmmailyPublich Generic., msi
= [:l SQFtware Settlngs

23 Wlndnws Settlngs
. -2 Administrative Template
E@ Iser Configuration

i 7] Software Settings —

I | Wlndnws Settings -
s e —_ [—
1] 1 v Ll |
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NOTE: Make sure you give the Computer or Group of computers account
read permissions to that network share folder and also to the SendSecure
“Generic.msi” file. If using individual Computer accounts, they are typically
represented by Computername+$, for example, HARMIPCS.

8. On the “Deploy Software” dialog, choose “Assigned” as the deployment
method so that the SendSecure Generic.msi software will automatically run.
NOTE: Do not deploy the "Generic.msi” file under the GPO User
Configuration tree, as it will need a workstation user that has local
administrator rights to install the software. By deploying to the Computer
Configuration tree, the credential to install the software is the local system
account which always has local administrator rights on that computer.

This concludes the installation.

Installation with Citrix/Terminal Services

The SendSecure Button add-in can be installed in a Terminal Services/Remote
Desktop/Citrix environment. The Corporate version of the SendSecure Button must be

used.

NOTE: By default, the Corporate version of the Outlook plugin uses a tagging
configuration by default. In order to use the Corporate button with Citrix/Terminal
Services without involving the use of the DataMotion Gateway, the “tagging”
DMConfig.xml file will have to be replaced with a “"desktop encryption”
DMConfig.xml file. This must change must be performed before running the installer.

NOTE: To replace the existing “tagging” DMConfig.xml file, simply copy the
DMConfig.xml file in the Desktop Encryption folder, and paste it into the directory
containing the SecureMailSetup.msi. Overwrite the existing DMConfig.xml when
prompted.

The Corporate version of the SendSecure Button can be installed normally on the server
running Terminal Services. Make sure to close Microsoft Outlook before you install and all
users are logged out of the server. After installation, desktop clients (up to the number of

licensed users) can use the SendSecure Button.

CORPORATE BUTTON MODES

The Corporate Button can be configured using three separate configuration modes and each
will alter your mail flow. Be certain of which mode you want the button to utilize as
configuration is performed via manually moving files. These two modes and how to configure

them are described in the sections below.
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Desktop Encryption

Desktop encryption will tell SecureMail to encrypt the message before it is sent to the mail
server. This provides a high degree of security since encryption is done at the endpoint,
and it does not require any mail server configuration to work. Because the email is
encrypted at the desktop, it is not possible to archive emails from the desktop or the mail
server (only the encrypted copy would be saved). Archival can be done through the
DataMotion Server.

Secure Redirection

Secure Redirection is a common configuration for the corporate button. In this case when
the user clicks Send Secure the recipient list is changed to point to the DataMotion Server.
To ensure secure delivery, this configuration requires a secure TLS connection to be
established between your external mail gateway and the DataMotion Server. Once the
message has reached the server it is encrypted for recipient delivery. This configuration
provides an unencrypted archive from the mail server or client.

Secure Tagging

Secure Tagging uses a tag placed into the message header that can be scanned. In this case
when the user clicks Send Secure a tag is added to the header (for example, the tag
SECURE would note a message which should be encrypted) which can be found by your
email content filter, which must be configured for content-based routing. Messages with
the proper tag would be forwarded to the DataMotion Server. To ensure secure delivery,
this configuration requires a secure TLS connection to be established between your
external mail gateway and the DataMotion Server. Once the message has reached the
server it is encrypted for recipient delivery. This configuration provides an unencrypted
archive from the mail server or client.

MODE CONFIGURATION

Changing which mode the Corporate Button uses to send email is all dependent on the
DMConfig.xml file. The DMConfig.xml that is utilized by the installation, is the one present in
the base folder “SecureMailX##v.X.XCorp” and is the one that must be changed in order for
the Send Secure button to use the new configuration mode. For convenience the Desktop
Encryption and Secure Redirection (the folder is named Redirection in the download) are
included in separate folders in the download. Refer to the sections below to see how to change
the configuration mode to the one that is desired.

The Secure Tagging button is a separate download on the Download Console page. The
directories for this button differ from the other versions as a result.
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Desktop Encryption

In order to change the configuration mode to use Desktop Encryption perform the

following steps.

1.

2.

3.

4.

5.

Navigate to where the SecureMailX##v.X.XCorp folder is on the machine.
Enter the Desktop Encryption folder.

Copy the DMConfig.xml file.

Return to the previous folder.

Paste the DMConfig.xml file into the folder and overwrite when prompted.

Secure Redirection

In order to change the configuration mode to use Secure Redirection perform the

following steps.

1.

2.

3.

4.

5.

Navigate to where the SecureMailX##v.X.XCorp folder is on the machine.
Enter the Redirection folder.

Copy the DMConfig.xml file contained in the folder.

Return to the previous folder.

Paste the DMConfig.xml into the folder and overwrite when prompted.

To be absolutely certain the DMConfig.xml is the proper one, check the header of the xml

file for “Secure Redirection Corporate Configuration.” If this line is present then you are
finished.

Secure Tagging

Use the instructions in this section to configure the tag used by the button.

Editing the Tag used in the Content Filter

It is possible to change the text that is used for the tag when it passes through the

content filter of your mail server. This is simple to do and requires minimal xml

editing. The following instructions assume that you are already in the
SecureMailX86v1.0Tagging folder.

1. Open the DMConfig.xml file.
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NOTE: When opening the file it is recommended to use Notepad or Notepad++ for
syntax highlighting if necessary.

2. Find the SmtpCorporationModeSubjectTag line.

3. Change the text in between the square brackets ([Secure] is the default) to the
desired text.

4. Save the file.

ALTERING THE SEND SECURE BUTTON ICON

It is possible to change the icon of the Send Secure Button itself by creating an Images folder
within the same directory as the SecureMailSetup.msi installer. Within the Images folder, a
32x32 (in pixels) can be used to replace the standard image after installation.

NOTE: The image used must be a png file, and be renamed to
SendSecureButton.png.

It is also possible to change the label text shown in Outlook whenever a new message or reply
is started. This is a simple task as well and only requires opening the DMConfig.xml file of
choice and editing or adding a <SendSecureButtonl.abel> within the <CMInfo> tag:

<SendSecureButtonLabel>(Label Text Here)</SendSecureButtonLabel>
NOTE: Every xml configuration mode is supported.

Once installation has been completed, anytime a new message or reply is initiated, the button
and label will have changed to match your custom configuration.
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USING THE SEND SECURE BUTTON

No matter how the Send Secure button was installed, using the button itself is the same for all users.
Usage of the button itself is relatively simple and the process is identical to sending a regular email
through Outlook. To be certain that the button is working as expected perform the following
instructions to send a secure email via the button.

1. Open your Outlook client (if it is not already).

2. Click on the New Email button on the top left.

s 98 -
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E |F| (5 Ignore x E :ﬂ
JD%

MNew 78 Clean L Delete  Reply
lterms = 3'9 Junk~
Mew Delete
4 Favorites ¢ IE
Clutter Adl
Inbaox a
Sent lterns

3. Enter a recipient in the To field and then enter information as desired.

4. Click the Send Secure button on the top left.
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Secure - » o o
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=1
|
Send

Subject Testl

This is a test message.

5. 'The recipient of the message should receive a notification message indicating that they have
received a secure email.
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test@email.com

to me |«

DataMotion Message Delivery

testi@memail.com has oeated a secure e-mail message for you at:

https://ssl. dstamaotion. comy|. sspx?l=en-us

To access your message, simply follow these steps:

1. Click on the above link.

2. Type bsmith34123{@mgmail.com for your Login ID, and then your password.
3. Access your Inbox to view your message.

Problems accessing the message?
If you are unable to open the link, please make sure that your firewsll or your company’s security settings are not blodking the link.

If you are unsure of your password, please reset it at https:/i/ssl. datamotion. comd by clicking on the "Click HERE to reset your password™ link.

Additional Help:

- Questions relating to the content of the e-mail should be directed to the sender or sending crganization.
- Questions relating to reading this secure message can be sent to supporti@datametion.com.

Message Details:

Subject: Test

From: test@email com

To: bsmith341 23@gmail.com
Created: 5/4/2016 3:43:18 PM [(GMT-05:00)
Expires: 5/4/2018 3:43:18 PM [(GMT-05:00)

Copyright & 1996-2016 DataMotion, Inc., All Rights Reserved.

NOTE: If your company has the Safe TLS option enabled, the recipient may not
receive a notification, but will instead receive the message as plain text.

This represents the end of the DataMotion SecureMail Plugin for Microsoft Outlook Guide.
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