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REVISION HISTORY

This section summarizes significant changes, corrections, and additions to the document. The
history appears in chronological order with the most recent changes listed first.

Version 4

Documented the features for the DataMotion Direct 6.1 release which include performance
improvements and Ul updates to the Healthcare Provider Directory.

Chapter 4) Sending and Receiving DataMotion Direct Messages

Numerous improvements to the section have been made to better describe how to fully utilize
all of the features of the Address Book on page 37.

Chapter 4) Sending and Receiving DataMotion Direct Messages

Added instructions on how to fully utilize the features of the Direct Messaging Healthcare
Provider Directory (HPD) on page 45.

Version 3

Documented the new features for the DataMotion Direct 6.0 release, which include a new
Healthcare Provider Directory (HPD) along with a Search feature, a new Group Mailboxes
feature to allow delegates to manage inbox messages, the ability to view and print Consolidated-
Clinical Document Architecture (C-CDA) attachments, and a greatly improved Address Book.

Chapter 2) Overview of the DataMotion Direct Messaging Portal

Added a section describing Group Mailbox Configuration on page 20.

Chapter 3) Navigating and Managing Your Messages
Added a section describing Delegates: Managing Group Inbox Messages on page 30

Chapter 4) Sending and Receiving DataMotion Direct Messages
Added a section describing the new Address Book on page 37.

In the section on Viewing Attachments in Messages on page 57, added a description of the new
feature to view and print an attached XML or ZIP file containing a Consolidated-Clinical
Document Architecture (C-CDA) document.

Version 2

Made major improvements to the DataMotion Direct content throughout the manual. Changes
include adding more information specific to DataMotion Direct, adding new DataMotion
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Direct screens, and using more specific terminology for DataMotion Direct. Consolidated
information and removed some redundant content.

Version 1

Initial version of this document.
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About This Publication

ABOUT DATAMOTION DIRECT

This publication describes how to use DataMotion Direct.

DataMotion is a Health Information Service Provider (HISP), and DataMotion Direct is the HISP
message transport service that the company provides. DataMotion Direct enables secure message
and data transfer for healthcare providers, patients, business associates and clinical systems.
DataMotion Direct stores the information with AES-256 Bit Encryption.

It follows the national set of specifications and standards on Direct Exchange or Direct Messaging
from the Direct Project (http://directproject.org/). The Direct Project specifies simple, secure,

scalable, and standards-based methods for the exchange of authenticated and encrypted Protected
Health Information (PHI) among trusted recipients over the Internet. This enables messages to be
compliant with HIPAA and HITECH regulations, as well as conforming to Meaningful Use Stage 2
criteria issued by the Office of the National Coordinator for Health I'T (ONC).

People who use DataMotion Direct include healthcare providers and care team members, patients,
laboratories, hospitals, clinical systems, pharmacies, business associates, and health insurance
providers. DataMotion Direct users can securely exchange a variety of sensitive data, including
patient intake forms, electronic invoices, summary of care documents, large images, and other
clinical healthcare data, as well as private or confidential messages and other communications. With
integrated large file support, DataMotion Direct seamlessly delivers documents and images,
eliminating a significant bottleneck in healthcare data exchange.

You can easily secure and transmit protected health information (PHI) in a manner that conforms to
Meaningful Use guidelines and the Direct Project, improving quality of care. Meeting mandated data
transfer requirements is fast and non-disruptive with DataMotion Direct. It’s intuitive and easy to
use, and it allows both in-network and out of-network communications. All types of sensitive data
can be transmitted, and from the moment your data is sent until delivered, sensitive health
information and images are fully protected. It’s simple. It’s fast. It’s smart.
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INTENDED AUDIENCE

The purpose of this information is to describe the DataMotion Direct Web Portal services included
with your DataMotion Direct user account. This publication is primarily intended for end-users of
DataMotion Direct. They are not expected to be security experts. It is helpful if the reader is familiar
with navigating the Internet with a web browser such as Internet Explorer, Chrome, Firefox, Safari,
and Opera.

Technical documentation for engineers, developers, programmers, system administrators, and
system and application integrators is also available from DataMotion. See DataMotion Documentation.

The user interface has been designed for simplicity and ease so that end-users can accomplish the
secure transport of messages and data in the quickest way possible.

PRODUCT TERMINOLOGY

Sometimes DataMotion Direct features and components have acquired synonyms or short-hand
names in this documentation that are useful to know.

The following table provides synonyms that you may encounter. The synonyms may refer to a
component or an identifiable part of a component.

Synonyms

DataMotion Direct Web Portal
DataMotion Direct Messaging Portal
Web Portal

Messaging Portal

DataMotion Direct Messaging Portal

HOW TO USE THIS PUBLICATION

The DataMotion Direct User Guide provides detailed instructions for using the product.

The chapters are written independently and can stand alone to minimize dependencies between
them. The content is organized as follows:

About This Publication.
Provides an overview of the content of this publication and how to use the publication.

Chapter 1) Getting Started with DataMotion Direct
Describes how to establish your DataMotion Direct messaging account, how to log into
the DataMotion Direct Web Portal, and how to reset your password if you should forget
it.
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Chapter 2) Overview of the DataMotion Direct Messaging Portal
Provides an overview of the DataMotion Direct Messaging Portal, including the Member
Center, Menu Bar, and changing your user information and account preferences.

Chapter 3) Navigating and Managing Your Messages
Describes how to manage your messages and folders. Managing your messages includes
finding, sorting, and navigating through your messages, and moving and deleting your
messages. Managing your message folders includes creating, renaming, and deleting
folders.

Chapter 4) Sending and Receiving DataMotion Direct Messages
Describes how to send, receive, track, retract, and manage your secure messages.

Chapter 5) DataMotion Direct for Tablets
Provides step-by-step instructions on how to set up and use DataMotion Direct for
tablets (e.g., iPad device), including how to receive and send secure messages from
within the native mail application.

Chapter 6) DataMotion Direct for Smartphones
Provides step-by-step instructions on how to set up and use DataMotion Direct for
smartphones (iPhone, Android devices, etc.), including how to receive and send secure
messages from within the native mail application.

Chapter 7) DataMotion Direct for Desktop Clients
Describes how to set up DataMotion Direct to use with desktop clients (for example,
Microsoft Outlook).

RELATED INFORMATION

DATAMOTION DOCUMENTATION

w  DataMotion Direct Software Development Kit Technical Reference Mannal (part # 050001)
Documents the Application Programming Interfaces (APIs), and system development,
maintenance, and administration tools for developers.

w  DataMotion Direct Administration Guide (part # 050005)
Documents the system installation, maintenance, and administration tools for
administrators and integrators.

Additional documentation is available on many other topics. Please contact DataMotion
Customer Service for more information.
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1
Getting Started with DataMotion Direct

ESTABLISHING A DATAMOTION DIRECT ACCOUNT

The first step to using DataMotion Direct secure messaging is to establish your account and
password. When your DataMotion Direct account is created through your company administrator,
an email notification will be sent to the email address associated with your account. The email
contains instructions describing how to access your DataMotion Direct account and create a secure
password for it. When you click on the link in the email, it will take you to your account on the
DataMotion Direct Web Portal so you can create your password and log in. This will complete the
activation of your account and allow you to access and use DataMotion Direct.

Wed 5/21/2014 9:58 AM

delivery@dmbhisp.com

DataMotion SecureMail Account Registration Notification

Your system administrator has created a Direct message account for you at:

https://ssl.dmhisp.com/r.aspx?b=8&e=User1%40direct%2Edatamotion%2Ecom&p=NHEQ

To access your account, simply follow these steps:
1. Click on the above link.
2. Create a password and verify it to protect your account.

3. Access your account to send and receive Direct messages.

If you need help, please send an e-mail to support@dmbhisp.com.

(c) 1996-2014 DataMotion, Inc., All Rights Reserved.

The URL shown in the message will take you to the DataMotion Direct Messaging Portal,

where you will be prompted to enter a password for your account. See the following for details.
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To activate your account:

1. Click the link in the email message. This will open your web browser to your
DataMotion Direct account activation page.

=Data/Volion.

Compose Member Center Inbox Track Sent Logout

Account Activation

Simply create a password to protect your account.
hd Create a Password

Password Requirements
+ Minimum & characters in length.
| + Must contain 3 of the following items:
- Uppercase Letters

New Password: [ |

Verify New Password: |

) - Lowercase Letters
Score: _ - Numbers
Complexity: Too Short - Symbols

Next

P owered by DataMotion

2. In the Create Password fields enter the password you want to use to access your
account and click Next. Memorize or make note of your password for future logins.

3. Click Next.

The activation is now complete and you are logged in.

USING THE DATAMOTION DIRECT MESSAGING PORTAL

LOGGING INTO YOUR DATAMOTION DIRECT MESSAGING ACCOUNT

The DataMotion Direct Messaging Portal is a website where you can send, receive, and track
your secure messages. Access to this portal requires Internet access and a web browser. All
major browsers are supported, including Internet Explorer, Firefox, Chrome, Safari and Opera.

To access your DataMotion Direct account through the Web Portal:

1. Use the web browser to navigate to the DataMotion Direct Messaging Portal site:
https://ssl.dmhisp.com.

NOTE: Your organization may provide a customized URL to use instead of this one.

2. Enter your DataMotion Direct messaging address and the password in the login window.

3. Click Enter to login.

» Confidential and Proprietary Information [#050003—-04] <« 1
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=Data/Vohion.
(Home |

Login
Upon successful login, you can access your account to send and track your messages.

= Secure Member Login

Please enter your UserlD or Direct Messaging Address and Password.

UserlD or Direct Messaging Address:|userf@direct datamotion.com ® l
Passwurd: 2800000 RR RS | Enter

Not sure what your password is?
Click HERE to reset your password.

Security Status: Login is secured by an encrypted link (SSL) to our server.

% Powered by Datamation

For information about setting a UserID to be used for your login instead of your message
address, see Changing Your User Information on page 19.

For your convenience, a link to the DataMotion Direct Messaging Portal is provided in all
DataMotion Delivery Notification messages. You can click on this link and it will take you
directly to the portal.

FORGOTTEN PASSWORD RESET

Below the login box is a link to reset your password. Click this link if you need to reset your
password. You will receive an email message sent to the email address associated with your
DataMotion Direct account. When you click the link in the email, it will take you to the portal
and allow you to reset your password. See the following instructions for details.

To reset your password:

1. Click HERE in “Not sure what you password is? Click HERE to reset your password.”

» Confidential and Proprietary Information [#050003—-04] <« 1
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“=DataAolion.
(Home

Login
Upon successful Iogin. You can access your account to send and track your messages.

E Secure Member Login

Please enter your UserlD or Direct Messaging Address and Password.

UserlD or Direct Messaging Address:|user1@direct.datamotion.com| x
Password: | Enter

Not sure what your password is?
Click HERE to reset your password.

Security Status: Login is secured by an encrypted link (SSL) to our server.

gz P owered by DataMotion

2. Enter your Direct Messaging address for this account.

NOTE: If you enter your messaging address incorrectly, the system will not
send a reset password email notification, nor will you receive an error
notification.

“=Data/Volion.
(Home

Forgot your password?
Not a problem. We will help you reset it. Please enter your Direct Messaging Address and click Enfer.

w Direct Messaging Address

[user1@direct_hatamotion_com X] Enter

i P owered by DataMotion

3. You will see a confirmation that the process has started.

» Confidential and Proprietary Information [#050003—-04] <« 1
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s=Data/Volion.

You are almost there ...

If the Direct Messaging Address specified on the previous page exists, we have emailed instructions
to choose a new password to the notification address associated with that Direct Messaging Address.

geg P owered by DataMation

4. You will receive an email notification about the password reset.
Wed 5/21/2014 1020 AM
H delivery@dmhisp.com
DataMotion SecureMail Forgot P d Motification

You have sel d the Forgot P, d link, indicating that you would like to assign a new password to your Direct message account.

To complete this process, simply click on the following link:

https://ssl. dmhisp.com/r.asprb=4&e=User1%40direct ¥ 2E datamotion#2EcomE&p=0WNB&l=en-us

After clicking this link you will be prompted to enter a new password and verify it. If you would rather keep your current password, simply ignore this email.

If you need help, please send an e-mail to support@dmhisp.com,

(c) 1996-2014 DataMotion, Inc., All Rights Reserved.

Upon clicking the hyperlink included in the message, you will be presented with the Password
Reset screen that instructs you to enter a new password. After following the instructions on the
screen, you will be able to access your account.
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2
Overview of the DataMotion Direct Messaging
Portal

MEMBER CENTER

Once you have logged into your DataMotion Direct account, you will be shown the Member Center.
The Member Center is the central location for your account. From here you can get to all the
functionality of your account. By default the member center will not be visible for Direct Users.
Contact your Administrator about enabling this feature.

“=Data/Aolion.

Compose Member Center Inbox Track Sent Logout Help
Member Center

Direct Users: <kevinm2@stage direct.dmhisp.com:

wMessages & Files *My Account
Compaose Address Book
Track Sent User Information
Inbox Preferences
Group Inboxes Group Mailbox Configuration
Drafis
Folders

wAccount Details

Sent Messages Being Tracked: 2 Total Messages Sent: 0 %
Messages in your Inbox: 0 Total Messages Received: 0
Account Disk Space Limit: 2 Gb Disk Space Available: 2 Gb

Number of Visits: 6
Your Last Visit: 9/24/2014 6:41:00 PM (UTC-05:00)
Member Since: 924/2014

d by Databotion Copyright

NOTE: If you have new unread messages, you will be taken directly to your Inbox
instead of the Member Center.
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There are three sections that provide links to different aspects of your account, plus at the bottom

of the screen, it shows a summary of some account details.

MESSAGES & FILES

This section provides access to message-related functionality. The options are:

Opens the Compose new message window so you can create and send

Compose a new secure message and/or file attachment.

Opens the Track Sent folder where you can see all the messages and
Track Sent ; . ; A X

files you have sent and review their tracking information.
Inbox Opens the Inbox for secure messages you have received.

Opens the Group Inbox window where all messages shared between

Group Inboxes delegates of a Direct account are available.

Opens the Drafts folder for messages you have started but did not yet

Drafts send.
Opens the folder management window where you can create and
Folders .
manage subfolders which you can use to manage your messages.
MY ACCOUNT

This section provides access to account settings and an address book. The options are:

Address Book Provides access to your address book where you can enter addresses
for easy use in DataMotion Direct Messaging Portal.

User Information Provides access to account and password settings.

Preferences Provides access to settings related to how you send and receive secure
messages.

Group Mailbox Provides access to the configuration window for Group Mailboxes where

Configuration you can designate delegate Direct addresses for your account.

ACCOUNT DETAILS

The Account Details area provides a snapshot of information about your account. You can see
the number of messages sent and received, information about the amount of disk space

available on your account and your login statistics.

MENU BAR

The menu bar provides quick access to common functions from all windows. The menu bar does

not change as you move around the portal.

The following options are available on the menu bar:
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Opens the Compose hew message window so you can create and send
Compose .

a new secure message and/or file attachment.
Member Center Takes you to the Member Center.
Inbox Opens the Inbox for secure messages and files you have received.

Opens the Track Sent folder where you can see all the messages and
Track Sent ; i ; A X

files you have sent and review their tracking information.

Ends the current portal session. After you click this, you will need to
Logout ; .

login again to access the portal.

CHANGING YOUR USER INFORMATION

The following instructions describe how to edit your account information.
1. Go to the Member Center.
2. Under the My Account section, click User Information.

My Account
Address Book

User Information
Preferences

SecureContact.me
This opens the User Information page, similar to the following:
#Data/liotion.

User Information

Login ID:
First Name:

Last Name:
Direct Messaging Address: User1@direct datamotion com
Notification Email Address:| useri@datamotion.com

Password Management. Change Password

Close

g Powered by DataMotion

UNDERSTANDING YOUR USER INFORMATION OPTIONS

The following table explains the information which can be configured.
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You can choose a Login ID (also called a User ID) to use when logging
into the Web Portal. If you create a Login ID here, you can login with
Login ID (or UserID) either your DataMotion Direct Secure Messaging Address or your
Login/User ID. The User ID you select must be uniqgue among all the
other users on the system.

First & Last Name You can enter your name. It will be used in notification messages sent to

you.
Direct Messaging Your Direct Messaging address. This field is view-only because of the
Address restrictions of the Direct Messaging protocol.

Your email address that is associated with your account, which is used
to send you message waiting notifications and other types of account
natifications.

Notification Email
Address

If you click the Change Password link, it will display a page where you
Password Management | can change your password. You will need to enter your existing
password first.

GROUP MAILBOX CONFIGURATION

Your DataMotion Direct group mailbox configuration provides the ability to delegate other Direct
accounts (which must be within your company) to access and respond to messages on your behalf.
This allows you to grant access to your inbox to trusted persons who can read, respond to, and
download messages for you without the need for you to give them your account password.
Delegates can also view and download attachments. They are not granted permission to access the
contacts in your address book, delete your messages, or send entirely new messages on your behalf.
Delegates must have a Direct messaging address within your company, and any messages they send
on your behalf will be shown as being sent from their account. After you add delegates, the delegates
can manage your inbox messages according to the instructions in Delegates: Managing Group Inbox
Messages on page 30.

To configure your Group Mailbox:

1. Go to the Member Centet.

2. Under the My Account section, click Group Mailbox Configuration.

*My Account
Address Book
User Information
Preferences
[ Group Mailbox Configuration |

This displays the configuration page where you can specify delegates who will be allowed

to access messages in your inbox.
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“==Data/Volion.

Compose Member Center Inbox Track Sent Logout Help

Group Inbox Configuration
The following people will have permission to view messages in your inbox.

Delegate Address -

You have not given any users access to your
messages.

R Poveered by Datamotion Copyright

This window will display users who already have access to your messages and allows you to

delegate more.

ADD DELEGATES

To add delegates, type the desired Direct User Address (from your company) into the Delegate
Address field and click the Add button. If there were no problems with the given Direct
Address, you will see the address listed below the entry field.

REMOVE DELEGATES

To remove delegates, find the desired Direct User Address you would like to remove and click
the Delete button next to the address. If there were no problems with the deleting of desired
Direct address, you will see the user removed on the resulting screen.

“=LDataNotion.

Compose Member Center Inbox Track Sent Logout Help

Group Inbox Configuration
The following people will have permission to view messages in your inbox.

Delegate Address *
| | Add

kylec2@stage. direct. dmhisp.com Delete

*owvered by Databotion Copyright

CHANGING YOUR ACCOUNT PREFERENCES

Your DataMotion Direct account preferences provides you with the ability to select various

formatting options for your secure messages. To configure your preferences:
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1. Go to the Member Centet.

2. Under the My Account section, click Preferences.

¥My Account
Address Book
User Information

Preferences

Group Mailbox Configuration

This displays the Account Preferences page.

LData/Nolion.

Account Preferences

Use Rich Text Box Editor: O Yes O No ® Use Default

Email format: OHTML O Text ® Use Default

Signature:

Date Time Format: [M/dlyyyy 12:00:00 AM/PM V|

Time Zone: | (UTC-05:00) Eastern Time (US & Canada) W

l Save I Close ‘ l Defaults ‘

e Powered by DataMotion

UNDERSTANDING YOUR ACCOUNT PREFERENCE OPTIONS

In most instances, the default values do not need to be changed as they are the most common
settings. The following table provides a description of the options.

Turn on or off the ability to format new messages using rich text,
including selecting fonts, font color, background color, and the ability to
Use Rich Text Box create lists.
Editor The default value is Use Default. When selected, it uses the default that
is selected and controlled by your company settings (it is usually Rich
Text).
» Confidential and Proprietary Information [#050003-04] < 2
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Allows you to set the e-mail format between HTML or Text for messages
that you receive.

The default value is Use Default. When selected, it uses the default that
is selected and controlled by your company settings (it is usually HTML).

Email format

Append a signature to the end of your messages. Simply enter your
Signature desired signature in the text entry box. The signature is added to every
new message when you send the message.

Configure your preferred date/time format (e.g., 24-hour time or am/pm
Date Time Format time). You will see this date/time format in your message headers.

The default value is M/d/yyyy 12:00:00 AM/PM.

Use the drop-down field to select the time zone for your account. The
selected time zone is used anywhere the time is displayed, including
Time Zone when viewing Inbox or Track Sent messages and in Notification
messages.

The default value is (GMT-5:00) Eastern Time (US & Canada).

After modifying your preferences, make sure to click Save.
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3
Navigating and Managing Your Messages

GENERAL NAVIGATION

The messages in your message Inbox (which contains received messages), message Outbox (which
contains copies of sent messages, also called Track Sent), and the messages in their subfolders are
displayed and managed through a common user interface called the Message Folder window. The
message folder window provides a set of navigation functions, including searching and sorting, as
well as tools for organizing and managing messages.

CUSTOMIZING THE MESSAGE FOLDER WINDOW

The message folder window provides several ways to customize the display of messages.

:-Data/Volion.

Inbox Search in|Subject v | Go

Putin Folder_. View Folder[Inbox V| Page Size
) Date From Subject Size

new [ 157809 5/21/2014 alexm@direct.datamotion.com RE: Test message 369 b

Putin Folder

e Powered by DatamMotion

Copyright

Sorting Your Messages

By default, messages are displayed sorted from the newest to the oldest. It is possible for
messages to be sorted by any column shown (ID, Date, From, Subject or Size), in

ascending or descending order. This can be done by clicking on the column header you
want to sort on.

The first click will sort all the messages in ascending order based on the information in that
column. A second click will sort in descending order for that column.
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NOTE: The default sorting order is by Date in descending order. Whenever you
navigate to a new message folder, such as when switching to the Member Center,
or creating a new message, and then you return to the Inbox, the sorting order is
initially set to use Date descending order.

Changing the Page Size

The Page Size control at the top right of the message folder window specifies how many
messages may be displayed at one time. The default is to show 10 messages.

Page Size | 10

When there are more messages than can be displayed on a single page, a new page control
will become available, showing the number of pages. By clicking on this drop-down menu,

you can use it to select and quickly jump between pages of messages.

Page Size 10 ~ Page 10f7 =

The Page Size setting is a persistent setting and will be remembered even between logins.

SEARCHING MESSAGES

The simple Search function at the top right of the message folder window searches only
the current folder for the text pattern that you enter. It searches for this pattern within the
Subject, ID, From, or Date field (column) that you select from the drop-down list.

Search in Subject | Go

1

P ~ Page Size 10 |From of 7 =
Date

NOTE: The search looks only for exact matches within the selected column. If you
enter a text string that matches only part of the field, it will not return any message
results. However, you can use the % symbol as a wildcard to match zero or more
characters. This allows you to find messages using a partial match followed by the
wildcard. For example, to find all messages with a subject that starts with “new”,
enter new% as the search string.

To perform a simple search:

1. Enter a character string into the Search box.

2. Select the column/field in which to search for the string.
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3. Click Go.

All messages with a match will be shown. To clear the search filter, you can either click the
Back button on your browser or open the folder again.

CHANGING FOLDERS

There are several ways to navigate to a new folder. For example, links to the Inbox and Track
Sent folders are available directly from the menu bar. They are also available on the Member

Center page.

Another way to navigate to folders is by clicking on the View Folder list on the top right of the
message folder window.

Wiew Folder

All Folders

Inbox

fuel supplie Trash
Deleted Trash

tinne

The folders listed will be related to the main folder you are navigating within. For example, if
you are viewing the Inbox, you will see folders that are listed under the Inbox, while if you are
viewing Track Sent, you will see folders listed under Track Sent (the outbox).

The All Folders option will show messages that are in all the folders listed in the View Folder
drop-down list; that is, it will list messages for all the folders related to the main folder type,
either the Inbox or Track Sent folder.

Another convenient way to navigate to folders is using Manage Folders. When you select
Folders on the Member Center page, it takes you to the Manage Folders page, where you can
click on any folder to navigate to it.

MANAGING MESSAGES

Each message listed has a checkbox next to it. You can use this checkbox to select messages to
delete or move to a new folder. Checking multiple messages will select them all for the action

you specify.

Deleting Messages

To delete a message, check the box next to the message and click Delete.

When you delete, a message it will move the message to the Trash folder. The message
remains in the Trash folder for a maximum of 14 days, unless otherwise deleted by you,
after which it will be moved to the Deleted Trash folder. The message remains in the
deleted trash folder for a maximum of 14 days, unless otherwise deleted by you, after
which it will be permanently deleted.

To restore a message from the Trash or Deleted Trash folders, simply move it to another

folder.
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Moving Messages to Another Folder
To move a message to a new folder, check the box next to the message and select the
appropriate folder from the “Put in Folder...” drop-down menu.

Futin Folder...

Putin Folder...
Trash

Create Folder
[lanage Folders

This will move the checked messages into the selected folder.

MANAGING FOLDERS

To further organize your messages, you can create (and delete) folders in much the same way you
would in common desktop applications, such as Microsoft Outlook or Lotus Notes. The Manage
Folders function can be accessed either from a message folder window or from the Member Center.

CREATING FOLDERS FROM THE MESSAGE WINDOWS

Do the following to create a new folder.

1. Open your Inbox or Track Sent folder.

2. Click the Put in Folder... drop-down arrow at the top left of the screen, and select
Create Folder from the menu. (Note: This control is only shown if you have messages
displayed in the folder.)

hData//Vohion.

Add New Folder
New Folder Name: || ]
Folder Located Under:| Inbox Folder v

Add Folder

P owered by DataMotion

3. Enter the name for the new folder.

NOTE: The Folder Located Under field will default to the folder where you were
located when you clicked the Create Folder item.

4. Click Add Folder.

This new folder is now added to your existing list of folders and will appear in the drop-down
list.

MANAGE FOLDERS WINDOW

The Manage Folders window provides a full list of all folders in your account.
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The Manage Folders window can be accessed either by clicking the Folders link in the
Member Center or the Manage Folders item in the Put in Folder... drop-down menu.

NOTE: DataMotion Direct contains built-in folders. The Inbox and Track Sent folders
are the two main folder types. Each folder type has built-in folders under them
including Trash and Deleted Trash. Built-in folders cannot be deleted or renamed.
You cannot move messages from an Inbox folder type to a Track Sent folder type or
the other way around.

All folders in your account are divided into two groups: Inbox folders and Track Sent (or
outbox) folders. Messages that you have received are initially located in the Inbox and can only
be moved to folders under the Inbox. Messages that you have sent are initially located in the
Track Sent (or outbox) folder and can only be moved to folders under Track Sent. Draft

messages are outbox messages and so are initially located in the Drafts folder under the Track
Sent folder.

There are three actions available in the Manage Folders window: Rename, Delete, and New
Folder. Rename and Delete do not apply to built-in folders and are only shown if you have
already created at least one new folder.

- En -
(XN § |
:=Data/llolion
camn L]
Compose Member Center Inbox Track Sent Logout

Manage Folders
l Renaml Delete “ New Folder ‘

Folder Messages Size
Inbox [Empty]1 <1 Kb
Trash 0 <1 Kb
Deleted Trash 0 <1 Kb
[l ccD 0 <1 Kb
Track Sent [Empty]1 <1 Kb
Drafts 0 <1 Kb
Trash 0 <1 Kb
Deleted Trash 0 <1 Kb
Archive 0 <1 Kb

e Powered by DataMotion

Renaming a Folder

To rename a folder, you must first select a folder you have already created. Check the box
next to the folder name and click the Rename button.
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=Data/tVolion.

Compose Member Center Inbox Track Sent Logout

Rename Folder
Old Folder Name: CCD

New Folder Name:[ ]

Rename Folder
et P owered by DataMotion

Enter a new name for the folder and click Rename Folder.

Deleting a Folder

To delete a folder, you must first select a folder you have already created. Check the box
next to the folder name and click the Delete button.

« mm .
emm
=Data/llotion
cemm e
Compose Member Center Inbox Track Sent Logout

Manage Folders
\ Rename “ Delete H New Folder I

Folder Messages Size
Inbox [Empty]1 <1 Kb
Trash 0 <1 Kb
Deleted Trash 0 <1 Kb
CcCD 0 <1 Kb
Track Sent [Empty]1 <1 Kb
Drafts 0 <1 Kb
Trash 0 <1 Kb
Deleted Trash 0 <1 Kb
Archive 0 <1 Kb

0 Click OK to delete selected folder(s) and move their contents to

the default Inbox/Track Sent folders).

Click OK to delete the folder.

NOTE: When you delete a folder, the messages in that folder are not deleted; they
are moved back into the top level folder (Inbox or Track Sent).

Deleting the Contents of a Folder

To delete all of the contents within a folder, click the [Empty] link. After you confirm
the action, the Direct Messages will be moved to the Trash folder. Selecting the
[Empty] link on the Trash folder while it has messages inside it will send its contents
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to the Deleted Trash folder. Clicking the [Empty] link on the Deleted Trash folder

while it contains messages will permanently delete them.

Creating a New Folder

To create a new folder, click the New Folder button and follow the steps in Creating

Folders from the Message Windows on page 27.

DELEGATES: MANAGING GROUP INBOX MESSAGES

A Group Mailbox is configured by the account owner, who has the power to assign delegates. (See
Group Mailbox Configuration on page 20 for information on configuring the group mailbox delegates.)
Delegates are granted account privileges to access the owner’s Group Mailbox, where they can view

and respond to the owner’s messages.
A Group Mailbox Delegate can manage group messages as follows:

1. Navigate to the Member Center.

2. Under Messages & Files click Group Inboxes.

*Messages & Files
Compose
Track Sent
Inbox
Drafts
Folders

3. On the resulting window, you will see all group messages assigned to that delegate. You
can distinguish between the delegate accounts using the “T'o” field, which you can sort

by.

“#=.DataNVotion.

Compose Member Center Inbox Track Sent Logout Help

Group Inbox

Page Size:
D" Date From To Subject Size
HEW 54694 9/24/2014 kylec@stage direct. dmhisp.com kevinm2@stage direct. dmhisp.com Group Inbox Example 60218

B P owered by Datahotion [E—

VIEWING MESSAGES

To view a message, click the subject of the message.

3
Navigating and Managing Your Messages
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Group Inbox

Page Size:
D Date From To Subject Size
HEW 54694 9/24/2014 kylec@stage. direct. dmhisp.com kevinm2@stage direct. dmhisp.com Group Inbox Example 60218

d by DatalMation

Copyright

When viewing a message, you can Forward, Reply To Sender, Reply To All, Download Message
and view attachments. For more information about these functions see, General Navigation.
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4
Sending and Receiving DataMotion Direct
Messages

NOTE: Additional features are provided to DataMotion Direct subscribers when
sending messages to recipients who also are members of DataMotion Direct.

For example, DataMotion provides the Retract message feature for local HISP
messages (sent to subscribers of the DataMotion Direct HISP), but not when sending
messages to subscribers of foreign HISPs. Certain aspects of other features may
differ depending upon whether the recipient belongs to the local or a foreign HISP.

SENDING AND TRACKING MESSAGES

DataMotion Direct enables you to easily send highly secure messages and attachments. It also
provides a range of additional security options that traditional messaging applications do not offer.

These additional security options include:
m  Confirming that a message has been received

m  Learning when a message has been opened

SENDING DATAMOTION DIRECT MESSAGES
You can send messages via the simple and intuitive DataMotion Web Portal.
To send a secure message from the Web Portal:

1. Open your web browser to the DataMotion Direct Web Portal.

2. From the DataMotion Member Center, click Compose (on the top menu bar, or under
Messages & Files).
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“Data/Volion.

Inbox Track Sent

Member Center Logout

Compose

Member Centér

Direct Users: <user1@direct.datamotion.com>

wMessages & Files *My Account
Compose Address Book
Track Sent User Information
Inbox Preferences
Drafts
Folders
wAccount Details
Sent Messages Being Tracked: 2 Total Messages Sent: 2
Messages in your Inbox: 1 Total Messages Received: 1
Account Disk Space Limit: 2 Gb Disk Space Available: 2 Gb

Number of Visits: 6
Your Last Visit: 5/21/2014 10:39:00 AM (UTC-04:00)
Member Since: 5/21/2014

ject P owered by DataMotion

This displays the Compose new message window.

:Data/Volion.

Compose

i Send Secure| ldl Save Draft [ Address Book Cancel

To: |alexm@direct. datamotion.com | Show Cc

Subject: |Test message ‘

Attachments: ‘ Browse .. | l Remove

§ Font | Aial jSimM- A A-|B I U & |

Message:| el therel|

“« v

body

i Powered by DataMotion
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3. Enter the message address for the recipient(s) and a Subject.

» You can also enter a user nickname tied to an e-mail address in your address book or
a group name from your address book. For more information, see Address Book on
page 37.

({3
5 .

» For multiple recipients, separate them with a comma and space

» If desired, you can search the Healthcare Provider Directory (HPD) for a provider’s
Direct address by clicking Address Book and then the Access HPD... button. For
more information, see Direct Messaging Healthcare Provider Directoty (HPD) on page
45..

» Click the Show CC link to display the Cc: line for entering Copy To addresses.

» Click the Show BCC link to display the Bec: line for entering Blind Copy To
addresses. (The Show BCC link is only available if you already clicked Show CC.)

4. The Attachments area allows you to add attachments to your message.
» The Browse button allows you to search for files to attach from your local computer.

» The Add button adds a new line for attaching additional files. (Only one file can be
attached per line.)

» The Remove button removes a file that was attached to the message (it will not
delete the file from the local system; only from the message).

5. Create your message in the Message window.

NOTE: The Message window provides a rich-text editor only in supported browsers
(e.g.. Internet Explorer, Chrome, Firefox, Safari, and Opera). Unsupported
browsers will use a plain-text editor.

6. Click Send Secure to send the message.

For information about receiving DataMotion Direct messages, see Receiving Messages on page 55.

SECURITY AND PRIVACY CONSIDERATIONS FOR ENCRYPTED MESSAGES

With DataMotion Direct, the security, privacy, and confidentiality of the message contents (that
is, the message body and all attachments) are protected by encryption that allows only the
sender and recipients to access the contents.

DataMotion messages adhere to the standard Internet protocol for secure messaging, called
S/MIME or Secure MIME. With this standard, the secure content in the message consists of
the message body and attachments, which are encrypted. The message body is the message text
that you enter and send to recipients, and the attachments are any files that you include to send
with the message.

The optional Subject line of the message is part of the message header information and is not
protected by encryption. If you include sensitive, confidential, or private information in the
Subject line of messages, it is like placing it on the outside of an envelope sent through
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traditional mail, which can be viewed by anyone who sees the envelope. The header information
is not encrypted because it is used to control the message and its transmission. Besides the
optional Subject line, the header information contains the sender and recipient addresses and
other metadata, such as routing/ tracking information.

Organizations should train their users to understand and follow practices that protect private or
sensitive information when using secure encrypted messages. Users should learn how to protect
information by using the message body and attachments and by not including anything sensitive
in the Subject line. All users should be aware that when they include a Subject line with the
message, it is like writing a note on the outside of an envelope so that anyone could see it. To
prevent the exposure of sensitive or private information in the Subject line, the
recommendation is to have a blank or non-descriptive subject.

Users should also be aware of other privacy and security considerations. For example, in some
cases, private information may be conveyed by the fact that the sender is engaging in a
conversation with the recipient, such as when a medical specialist is sending a message to a
patient. Also, senders must accurately enter correct addresses for their recipients to ensure the
content is sent to the correct destinations.

SAVING AND RESUMING DRAFT MESSAGES

DataMotion Direct enables you to securely save drafts of messages, so that you can recall and
complete them at a later time.

1. To save a draft copy of your message, click the Save Draft button at any point while
composing your message. This places a copy in the Track Sent Drafts folder.

NOTE: The system will automatically save a draft of your message periodically
while you are still composing the message if the Compose window has been left
open for 5 minutes or more.
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2. To resume editing a message draft, navigate to the Track Sent Drafts folder. You can

then select the draft message you want to open by clicking the Subject link of the
message.

= mm -
temn
:-Data/llolion
ramn -
Compose Member Center Inbox Track Sent Logout Help

Search in [ Subject v| Go
| Delete || Retract |[PutinFolder.. V| View Folder [Drafts  v| Page Size[10 V|

L]l D Date To Subject
[] 157838 5/21/2014 CCD

Delete || Retract |[Putin Folder = V|

Track Sent - Drafts

# To # Read Size
Draft 68 b

Ren P owered by DataMation

Copyright

When you send the message, the draft copy will be automatically deleted. (If multiple

drafts were saved, only the currently open draft will be deleted when you send the
message.)
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ADDRESS BOOK

The address book gives you the capabilities to effectively manage Direct messaging addresses for
your recipients. Recipient addresses can be maintained as individual address book entries

“contacts”), or you can create address book groups containing many addresses. Group names can
be added to your recipient list when you compose a message. Nicknames can also be used in the
recipient list in place of the address.

Click the Address Book button in the Compose new message window (or the Address Book link
in the Member Center) to display a web form where you can select addresses from your address
book, add new addresses to your address book, and search the Healthcare Provider Directory
(HPD) for new addresses to add to your address book and your message.

NOTE: Green dots identify unsaved additions, and red dots identify unsaved
deletions. To discard your unsaved changes to the address book (contacts and
groups), click the Reset button. To save changes, click the Save button.

COMMON ADDRESS BOOK TASKS

The first time you access the Address Book, it will be empty, with no contacts or groups. To
take full advantage of the address book’s capabilities, you must add contacts and groups by
performing the following tasks.

1. Adding a Contact. The first task is to add a contact. This allows you to add the
contact to the To, Cc, and Bcc recipient lists, or to use the contact Nickname
instead. You can also add contacts to Groups.

2. Adding Groups: The next task is to make a group. Although groups are not
required, they allow you to create a distribution list so that you can quickly and
easily send to multiple recipients. This is especially useful when you send to a group
of recipients on a regular basis.

3. Moving Contacts into Groups: The third task is to move contacts into any groups
if desired. (By default, contacts are not assigned to any group and are classified as

“Unfiled.”)

The following sections provide step-by-step instructions for these tasks.

Adding a Contact

1. In the Direct Address text entry field, enter a valid Direct messaging address
(required).

2. In the optional Nickname and Name fields, you may also enter a nickname and
full name if desired. If you enter a nickname here, it provides you with an easy way
to send to this contact, because when you compose a message, you can type the
short nickname in the recipient list instead of the full address.
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3. After entering the appropriate information, click the green plus sign (+) at the end
of the row on the right (““Add Contact to Address Book™ will appear if you hover

your mouse over the plus sign).

=Data/Votion.

Compose Member Center Inbox Track Sent Logout Help

@88 | | (e v v+

To Cc Bcc Nickname Direct Adiiress Name Group
|Kevin |kevinm@direct.datamolion_cum Kevin M | Unfiled v I + I

| Save | | Reset | | Set in Message | | Access HFD...

gee P owered by Databiotion Copyright

4. You can add more contacts if desired, and when you are done, click the Save
button to save your changes to the address book.

Adding Providers from the Healthcare Provider Directory (HPD)

If you are a healthcare professional who uses DataMotion Direct, you can also add
contacts to your address book from the Healthcare Provider Directory (HPD). This is
useful if you don’t know the provider’s Direct address or exact name. To find
providers, click the Access HPD... button to bring up the HPD Search Window.
After you import providers from the HPD to your address book, you must click the
Save button if you wish to save them to your address book. For more information, see

Direct Messaging Healthcare Provider Directory (HPD) on page 45.

“:Data/Notion.

Compose Member Center Inbox Track Sent Logout Help

I | (e ErE—p

To Cc Bec Nickname Direct Adciress Name Group
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| Save | | Reset | | Set in Message | | Access HPD ..
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Adding Groups
Although groups are not required, they allow you to create a distribution list so that you

can quickly and easily send to multiple recipients. This is especially useful when you send to

a group of recipients on a regular basis.

1. Click the green plus sign at the top right, next to the Group column (“Edit
Groups” will appear if you hover your mouse over the sign).

E = = | | | Fiter |

To Cc Bec Nickname Direct Address Name Group

| | | | Unfiled v+
o a a Kyle kylec@direct. datamotion.com Kyle Corsi Unfiled v | x

| Save || Feset || Setin Message || Access HPD.. |

2. In the Contact Groups dialog box that opens, type in a name for the group and
click the green plus sign (+). The name is added to the groups list in the dialog box.

[ )

|test1 | x

| Dane | | Undo |

3. You can add more groups if desired. You can also modify any groups you have
added. To change the name of a group, click on the group name in the list and
make the changes. To delete a group, click on the red “X” next to the group name.
A red circle will appear next to the text field, indicating the group will be deleted.
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Contact Groups n

| | +

] |test1 |

| Daone | | Undo |

NOTE: You can click the Undo button at any point during this process to
reverse the group changes you have made. The Undo button will only work
when you have made active changes to the groups, and it will become
grayed out when there are no active changes. When you are asked to
confirm the Undo ("Save group changes before leaving?” will appear as a
popup), click Cancel to discard the changes.

4. Click the Done button when you have completed adding or changing your groups.
This closes the Groups dialog box and returns to the address book.

5. Click the Save button to save your (groups) changes to the address book.

Moving Contacts intfo Groups
By default, contacts are not assigned to any group and are classified as “Unfiled.” Do the

following to move contacts into any groups if desired.
1. Find an existing contact’s information in the address book.

2. Click the Group drop-down menu to the right of the contact’s information, and
select the desired group from the list.

8o | [ e v+

To Cc Bec Nickname Direct Address Name Group
| | IUniiIed ¥+

O O a Kyle kylec@direct. datamotion.com Kyle Carsi Unfiled

| Save || Reset || Setin Message || Access HPD.. | Unfiled

3. Click the Save button to save your changes to the address book.
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4. To confirm that the contact was added to the group, you can select the group name
in the group filter drop-down menu on the top right. This displays the contacts
assigned only to that group. To cancel the group filter, select All Users in the group

filter drop-down menu.

EDITING OR DELETING CONTACTS

If you want to delete a contact from the address book or change a contact’s information, you
can do so easily.
1. Find an existing contact’s information in the address book.
Click directly on the information you want to add, modify, or delete. For example, click in
the space for Nickname to add a nickname. You can then add, delete, or modify text in
the field.

2. Click directly on the information you want to add, modify, or delete. For example, click
in the space for Nickname to add a nickname. You can then add, delete or modify text

in the field.
NOTE: Fields that you have changed will become highlighted when you leave the
field.

3. To delete a contact, click on the red “X” to the right of the contact’s information.

“==Data/Vlotion.

Compose Member Center Inbox Track Sent Logout Help

es8 | [ ErE—p

To Cc Bec Nickname Direct Address Name Group
| [ | Unfiled v+

[ 0O 0O e Kevin kevinm@direct datamotion.com Kevin M Unfiled v D

| Save | | Reset | | Set in Message | | Access HRPD..

Copynright

B P ovvered by Datahiotion

4. Click the Save button to save your changes to the address book.

FILTER (OR FIND) CONTACTS

The Filter feature is located at the top of the address book. It allows you to find address book
entries easily. This is especially helpful when your address book contains many entries. You can
use a text filter or a group filter or both. The text filter helps you find contacts by Name,
Nickname, and Address. The group filter displays only the members of a selected group. When
the filters are combined, they help you find contacts within a group.

4
Sending and Receiving DataMotion Direct Messages

Copyright © 2008 - 2015, DataMotion, Inc. All rights reserved.

» Confidential and Proprietary Information [#050003—-04] <«

Page 41




“Data/Votion. /DataMotionDirect

8 User Guide v4

= = = H” | | Filter | +
ickname

To Cc Bee

Direct Address Name Group
| | | Unfiled v+
Text Filter

1. In the text box next to the Filter button, enter a name, nickname, or address, or
part of one of these, and click the Filter button. Only those entries containing
matching text will be displayed in the list. The text matching is case-sensitive.

2. To cancel a text filter, clear the field by deleting all text in it, and click the Filter
button again.

Group Filter

1. Click on the Group drop-down menu to the right of the Filter button, and select
the group from the list. You can select All Users, a specific group you have created,
or Unfiled, which shows all contacts not assigned to a group.

2. To cancel a group filter, select All Users in the group drop-down menu.

HOW TO USE CONTACTS IN YOUR MESSAGE RECIPIENT LISTS

There are several ways that you can use contacts in your message recipient lists (To, Cc, Beo):

m  In a recipient list when composing a message, you can type the Nickname of a contact
in your address book, which can be used in place of the contact’s address. Using a
nickname is a convenient way to enter the contact in the list with less typing.

m  In a recipient list when composing a message, you can also type in a Group name, which
can be used to send to multiple recipients in the group. Using a group name is a
convenient way to enter multiple recipients in the list with less typing.

m  From the address book, you can select contacts for any of the recipient lists, and click
Set in Message to place them in the respective recipient lists of a message in the
Compose window. The following explains it in more detail.

Set in Message

After you have added contacts into the address book, you can select them for adding to a
recipient list in messages by first clicking the To, Cc, or Bee checkboxes, and then clicking
the Set in Message button. This adds them to the respective recipient lists in the message
Compose window.
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You can also click the checkboxes above these columns to select all contacts displayed for
adding to the desired recipient lists when you click the Set in Message button. If you filter
the contacts first, this provides a useful way to sect groups of contacts. For example, you
can type a text filter of “XYZ Hospital” and then click the To column heading checkbox
to select them all as primary recipients. If you have created a distribution group, you can
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also select a group filter in the Group filter drop-down menu (e.g., “Operations Team”),
and then click the To column heading checkbox to select them all as primary recipients.

| | Et ] +

To Cc Bcc Nickname Direct Address Name Group

| | Operations T v | +

W

¥ O O Bob Bob@direct.com Robert Operations T ¥ | %
W O O Joe Joe@direct.com Joseph Operations T ¥ | x
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| save || Reset || Setin Message ||| Access HPD...
Compose
i Send Secure| [dl Save Draft [ Address Book Ed Cancel
To: |Bob <Bob@direct.com=, Joe <Joe@direct.com=, Nick <Nick@direct.com=, Tom <Tom@direct.com= 4| Show Cc
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DIRECT MESSAGING HEALTHCARE PROVIDER DIRECTORY (HPD)

The DataMotion Direct Healthcare Provider Directory (HPD) is a standard feature available for
healthcare professionals who use DataMotion Direct.

OPENING THE HPD

1. From the DataMotion Direct Address Book, click the Access HPD... button at the
bottom to open the HPD.

=Data/NVolion.

Compose Member Center nbox Track Senl  Logoud

" @ B | Filter Al Users Y|+
To Ce Bee Nickname Direct Address Name Group
| [ |Unfiled v |+

| Save ;i.Etésal i:.-S:EIrI.'I Messagd || Access HPD... |

2. 'This displays the HPD Search Window. The HPD allows you to look up providers’
contact information, which can be especially useful when you don’t know a provider’s
Direct address or exact name.

To search the HPD, see the Searching The HPD section on page 40.
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SEARCHING THE HPD

Enter your desired search filter criteria and click the Search button.

Health Provider Directory Search x |
~ Search Filters
—Provider
First | Last |
NPI | Role |
Specialty |
—Organization
Name | Street |
Gity | State |
Zip | Phone |
Fax | NPI |
Specialty |

v Search Results

Search Add to Address Book Addto To Add to Cc Add to Bec

You can search the provider or organization information, including the Name, NPI, Specialty,
Location, Phone, and Fax. The NPI (National Provider Identifier) is a unique identification
number for covered health care providers. The HPD uses the NPI field by searching an NPI
database that matches the number you type in with similar numbers stored in the database.
When you type into the Specialty field, it will display a list of specialties matching the text you
enter and you can select from it, so you don’t have to type the full name of the specialty.

When you enter text in the filter fields, only those HPD entries containing matching text will be
displayed in the results. However, the text matching is case-insensitive and does not need to be
a complete or an exact match; that is, you can enter a part of a name or number and the HPD
entries containing the filter text you enter will be returned as a match. For example, if you
enter “stein” in the Last Name filter field, the results will include Goldstein, Stein, Steinfelder,
etc.

Note that the completeness of the search results depends on how the providers have identified
themselves and the information they have supplied for the HPD as well as whether the
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information was obtained from the providers’ NPI data. For example, not all providers identify
a specialty. Some Otolaryngologists may identify their specialty, but others may not. In these
cases, it can be helpful to search for the specialty within the Organization Name itself; that is,
you can enter “oto” in the Organization Name field to match organizations containing “oto” in
their name (e.g., “Associated Otolaryngologists” or “Otolaryngology of Knowes County”).

When you click the Search button, it displays the results in the Search Results section of the
HPD Search Window.

You can refine your search criteria and click the Search button again to improve your results.
To switch between the Search Results and the Search Filters sections, click the Search Filters
bar at the top of the search window. To switch back to the results, click the Search Results bar
at the bottom of the search window.

VIEWING ADDITIONAL PROVIDER DETAILS

1. To view provider details from within the Search Results view, select the more details
button (...) on the right of the provider listing.

Heatth Provider Direetery Search L
i Gooroh Flflons
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WyTomm Dt
Fay, Amanda !2|";-Hun-5:
Mq:@mﬂuuylnuﬂoum Jrncict B, LIS N5
Burpety - Suspieal Qncology {555} 555 . 5555
MyTomm Dt
Dol 123 Moy S2rpest
D Seroni@anacs MyTownoos org Ayatrrely, UISA 12545
Samgpry - Triama Sungeny (585} 5% . BESS
A provvides desplinyed

St Add B0 Address. Book A B To #Add o Co Add o Boo

This displays a Provider Details window with additional details about the provider,
including NPIs, Specialties, Fax, and Role, if available.

NOTE: Specialties are either pulled from the provider's NPI (NUCC Provider
Taxonomy Code), or entered free-form upon registration with DataMotion. Free-
form specialties will not have a corresponding Taxonomy Code.

2. To exit the Provider Details box, click the “X” on the top right corner.

ADDING HPD ADDRESSES TO YOUR ADDRESS BOOK

After obtaining HPD search results, you can “import” them into your address book so you can
find them easily next time.
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To add HPD search results (including provider Direct addresses) to your address book, you will
first select the providers in the HPD and add them to your address book, and then you can save
them in your address book. You can also add them to the To, Cc, and Bec recipient lists of a
message in the Compose message window.

1. In the HPD search results, select the providers you want to add to your address book by
clicking the checkbox on the left of the listings. You may select as many providers as you
wish, or to select all search results shown, click the top-most checkbox.
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2. After you select the HPD entries, you can add them to your address book using one of
the following buttons at the bottom of the search window:

» Add to Address Book: This adds the selected HPD entries to your address book
and returns to the address book.

» Add to To: This adds the selected HPD entries to your address book and returns to
the address book with these new entries selected as message (““T'o”) recipients.

» Add to Cc: This adds the selected HPD entries to your address book and returns to
the address book with these new entries selected as message copy (“Cc”) recipients.

» Add to Bec: This adds the selected HPD entries to your address book and returns
to the address book with these new entries selected as message blind copy (“Bec”)
recipients.

3. After you have added HPD entries to you address book, you can save them in your
address book so you can find them easily next time. To save the addresses to your
address book, click the Save button. If you do not save the address book, all unsaved
changes (shown by green or red dots) will be discarded when you leave the address book.
You can also discard the changes by clicking the address book Reset button.
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Fillar Al Users v 4

To Cc Bce Nickname  Direct Address Mame Group
| | Unfiled |+
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L]
tht Salin Message || Access HPD.

NOTE: For more information about using the Address Book, please see the
DataMotion Direct User Guide.

ADDING ADDRESSES TO A MESSAGE

1. After you have added contacts into the address book, you can select them for adding to a
recipient list in messages by first clicking the To, Cc, or Bee checkboxes, and then
clicking the Set in Message button. This adds them to the respective recipient lists in
the message Compose window.

NOTE: Selecting the “Add to To”, "Add to Cc”, or "Add to Bcc” buttons from the
HPD Search Window will auto-populate these checkboxes in the address book.

2. You can also click the checkboxes above these columns to select all contacts displayed
for adding to the desired recipient lists when you click the Set in Message button.

Filter All Ugers v | #
Te Cc Boc Nickname  Direct Address Lo Group
| | Unfilest v+
o MJonesgdirect My TewnDocs.org Meissa Jones Uindilisd v o=
CuSimond@direct MyTownDocs.org Ciamian Simon Unfiled vy ®
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S
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TRACKING SENT MESSAGES

In addition to viewing sent messages, DataMotion Direct enables you to find out precisely when
your message was processed and delivered.

To view the tracking information for a message:

1. Click Track Sent on the menu bar or in the Member Center. The Track Sent folder is
displayed, similar to the following:
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=Data/Volion.

Compose Member Center Inbox Track Sent Logout

Help
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2. Click the Subject of the message you wish to examine. The tracking details for the
message include tracking information for the message itself ( for each recipient), as well

as message integrity information. The message tracking details are located below the
Subject line.

- En -
ssmn
siData/Molion.
Compose Member Center Inbox Track Sent Logout Help

View Message Expand All Tracking Details
Edit As New Message Download Message

Sent:5/21/2014 11:28:04 AM (UTC-04:00)
Expires:6/21/2014 11:28:04 AM (UTC-04:00)
From:User1@direct.datamotion.com

Subject:Test 2
Collapse Tracking Details
| To:Malexm@direct datamotion .com Direct message has been delivered successfully. I
Hello again!
Show Text Body
v Security Envelope:  Message Integrity R S A
H y
v Server Encryption:  Message is protected with strong encryption.
v Secure Session:  Securely view and download this message. -4 Eﬁ:m‘i on

g Powered by DataMotion

Copyright

3. Click on the link Expand All Tracking Details at the top to expand all tracking
information, including message integrity details.
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‘= DataMolion.

Compose Member Center Inbox Track Sent Logout

View Message Collapse All Tracking Details

Sent:5/21/2014 11:28:04 AM (UTC-04:00)
Expires:6/21/2014 11:28:04 AM (UTC-04:00)
From:User1@direct.datamotion.com
Subject:Test 2
Collapse Tracking Details
! To:alexm@direct.datamotion.com Direct message has been delivered successf@
Hello again!

Collapse Integrity Details

v[Socartty Envelope: Message Valid: TFBEFSACADS405R601B4F18457A7
pe: Checkg T i Shas12 98F32DS0DDTF2BS3ES3C04135C502274
sumlype. =ha 223F799B3FD1ACEETOD2ES 91 5500ED3]
v Server Encryption:  Message is protected with strong encryption. 5

v Secure Session: Securely view and download this message. I-]

SS5L
Encryption

i P owered by DataMotion

Click any of the Collapse links to hide the tracking information for that type.

See the following for more information about the Track Sent details.

TRACK SENT DETAILS WITHIN THE DATAMOTION DIRECT HISP

For messages sent to recipients within the DataMotion Direct HISP (local HISP messaging),
the following status information is available for Track Sent messages:

m Direct message has been processed successfully.
This indicates the message has been processed for sending, including validating the trust
and security for the message.

m Direct message has been delivered successfully.
This indicates the message has been delivered to the recipient address.

m Opened.
This indicates the message has been opened after delivery.

(Note: Tracking information for when a message is opened is available only for
local HISP messaging.)

For example, the following illustration shows the tracking information for a Direct message that
was opened by the recipient.
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“=Data/Votion.

Compose Member Center Inbox Track Sent Logout

View Message Expand All Tracking Details

Sent:5/21/2014 10:45:49 AM (UTC-04:00)
Expires:6/21/2014 10:45:49 AM (UTC-04:00)
From:User1@direct.datamotion.com
Subject:Test message
Collapse Tracking Details

[To: 1alexm@direct datamotion com Opened 5/21/2014 10:48:47 AM (UTC—04:(QI:|
Hello there!
v Security Envelope: Message Integrity R SA
v Server Encryption:  Message is protected with strong encryption. ‘3
v Secure Session.  Securely view and download this message. @ gﬂrwtiw

g Powered by DataMotion

TRACK SENT DETAILS OBTAINED FROM FOREIGN HISPS

For messages sent to recipients who are subscribers of a foreign HISP (other than the
DataMotion Direct HISP), the following status information may be provided for Track Sent
messages:

m Direct message has been sent, waiting for delivery
response.
This indicates DataMotion Direct has sent the message to the foreign HISP.

m Direct message has been processed successfully.
This indicates the foreign HISP has received, decrypted, and validated the trust and
security for the message. It has taken custodianship of the message and will attempt to
deliver it to the recipient.

m Direct message has been delivered successfully.
This indicates the foreign HISP has delivered the message to the destination (the
recipient). This may sometimes be referred to as being “dispatched” (to the destination).

m Direct message delivery has failed.
This indicates one of the following:

» The foreign HISP sent a response indicating a delivery failure.

» DataMotion Direct did not receive within a reasonable period of time a response
from the foreign HISP indicating that the message was processed successfully.

The DataMotion Direct HISP may receive additional Message Disposition Notifications
(MDNs) from the foreign HISP, which are optional and indicate further processing, and these
may or may not be included in the Track Sent details or added to the sender’s Inbox as a
separate message.
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RETRACTING A SENT MESSAGE

NOTE: The Retract message feature is supported only for local HISP messages (sent
to recipients who are subscribers of the DataMotion Direct HISP), and it is not
supported when sending messages to subscribers of foreign HISPs.

If you realize you sent a message in error, or change your mind about its contents or who should
have received it, you can retract the message as long as it has not been opened or securely delivered.

If the retraction is successful, the recipient will see that the message was retracted and will not be
able to open the message.

To retract an unopened message, from the Track Sent folder:

1. Select the checkbox next to the message you wish to retract.

2. Click Retract.

=Data/NVolion.

Compose Member Center Inbox Track Sent Logout

Track Sent

| Delete |( Retract J[Putin Folder. v/

L] o Date To Subject
157832 5/21/2014 alexm@direct.datamotion.com Test 2

[] 157804 5/21/2014 alexm@direct.datamotion.com Test message
| Delete || Retract |[Putin Folder.. V|

g Powered by DataMotion

3. The message status will change to Retracted.

=Data/Volion.

Compose Member Center Inbox Track Sent Logout

Help
Track Sent Search in | Subject v| Go
Putin Folder... W View Folder | Track Sent v | Page Size
[ ID Date To Subject # To # Read Size
[] 157832 5/21/2014 alexm@direct.datamotion.com Test2 Retracted 84 b
[] 157804 5/21/2014 alexm@direct.datamotion.com Test message 1 1 90b

| Delete || Retract |[Putin Folder.. V|

B Powered by DataMation

Copyright

4. 'The status of the message will also be updated in the recipient’s Inbox, similar to the
tollowing example.
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=Data//Votion.

Compose Member Center Inbox Track Sent Logout Help
Inbox Search ‘ ‘in\Subjen:l v| Go I
Putin Folder . w View Fulder Page Size

Ll o Date From Subject Size
(5] 1 157832 52112014 Useri@direct.datamotion.com [Test 2 (Retracted by Sender) ] 84b

[] 157804 5/21/2014 User1@direct.datamotion.com Test message 90b

[] 151947 5/14/2014 hit.healthcare@direct.hin.org XD* Originated Message - XDM/1.0/DDM 41 Kb

[[] 135942 4/23/2014 alexm@direct.datamotion.com test 042314 71b
Pulin Folder v

e P owered by DataMotion Copyright

RECEIVING MESSAGES

When a new Direct message is sent to you, there are multiple ways it may be delivered. By default, it

is delivered as a notification message with a link.

NOTIFICATION MESSAGES IN YOUR EMAIL CLIENT

When your DataMotion Direct messaging account receives a new Direct message, DataMotion
Direct will automatically send a notification message to your email notification address. This
email notification message will be from a notification address on the DataMotion Direct
dmhisp.com domain (e.g., delivery@dmbhisp.com). The notification message will have the
same subject line as the original message in your account, and will also contain the sender’s

name and instructions on how to access the secure message.

To receive the message on the DataMotion Direct Web Portal, click the link as shown in the
message. This opens your web browser to the DataMotion Direct login page.
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Wed 5/21/2014 11:28 AM

delivery@dmhisp.com
Test 2

To

Userl @direct.datamotion.com has created a Direct message for you at:

| https://ssl.dmhisp com/l.aspx?l=en-us I

To access your message, simply follow these steps:

1. Click on the above link.

2. Type alexm@direct.datamotion com for your Login ID, and then your password.

3. Access your Inbox to view your message.

Problems accessing the message?

If you are unable to open the link, please make sure that your firewall or your company's security settings are not blocking the link.

If you are unsure of your password, please reset it at http://ssl. dmhisp.com/ by clicking on the "Click HERE to reset your password" link.

Additional Help:
. Questions relating to the content of the Direct message should be directed to the sender or sending organization.
. Questions relating to reading this Direct message can be sent to support@dmhisp.com.

Message Details:
Subject: Test 2

From: Userl@direct.datamotion.com

To: alexm@direct. datamotion.com

Created: 5/21/2014 11:28:04 AM (UTC-04:00)
Expires: 6/21/2014 11:28:04 AM (UTC-04:00)

Copyright (c) 1996-2014 DataMotion, Inc.
See Getting Started with DataMotion Direct on page 12 for a description of how to log into your

account.

VIEWING MESSAGES IN YOUR WEB PORTAL INBOX

Once you have logged in, if you have new, unread messages, you will automatically be taken to

the Inbox.

= manm -
s-Data/Aolion.

Compose Member Center Inbox Track Sent Logout Help
Inbox Search | |in [Subject ~| Go ‘ ‘
Putin Folder... View Folder [Inbox v| Page Size [10 v|

b Date From Subject Size
New [] 141689 5/21/2014 Userl @direct.datamotion.com CCD Message 2 72 Kb
wew [ 157838 5/21/2014 Userl@direct.datamotion.com CCD 72 Kb
M 157832 5/21/2014 User1@direct.datamotion.com Test 2 (Retracted by Sender) 84b
[] 157804 5/21/2014 User1@direct datamotion.com Test message 90 b
[ 151947 5/14/2014 hit.healthcare@direct.hin.org XD* Originated Message - XDM/1.0/DDM 41 Kb
[[] 135942 4/23/2014 alexm@direct.datamotion.com test 042314 71b
Pulin Folder. ™

i P owered by DataMotion Copyright

New unread messages are highlighted by a NEW tag to the left of the message. Click on the

message subject to open it.
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= En .
ssm N
:-Data/Vlofion
cemm -
Compose Member Center Inbox Track Sent Logout Help

View Message

Forward Reply To Sender Reply To Al Download Message

Sent:5/21/2014 3:25:31 PM (UTC-04:00)
Expires:6/21/2014 3:25:31 PM (UTC-04:00)
From:User1@direct.datamotion.com
Subject:CCD
To:alexm@direct.datamotion.com
Attachments: %] EricEnglishG2.xml (72 kb)
Please see attached

Show Text Body
v Security Envelope:  Message Integrity R S A
H %
v Server Encryption: Message is protected with strong encryption.
. . B - SSL
v Secure Session: Securely view and download this message. =l Encryption

g Powered by DataMotion

Copyright

Once opened, a message will no longer display the NEW tag.

The Forward, Reply to Sender and Reply to All can be used to securely forward or reply to
the message.

The Download Message link allows you to download a PDF copy of the message.

VIEWING ATTACHMENTS IN MESSAGES

Once you have logged in, if you have new, unread messages, you will automatically be taken to
the Inbox. Click on the message subject to open it.

“.Data/Volion.

Compose Member Center Inbox Track Sent Logout

Help

Inbeox Seech | insubec 7] Go]
| Delete | |Putin Folder.. v | View Folder Page Size
] Date From Subject Size
new [ 54615 8/6/2014 allysonL@direct datamotion.comf{ C-CDA file 58 Kb
] 54614 8/6/2014 allysonL@direct datamotion.com C-CDA file 41 Kb

| Delete | [Putin Folder v |[10f1 ¥|

red by ahlotion

Once the message has opened, if the attachment is recognized as being a valid C-CDA file
or .zip file containing a valid C-CDA file, a view link will appear next to the attachment.
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“Data/Notion.

View Message
Forward Reply To Sender Reply To Al Download Message

Sent:8/6/2014 11:24:16 AM (UTC-03:00)
Expires:9/6/2014 11:24:16 AM (UTC-05:00)
From:allysonL@direct. datamotion.com
Subject:C-CDA file
Tokylec@stage direct dmhisp.com
Attachments:[#] adamEverymanB2 xml (sg th(viTw)]

The patient's file is attached.

Show Text Body

v Security Envelope: Message Integrity RSA

v Secure Session:  Securely view and download this message. e Eﬁkrwtim

v Server Encryption:  Message is protected with strong encryption.

Upon clicking the view link, a window will appear containing your file. From this window you
can view the C-CDA and print the document.

.:: E : Dc‘ DataMotion Direct C-CDA viewer x ‘
Consolidated CDA - Continuity of Care Document |j m
View Messa ADAM EVERYMAN
DETGCRO RGN October 22, 1962, 00:00:00, CST oad Message
sentt ([EE S Male
Expires: (IEEY-RMME White
From:| |[EXTiT=is @M Not Hispanic or Latino
Subject] | Wi a1 M Primary Home:
o BIRMINGHAM AL 36211, USA
AUEEINTEE BRIl AL ! —
test3 215 2.16.840.1,113883,3.493,0099
999999999 2.16.840.1.113883.4.1 ow Text Body
. Document E5944796958B5B79E044002128D7E746
v Security En I 2.16.840.1.113883.3.493.99990
Document September 25, 2011
Created: -
v Server Enci

/DataMotionDirect C-CDAViewer Print | © DataMotion. 2014

v Secure Ses|

Copyright

A large number of other attachment types can be viewed and/or downloaded.

MESSAGE EXPIRATION AND STORAGE

DataMotion Direct Secure Messaging is primarily intended for secure data transport (“data in
motion”) rather than storage (“data at rest”). However, DataMotion Direct provides limited
retention of messages and attachments. The expiration time for messages you send and receive
is 1 year. Account storage usage is calculated based on sent messages. Received messages do not
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count in the storage calculation. The Member Center displays Account Details that show
allowed and available disk space/storage for the account.

You can see the message expiration date/time in the header information when viewing the
message from either the Track Sent folder for sent messages or the Inbox folder for received

messages.

Expiration of a message causes the message and any attachments to be permanently deleted. If
you are the sender, the message will be deleted from your Track Sent folder (or subfolder). If
any recipients are DataMotion HISP users, the message will also be deleted from their Inbox
folders. This occurs regardless of whether the message was opened.

Senders can protect their sent messages from being deleted from the Track Sent folder upon
expiration by moving them to the Track Sent Archive folder. The Archive folder allows storage
of sent messages for as long as the account exists. If you move a sent message to the Archive
folder, it protects only the original message in your account. Upon expiration, the message will
be deleted from the DataMotion HISP accounts of anyone who received the message.

TIP: To save a message that you have received, you can download it before it
expires by using the Download Message function when viewing the message. You
can also save message attachments by clicking on the attachment and selecting

Save.
» Confidential and Proprietary Information [#050003—-04] « 4
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5
DataMotion Direct for Tablets

This information describes how to set up and use DataMotion Direct for tablets (e.g., Apple iPad*
device), including how to receive and send secure messages from within the native mail application.
It includes the following main topics:

®  DataMotion Direct for Apple iPad (60)

DATAMOTION DIRECT FOR APPLE IPAD

DataMotion Direct can be accessed from your Apple iPad* device to allow you to receive and send
secure messages from within the native mail application.

CONFIGURING DATAMOTION DIRECT ON THE IPAD

DataMotion Direct for a mobile device is comprised of a POP3 service that allows you to
download all your incoming secure messages and an SMTP service which allows you to send

new secure messages.

The following step-by-step instructions describe how to configure DataMotion Direct on your

iPad using the Mail app.
» Confidential and Proprietary Information [#050003—-04] <« 5
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1. From the iPad Home Screen, select Settings.

10:02 AM

Notes Reminders.

s
(T O @©
- e

iTunes Store

LR

App Store d Camera Photo Booth Sattings

| [

FaceTime

2. Select the Mail, Contacts, Calendars option.

iPad ¥ 10203 AM 4 100% -
Settings Mail, Contacts, Calendars
|
General ACCOUNTS
] Wallpapers & Brightness iCloud
? h 1 Contacts, Calendars, Reminders, Photos, Documents & Data, Storage & Backup
u Sounds Exchange :
1 Mail, Contacts, Calendars, Reminders
O Pessccce Yahoo! :
. Mail
m Privacy
— ———
s iCloud Add Account >
[

Notes Fetch New Data Push >
Reminders . MAIL
o Messages . Preview 2 Lines >
(o FaceTime ShawTalCel sbal e
El Maps Flag Style Color »
o Safari . Ask Before Deleting

Load Remote Images

ofol

iTunes & App Store Organize By Thread
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3. Select the Add Account... option (at the bottom of any Mail Accounts you already

have).
iPad = 10:03 AM 11005 m—-
Settings Mail, Contacts, Calendars
EB General ACCOUNTS
Wallpapers & Brightness iCloud
Contacts, Calendars, Reminders, Photos, Documents & Data, Storage & Backup
m Sounds Exchange
Mail, Contacts, Calendars, Reminders
n Passcode Yahoo!

M privacy

iCloud [ Add Account ]

B Mail, Contacts, Calendars

Notes Fetch New Data Push

Reminders MAIL
ks Messages Preview 2 Lines
\w FaceTime Show To/Cc Label
ﬁ Maps Flag Style Color
@ safari Ask Before Deleting

Load Remote Images L

iTunes & App Store Organize By Thread (j

4. Select Other as the type of account.

iPad F 10:04 AM £ 100% -
Settings < Mail, Contacts... Add Account
@ General
Wallpapers & Brightness @ |CIOUd
Sounds
@ s @8 Exchange

B Passcode
O Py Google:

iCloud YAI_IOO’
Aol.

Notes
&4 Outlook.com

Reminders

s Messages [ Other
- FaceTime

ﬁ Maps
& safari

iTunes & App Store
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5. Select the Add Mail Account option under Mail.

iPad ¥ 10:04 AM £ 100% m—-
Settings < Add Account Other

E!} General MAIL

Wallpapers & Brightness ( Add Mail Account

m Sounds

CONTACTS
O Passcoce Add LDAP Account
O rrivacy Add CardDAV Account
iCloud CALENDARS

Add CalDAV Account
B Mail, Contacts, Calendars

Add Subscribed Calendar
Notes

Reminders
u Messages
D FaceTime
ﬁ Maps

o Safari

f’;‘:‘ iTunes & App Store

6. Enter the following information:

Cancel New Account

Name Kyle

Email kylec@direct.datamotion.com
Password eessessescece

Description DataMotion Direct

» Name: Your name

» Email: <your DataMotion Direct message address>
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» Password: <your DataMotion Direct password>
» Description: DataMotion Direct

7. Select Next.

New Account

Name Kyle
Email kylec@direct.datamotion.com

Password essssssssssss

Description DataMotion Direct

8. Select POP. It should be blue once it is selected.

New Account

Name Kyle
Email kylec@direct.datamotion.com

Description DataMotion Direct

INCOMING MAIL SERVER

Host Name
User Name

Password eeeeessssssse

OUTGOING MAIL SERVER

Host Name

User Name
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9. Under Incoming Mail Server, enter the following information:

Cancel New Account

INCOMING MAIL SERVER

Host Name ssl.dmhisp.com

User Name kylec@direct.datamotion.com

Password eesssescscsee

QUTGOING MAIL SERVER

Host Name
User Name

Password

» Host Name: ssl.dmhisp.com
» User Name: <your DataMotion Direct message address>
» Password: <your DataMotion Direct password>

10. Under Outgoing Mail Server, enter the following information:

Cancel New Account

Name Kyle
Email kylec@direct.datamotion.com

Description DataMotion Direct

INCOMING MAIL SERVER

Host Name ssl.dmhisp.com
User Name kylec@direct.datamotion.com

Password eeessesssssssee

QUTGOING MAIL SERVER

Host Name ssl.dmhisp.com
User Name kylec@direct datamotion.com

Password essssssssssse
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» Host Name: ssl.dmhisp.com
» User Name: <your DataMotion Direct message address>
» Password: <your DataMotion Direct password>

11. Select Save. The account information will be verified.

12. The account should now be listed in your Accounts list as DataMotion Direct.

iPad & 2:57 PM 3} 99% M
Settings Mail, Contacts, Calendars
) Passcode
i ACCOUNTS
m Privacy
iCloud
Contacts, Calendars, Reminders, Photos, Documents & Data, Smrage & Backup
iCloud Exchange )
Mail, Cantacts, Calendars, Reminders
B  Mail, Contacts, Calendars Yahoo!
Mail
E Notes —
Reminders
DataMotion Direct
ks Messages Mail
Add Account
|y FaceTime
‘@l Maps
) Fetch New Data Push
w Safari
MAIL
iTunes & App Store Preview 2 Lines
Music Show To/Ge Label
22 \ideos Flag Style Color
# Photos & Camera Ask Before Deleting -
[ iBooks Load Remote Images o

13. To continue with the configuration, click DataMotion Direct.

Pad ¥ 257 PM i oo ..
Seftings Mail, Contacts, Calendars
) Passcode
ACCOUNTS
D Privacy
iCloud
Contacts, Calendars, Reminders, Photos, Documents & Data, Sto
(Gt BTN e o
B Mail, Contacts, Calendars Yahoo!
Notes —
Reminders
( DataMotion Direct ]l
(J Messages
Add Account
\my FaceTime
ﬁ Maps
Fetch New Data Push
@ safari
MAIL
Tunes & App Store Preview 2
Music Show To/Cc Label
2 Flag Sty Cole
[ Videos ag Style olor
& Photos & Camera Ask Before Deleting

] | iBooks Load Remote Images ( Y
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14. Scroll down and select SMTDP.

Pad = ZETPM i 99% H

Cancel DataMotion Direct Done

Account |'\1/

POP ACCOUNT INFORMATION
Name Kyle
Email lirect.datamotion.con

Description DataMotion Direct

NCOMI

3 MAIL SERVER
Host Mame ssl.dmhisp.com
User Name kylec@direct.datamaotion.com

Password essssssssssss
OUTGO AAIL SERVER

[swp R ]

Advanced

Delete Account

15. Select ssl.dmhisp.com.

iPad = ZETPM i 99%

£ DataMotion Direct SMTP

PRIMARY SERVER

ssl.dmhisp.com O )

OTHER SMTP SERVERS
smip.datamotion.com

Add Server...

f Mail is unsis ul using the primary server, it will try t
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16. Verify the following information.

iPad = 2:57 PM * 99% '

Cancel ssl.dmhisp.com Done

Server Q

OUTGOING MAIL SERVER

Host Name ssl.dmhisp.com

User Name kylec@direct.datamotion.com

Password eessssssccsse

Use SSL C)
Authentication Password

Server Port 587

» Server: On

» Host Name: ssl.dmhisp.com

» User Name: <your DataMotion Direct message address>
» Password: <your DataMotion Direct password>

» Use SSL: On

» Authentication: Password

» Server Port: 587

17. Click Done.

iPad ¥ 2:5T PM i 99% '

Cancel ssl.dmhisp.com
Server 'iI_ )

OUTGOING MAIL SERVER

Host Name ssl.dmhisp.com
User Name kylec@direct.datamotion.com
Passwurd sssssssERREREN

Use SSL (I/:

Authentication Password

Server Port 587
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User Guide

Direct

v4

iPad

£ DataMotion Direct

PRIMARY SERVER

ssl.dmhisp.com

OTHER SMTP SERVERS
smip.datametion.com

Add Server...

f Mail is ur mary server, it will try 1

ZETPM

SMTP

i 99%

19. Scroll down and select Advanced.

iPad 7
Cancel
Account
POP ACCOUNT INFORMATION
Name Kyle
Email kylec@direct.datamotion.con

Description DataMotion Direct

NCOMI

3 MAIL SERVER
Host Mame ssl.dmhisp.com
User Name kylec@direct.datamaotion.com

Password

G MAIL SERVER

ZETPM

DataMotion Direct

i 09% N

Done

Advanced

Delete Account
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20. Verity the following information.

iPad & 2:58 PM % 50% -
£ DataMotion Direct Advanced
MOVE DISCARDED MESSAGES INTO:
Deleted Mailbox v
Archive Mailbox
DELETED MESSAGES
Remove After one week
INCOMING SETTINGS
Use SSL ()
Authentication Password
Delete from server Never
Server Port 995
S/MIME
S/MIME

» Remove: After one week

» Use SSL: On

» Authentication: Password

» Delete from Server: <your choice>

» Never: (Default.) When you delete messages from your device Inbox, your
messages will be retained on the DataMotion Direct server (and web portal)
until they expire or you manually delete them there.

» When removed from Inbox: When you delete messages from your device
Inbox, your messages will also be deleted from your Inbox on the DataMotion
Direct server and will be placed in the Trash folder. If you don’t delete them
from your device, they will be retained on the server until they expire or you
manually delete them using the web portal.

» 7 Days: When you delete messages from your device Inbox, they will be
retained in your Inbox on the DataMotion Direct server for 7 days, after which
they will be placed in the Trash folder. If you don’t delete them from your
device, they will be retained on the server until they expire or you manually
delete them using the web portal.

» Server Port: 995
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21. Click DataMotion Direct to commit the changes.

iPad ¥ 58 PM i 999 -
£ DataMotion Direct Advanced
MOVE DISCARDED MESSAGES INTO
Deleted Mailbox v
Archive Mailbox
DELETED MESSAGES
Remove After one week

NCOMING SETTINGS

Use SSL

Authentication

Delete from server

Server Port 995

S/MIME

S/MIME

USING DATAMOTION DIRECT ON THE IPAD

Now that you have set up your DataMotion Direct account, you can use it to receive and send

Securc messages.

Receiving Secure Messages

When you open the Mail app on your iPad, you will see an account called DataMotion
Direct. All your secure messages will be downloaded into this account where you can read
them like typical mail messages sent to any other accounts on your device. Like your other
accounts, messages will be automatically downloaded from the server and made available
to you. You will not need to click on delivery notices to access your messages through a

web browser, but will have direct access to them in your email client.

NOTE: Your device does not display Push Notifications for incoming DataMotion
Direct messages, because this capability is not supported when using POP3. To
check for new messages, refresh your message list manually.

Sending Secure Messages

With your DataMotion Direct account configured on your iPad, you can send secure
messages directly from your device. When you compose a new message or reply to an
existing message, simply select the DataMotion Direct account as the From address and it

will be sent securely.
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6
DataMotion Direct for Smartphones

This information describes how to set up and use DataMotion Direct for smartphones (iPhone,
Android devices, etc.), including how to receive and send secure messages from within the native
mail application. It includes the following main topics:

®  DataMotion Direct for Apple iPhone (below)
®  DataMotion Direct for Android (below)

DATAMOTION DIRECT FOR APPLE IPHONE

DataMotion Direct can be accessed from your Apple iPhone* device to allow you to receive and
send secure messages from within the native mail application.

CONFIGURING DATAMOTION DIRECT ON THE IPHONE

DataMotion Direct for a mobile device is comprised of a POP3 service that allows you to
download all your incoming secure messages and an SMTP service which allows you to send

new secure messages.

The following step-by-step instructions describe how to configure DataMotion Direct on your
iPhone using the Mail app.
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1. From the iPhone Home Screen, select Settings.

#.pp Store r;amu Centet | Settings

2. Select the Mail, Contacts, Calendars option.

eeeco Verizon F 9:55 AM £ 68% WD

Settings

@ iCloud

a Mail, Contacts, Calendars

Notes
Reminders
Phone
Messages
FaceTime
Maps
Compass

Safari

OB200€G
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3. Select the Add Account... option (at the bottom of any Mail Accounts you already
have).

eesco Verizon =

9:55 AM

ACCOUNTS

iCloud

Contacts, Calendar

5, Safari anc

DataMotion

Mail, Contacts, Calendars,

Gmail

Mail, Calendars, Notes

Remin

# 68% M

¢ Settings Mail, Contacts, Calendars

15 more

ders

Add Account

Fetch New Data

MAIL

Preview

Show To/Cc Label

|_Flag Stvle

Push

2 Lines

Colar

lect Other as the type of account.

eeeco Verizon F

£ Mail....

9:55 AM

Aol.

% 68% W

Add Account

& iCloud
@& Exchange
Google:
YAHOQ!

B4 Outlook.com

Other
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5. Enter the following information:

®ee00 Verizon F 2:50 PM ¥ 91%
Cancel New Account Next
Name Kyle
Email kylec@direct.datamotion.c...

Password eeeesccsceceee

Desctription DataMotion Direct

QWERTVYUIl OP

» Name: Your name
» Email: <your DataMotion Direct message address>
» Password: <your DataMotion Direct password>

» Description: DataMotion Direct
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6. Select Next.

eeeco Verizon T 2:50 PM 4 91% .

Cancel New Account

Name Kyle
Email kylec@direct.datamotion.c...
Passworcd eesssssssssss

Description DataMotion Direct]

QWERTYU I OFP

A SDFGHUJKL

7. Select POP. It should be blue once it is selected.

se800 Verizon 2:50 PM 3 91% W

Cancel New Account

IMAP POP

Name Kyle
Email kylec@direct.datamotion.c...

Description DataMotion Direct

INCOMING MAIL SERVER

Host Name
User Name

Password 0000000000000

OUTGOING MAIL SERVER

» Confidential and Proprietary Information [#050003—04] <« 6
DataMotion Direct for Smartphones

. ; - ’ ‘ Page 76
Copyright © 2008 - 2015, DataMotion, Inc. All rights reserved.




“iData/Volion. Direct

User Guide v4

8. Under Incoming Mail Server, enter the following information:

ee800 Verizon T 2:51 PM % 91% )
Cancel New Account
Email kylec@direct.datamotion.c...

Description DataMotion Direct

INCOMING MAIL SERVER

Host Name ssl.dmhisp.com
User Name kylec@direct.datamotion.c...

PaSSWOrd 00000000000 OCS

QUTGOING MAIL SERVER

Host Name
User Name

Password

» Host Name: ssl.dmhisp.com
» User Name: <your DataMotion Direct message address>

» Password: <your DataMotion Direct password>
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9. Under Outgoing Mail Server, enter the following information:

®0e00 Verizon F 2:51 PM t 91%

Cancel New Account Save
USer Name kylec@direct.datamotion.c...

Password (XX XTI R LYY ]

OUTGOING MAIL SERVER

Host Name ssl.dmhisp.com
User Name kylec@direct.datamotion.c...

Password eeeecececcececee

.?123 space return

» Host Name: ssl.dmhisp.com
» User Name: <your DataMotion Direct message address>
» Password: <your DataMotion Direct password>

10. Select Save. The account information will be verified.
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11. The account should now be listed in your Accounts list as DataMotion Direct.

eee00 Verizon F 2:52 PM £ 91% >

¢ Settings Mail, Contacts, Calendars

ACCOUNTS

iCloud

Contacts, Calendars, Safari and 5 more...

DataMotion
Mail, Contacts, Calendars, Reminders

Gmail
Mail, Calendars, Notes

DataMotion Direct
Mail

Add Account

Fetch New Data Push
MAIL
Preview 2 Lines

12. Click DataMotion Direct.

eee00 Verizon F 2:52 PM £ 91%

¢ Settings Mail, Contacts, Calendars

ACCOUNTS
iCloud

Contacts, Calendars, Safari and 5 more

DataMotion

Mail, Contacts, Calendars, Reminders

Gmail
Mail, Calendars, Notes

DataMotion Direct
Mal

Add Account

Fetch New Data Push
MAIL

Preview 2 Lines

» Confidential and Proprietary Information [#050003—04] <«

6
DataMotion Direct for Smartphones

Copyright © 2008 - 2015, DataMotion, Inc. All rights reserved.

Page 79



“iData/Volion. Direct

User Guide v4

13. Scroll down and select SMTDP.

eee00 Verizon = 2:52 PM £ 91% .

Cancel DataMotion Direct Done

SDULIIPUUIT didivivuun vireet

INCOMING MAIL SERVER

Host Name ssl.dmhisp.com

User Name kylec@direct.datamotion.c...

Password 00O RORRRIRRS

QOUTGOING MAIL SERVER

SMTP ssl.dmhisp.com ]l

Advanced

Delete Account

14. Select ssl.dmhisp.com.

see00 Verizon F 2:52 PM £ 91% W

< Back SMTP

PRIMARY SERVER

ssl.dmhisp.com On

OTHER SMTP SERVERS

smtp.gmail.com Off
mail.ejgig.com Off
smtp.datamotion.com Off
Add Server...

If Mail is unsuccessful using the primary
server, it will try the other SMTP servers in

succession.
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15. Verify the following information.

eeeco Verizon 7 2:52 PM ¥ 91%

Cancel ssl.dmhisp.com Done

Server O

OUTGOING MAIL SERVER

Host Name ssl.dmhisp.com

User Name kylec@direct.datamotion.c...
Password eeeeceeececcccee

Use SSL O
Authentication Password

Server Port 587

» Server: On

» Host Name: ssl.dmhisp.com

» User Name: <your DataMotion Direct message address>
» Password: <your DataMotion Direct password>

» Use SSL: On

» Authentication: Password

» Server Port: 587
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16. Click Done.

eee00 Verizon F 2:52 PM £ 91% .y

Cancel ssl.dmhisp.com l Done
~
Server (i )

QUTGOING MAIL SERVER

Host Name ssl.dmhisp.com

User Name kylec@direct.datamotion.c...
Password eeeecesececee

Use SSL @
Authentication Password

Server Port 587

17. Select Back.

eeeco Verizon F 2:52 PM £ 91% -

< Back SMTP

PRIMARY SERVER

ssl.dmhisp.com On

OTHER SMTP SERVERS

smtp.gmail.com Off
mail.ejgig.com Off
smtp.datamotion.com Off
Add Server...

If Mail is unsuccessful using the primary
server, it will try the other SMTP servers in
succession.
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18. Scroll down and select Advanced.

eee00 Verizon = 2:52 PM £ 91% .

Cancel DataMotion Direct Done

SDULIIPUUIT didivivuun vireet

INCOMING MAIL SERVER

Host Name ssl.dmhisp.com

User Name kylec@direct.datamotion.c...

Password 00O RORRRIRRS

QOUTGOING MAIL SERVER

SMTP ssl.dmhisp.com

Advanced

Delete Account

19. Verify the following information.

®ee00 Verizon T 2:52 PM % 91% My

< Back Advanced

Archive Mailbox

DELETED MESSAGES

Remove After one week

INCOMING SETTINGS

Use SSL C @)

Authentication Password
Delete from server Never

Server Port 995

S/MIME

S/MIME
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» Remove: After one week

» Use SSL: On

» Authentication: Password

» Delete from Server: <your choice>

» Never: (Default.) When you delete messages from your device Inbox, your
messages will be retained on the DataMotion Direct server (and web portal)
until they expire or you manually delete them there.

» When removed from Inbox: When you delete messages from your device
Inbox, your messages will also be deleted from your Inbox on the DataMotion
Direct server and will be placed in the Trash folder. If you don’t delete them
from your device, they will be retained on the server until they expire or you
manually delete them using the web portal.

» 7 Days: When you delete messages from your device Inbox, they will be
retained in your Inbox on the DataMotion Direct server for 7 days, after which
they will be placed in the Trash folder. If you don’t delete them from your
device, they will be retained on the server until they expire or you manually
delete them using the web portal.

» Server Port: 995

20. Click Back to commit the changes.

®ee00 Verizon F 2:52 PM + 91% .

< Back Advanced

Archive Mailbox

DELETED MESSAGES

Remove After one week

INCOMING SETTINGS

Use SSL O

Authentication Password
Delete from server Never

Server Port 995

S/MIME
S/MIME \
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USING DATAMOTION DIRECT ON THE IPHONE

Now that you have set up your DataMotion Direct account, you can use it to receive and send

secure messages.

seeco Verizon F 2:52 PM £ 91% .
Mailboxes Edit
£ All Inboxes 34
£ Gmail 32
£ DataMotion 1
[@ DataMotion Direct 1 ]
* VIP
® Flagged 2
ACCOUNTS
) cmai 32
DataMotion 1
[ = IS I s
Updated Just Now ™

Receiving Secure Messages

When you open the Mail app on your iPhone, you will see an account called DataMotion
Direct. All your secure messages will be downloaded into this account where you can read
them like typical mail messages sent to any other accounts on your device. Like your other
accounts, messages will be automatically downloaded from the server and made available
to you. You will not need to click on delivery notices to access your messages through a

web browser, but will have direct access to them in your email client.

NOTE: Your device does not display Push Notifications for incoming DataMotion
Direct messages, because this capability is not supported when using POP3. To
check for new messages, refresh your message list manually.

Sending Secure Messages

With your DataMotion Direct account configured on your iPhone, you can send secure
messages directly from your device. When you compose a new message or reply to an
existing message, simply select the DataMotion Direct account as the From address and it

will be sent securely.
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DATAMOTION DIRECT FOR ANDROID

DataMotion Direct can be accessed from your Android* device to allow you to receive and send

secure messages from within the native mail application.

CONFIGURING DATAMOTION DIRECT ON AN ANDROID

DataMotion Direct for a mobile device is comprised of a POP3 service which allows you to
download all your incoming secure messages and an SMTP service which allows you to send

new secure messages.

The following step-by-step instructions describe how to configure DataMotion Direct on your
Android device using the Email app. These steps assume you are using the default Android
Email app, and that it has not been skinned by the manufacturer.

1. From the Android Home Screen, open the Email app.
2. Click the Menu button.

NO MAIL

PULL DOWN TO REFRESH
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3. Select Add account from the menu.

3 DT il 84% () 1:37 P

Q +

Folder

Sort

Filters

Add account

Settings

Tips & Help

4. Select Other (POP3/IMAP) from the menu.

i (] 30T 0 84% M 1:38 P

< Choose a mail provider

23X Verizon.Net

@ Microsoft Exchange ActiveSync

@! Yahoo! Mail

ai Outlook.com

Aol. AOL

" Other (POP3/IMAP)
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5. Enter the following information and click Manual Setup:

< Add account

kylec@direct.datamotion.com

MANUAL SETUP

» User Name: <your DataMotion Direct message address>

» Password: <your DataMotion Direct password>
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»

»

»

»

»

»

»

Incoming settings

User Guide v4

3 100 il 81% B 310w

EMAIL ADDRESS

kylec@direct.datamotion.com

USERNAME

kylec@direct.datamotion.com

PASSWORD

N I

POP SERVER

ssl.dmhisp.com

SECURITY TYPE

SERVER PORT

995

BACK NEXT

Protocol: POP

Email Address: <your DataMotion Direct message address>

UserName: <your DataMotion Direct message address>

Direct

Password: <your DataMotion Direct password> — this should already be entered

POP server: ssl.dmhisp.com

Server Port: 995 - this will change when you select the correct Security type

Security Type: SSL — don’t select to “Accept all certificates”

None

O)

SSL

SSL (Accept all certificates)

TLS

TLS (Accept all certificates)

© 0 0|0

» Confidential and Proprietary Information [#050003—04] <«

. Copyright ©

6

DataMotion Direct for Smartphones

2008 - 2015, DataMotion, Inc. All rights reserved.

Page 89




‘L Data/Volion. Direct

User Guide v4

7. Select Next.

Incoming settings

EMAIL ADDRESS

di d ion.com

vl
kylec(a

USERNAME

kylec(@direct.datamotion.com

PASSWORD

I

POP SERVER

ssl.dmhisp.com

SECURITY TYPE

SsSL

SERVER PORT

995

BACK NEXT

8. For Outgoing server settings, enter the following information:

3 100 1 80% T 3:16 pm

Outgoing server settings

Login required V']
USERNAME

kylec@direct.datamotion.com

PASSWORD

SMTP SERVER

ssl.dmhisp.com

SECURITY TYPE

TLS

SERVER PORT

Lsaﬂ J

BACK NEXT
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» SMTP Server: ssl.dmhisp.com

» Security Type: TLS - don’t select to “Accept all certificates”

» Server Port: 587

None

SSL

SSL (Accept all certificates)

TLS

OO O ®

TLS (Accept all certificates)

©

» Require sign-in: checked

Direct

» UserName: <your DataMotion Direct message address> — this should already be

entered

» Password: <your DataMotion Direct password> — this should already be entered

9. Select Next.

=l

Outgoing server settings

Login required
USERNAME

kylec@direct.datamotion.com

PASSWORD

SMTP SERVER

ssl.dmhisp.com

SECURITY TYPE

TLS

SERVER PORT

3 D0 0l 80% €

587

BACK NEXT
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10. Enter DataMotion Direct as the Name for this account to distinguish it from your
other accounts, and select Finish Setup to complete the setup.

3 O 0/80% (M 316 M

Add account

ACCOUNT NAME

| DataMotion Direcﬁ

YOUR NAME

kylec@direct.datamotion.com

Make this my default mail account

BACK FINISH SETUP

11. The account should now be listed in your Accounts list as DataMotion Direct.

B New mail

DataMotion Direct =

nagios@direct.datamotioncorp.com
RE: Testasdsadasdasd
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12. You may do the following optional steps if you want to configure whether your
messages should be deleted from the DataMotion Direct server when you delete them
from your device Inbox. (The delete from server default is Off, which means do not
delete them from the server.)

m  Seclect your Direct account from the drop down.
m  Click the Menu button and click on Settings.
m  Sclect Sync, Send & Receive.

m  Scroll down to the bottom of the page and select the desired setting for Delete
mail on servet:

»  Off: (Default.) When you delete messages from your device Inbox, your
messages will be retained on the DataMotion Direct server (and web portal)
until they expire or you manually delete them there.

» On: When you delete messages from your device Inbox, your messages will
also be deleted from your Inbox on the DataMotion Direct server and will be
placed in the Trash folder. If you don’t delete them from your device, they will
be retained on the server until they expire or you manually delete them from
the web portal.

USING DATAMOTION DIRECT ON AN ANDROID

Now that you have set up your DataMotion Direct account, you can use it to receive and send

Secure messages.

B New mail

DataMotion Direct =

nagios@direct.datamotioncorp.com

RE: Testasdsadasdasd 2:45 PM
Original Message
From:kylec@direct. datamotion.com Se
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Receiving Secure Messages

When you open the Email app on your Android device, you will see an account called
DataMotion Direct in your accounts list. All your secure messages will be downloaded into
this account where you can read them like typical mail messages sent to any other accounts
on your device. Like your other accounts, messages will be automatically downloaded from
the server and made available to you. You will not need to click on delivery notices to
access your messages through a web browser, but will have direct access to them in your

email client.

NOTE: Your device does not display Push Notifications for incoming DataMotion
Direct messages, because this capability is not supported when using POP3. To
check for new messages, refresh your message list manually.

Sending Secure Messages

With your DataMotion Direct account configured on your Android device, you can send
secure messages directly from your device. To send a secure message, open the
DataMotion Direct account and compose a new message. The new message will
automatically be sent securely to the recipient.
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7
DataMotion Direct for Desktop Clients

DATAMOTION DIRECT POP3 CONFIGURATION

DataMotion Direct integrates into any desktop or mobile email client using secured POP3 and
SMTP connections. When these protocols are enabled, users can send and receive secure messages
directly to and from their email client without installing any extra software.

The table below provides the information necessary to configure your email client. Substitute your
DataMotion Direct messaging address where you see <your DataMotion Direct message address>.

Server Type: POP3
Server: ssl.dmhisp.com
Use SSL: Yes

Port: 995

Authentication: <your DataMotion Direct message address> and
<your DataMotion Direct password>

Incoming Mail Server

Server: ssl.dmhisp.com
Use TLS: Yes (select TLS or STARTTLS)
Outgoing Mail Server Port: 25 or 587

Authentication: <your DataMotion Direct message address> and
<your DataMotion Direct password>

NOTE: Messages delivered to your email client via the DataMotion Direct POP3 and
SMTP service will be removed from your account on the DataMotion Web Portal.

This represents the end of the DataMotion Direct User Guide.
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