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REVISION HISTORY

This section summarizes significant changes, corrections, and additions to the document. The
history appears in chronological order with the most recent changes listed first.

Version 8

This version has been updated to include the new compose interface for the web portal. The
following sections have been updated.

n  Chapter 1) DataMotion SecureMail Web Portal

»  Composing and Sending DataMotion SecureMail Messages
This section has been updated to show and document the new compose interface
including the new file upload dialogs.

Version 7

This version has been updated show new screenshots for the updated user interface of the web
portal.

Version 6

This version has been updated to include new features added to the login methods to the web
portal.

n  Chapter 1) DataMotion SecureMail Web Portal

»  Establish Your Account With A Unique Password (on page 17)
This new section covers establishing your account with a unique password.

»  Establish Your Account With Your Google Account (on page 22)
This new section covers establishing your account with your Gmail credentials.

»  Establish Your Account With Your Facebook Profile (on page 25)
This new section covers establishing your account with your Facebook credentials.

»  Establish Your Account With Your LinkedlIn Profile (on page 28)
This new section covers establishing your account with your LinkedIn credentials.

»  Establish Your Account With Your Office 365 Account (on page 31)
This new section covers establishing your account with your Microsoft credentials.

»  Access Your Account Using a Username and Password (on page 34)
This new section covers accessing your account with your username and password.

»  Access Your Account Using Google (on page 35)
This new section covers accessing your account with your Gmail credentials.

»  Access Your Account Using Facebook (on page 38)
This new section covers accessing your account with your Facebook credentials.

»  Access Your Account Using LinkedIn (on page 39)
This new section covers accessing your account with your LinkedIn credentials.
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»  Access Your Account Using Office 365 (on page 41)
This new section covers accessing your account with your Microsoft credentials.

»  Reply All Functionality (on page 108)
This new section describes the reply functionality and format of addresses when
responding to messages sent using Safe TLS.
Version 5

This version has been updated to include new features added to the overall Group Mailbox
feature. This required a couple of new sections which are listed below.

n  Chapter 1) DataMotion SecureMail Web Portal

»  Deleting Group Mailbox Messages as a Delegate (on page 68)
This new section introduces the capability to delete a Group Mailbox message.

»  Moving Group Mailbox Messages as a Delegate (on page 69)
This new section introduces the capability to move a Group Mailbox message.
Version 4

This version has been updated to include new features regarding the Group Mailbox settings.
This required introducing new sections which are listed below.

n  Chapter 1) DataMotion SecureMail Web Portal

»  Group Mailbox Configuration (on page 62)
This new section introduces the Group Mailbox feature and describes how to
configure the Group Mailbox.

» Add Delegates (on page 63)
Describes how to add delegates to your Group Mailbox.

»  Remove Delegates (on page 64)
Describes how to remove delegates from the Group Mailbox.

»  Managing Group Mailbox Messages (on page 65)
Provides details on how Group Inbox message retrieval works, and delegate
privileges within the Group Mailbox.

»  Sending and Receiving Messages within the Group Mailbox (on page 67)
Describes how message tracking functions for members of a Group Mailbox when
intergroup communications are performed.
Version 3

This version has been updated to document the latest features in the web portal (v5.36). It also
contains various other clarifications and improvements. The following lists the most significant
changes:

n  Chapter 1) DataMotion SecureMail Web Portal
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»  Security and Privacy Considerations for Encrypted Messages (On page 84)
This new section informs users that they should not enter sensitive information into
the Subject line. This section also mentions that organizations should train users to
not put any sensitive information into the Subject line to avoid its exposure.

»  Changing Your Account Preferences (On page 57)
Added a new screenshot of the Account Preferences page showing the new
Automatically add signature feature.

»  Using the Address Book (0n page 89)
Added a description of how to use the address book.

Version 2

This version contains new information and updated screenshots for mobile clients (tablets and
smartphones) in the following chapters:

n  Chapter 3) DataMotion SecureMail for Tablets
n  Chapter 4) DataMotion SecureMail for Smartphones

Version 1
Initial version of this document.
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About This Publication

ABOUT DATAMOTION SECUREMAIL
This publication describes how to use DataMotion® SecureMail.

DataMotion SecureMail provides easy-to-use encrypted email messaging and data transfer via the
Internet for protecting all of the important information flowing between you, your business partners
and your clients.

DataMotion SecureMail protects sensitive messages with military-grade encryption, and it allows
users to send secure messages and files using one click, with built-in tracking of all messages and
files sent, received, and opened. DataMotion SecureMail stores the information with AES-256 Bit
Encryption. It works with popular email clients such as Microsoft Outlook, as well as on the iPhone
and other mobile devices, and it is intuitive for senders and recipients, so it can be up and running in
minutes with no outside IT support. With integrated large file support, DataMotion SecureMail
seamlessly delivers documents, images, and other large files, eliminating a significant bottleneck in
data exchange.

Providing effortless secure sending from email clients and direct delivery to the recipient’s inbox,
plus the ability to transfer large files easily from desktop clients or mobile devices, DataMotion
DataMotion SecureMail offers unsurpassed capability, flexibility, and user experience.

INTENDED AUDIENCE

This publication is primarily intended for users of DataMotion SecureMail, who are not expected to
be security experts.

Technical documentation for engineers, developers, programmers, system administrators, and
system and application integrators is also available from DataMotion. See DataMotion Documentation
(on page 14).
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OVERVIEW

The following information describes the DataMotion SecureMail platform, including the
components of the User Interface (for end-users) as well as the System Interface (for developers).
While an understanding of the DataMotion SecureMail platform is not needed to use the product,
this broader picture of DataMotion SecureMail may interest those who like to understand the larger
context for what they are doing.

With unrivaled domain experience and focus, DataMotion offers a technology architecture in
DataMotion SecureMail that is mature, robust, scalable and time-tested. The following DataMotion
SecureMail Platform Block Diagram shows the DataMotion SecureMail User and System
Interfaces (a description follows the diagram).

DataMotion SecureMail Platform Block Diagram

Webmail Portal Management Console

Mobile / Tablet Desktop Provisioning Reporting

Provider Directory & Address Book

Management APIs

Email Client Integration -
Provisioning Settings Reporting

Mobile / Tablet Desktop Clients

Data Transport

File Transfer Messaging | File Transfer
Protocols
APls APls

Drag & Drop Embedded Webmail Client with SSO

Inbound Contact Email Compliance Filter

PHI, Lexicons, Pattern & Exact Matching
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The left side of the diagram shows the DataMotion SecureMail User Interface. The User
Interface has been designed for simplicity and ease so that end-users can accomplish the secure
transport of email and data in the quickest way possible. The User Interface components of the
block diagram represent the principal aspects of the system as experienced by users. This includes:

n A Webmail Portal and Email Client Integration for sending and receiving secure
messages

n File Transfer for sending files securely (including large files), and
n Inbound Contact for enabling secure incoming messages and data from any person.

The DataMotion SecureMail User Guide contains instructions on using the Webmail Portal, Email
Clients, and File Transfer. The information on using Email Clients is divided into categories
specifically describing how to use tablets, smartphones, and desktop clients such as Microsoft
Outlook*.

Although not addressed in this manual, the right side of the diagram shows the DataMotion
SecureMail System Interface. The System Interface has been designed for partners, developers,
system integrators and administrators so that they can quickly and easily deliver Secure Messaging
and Data Transfer to their clients and customers.

PRODUCT TERMINOLOGY

Because the various technology components shown in the DataMotion SecureMail Platform Block
Diagram have been time-tested, they have acquired synonyms in the documentation that are useful to
know.

The following table provides synonyms that you may encounter for some of the User Interface
components. The synonyms may refer to the component or an identifiable part of the component.

Synonyms for User Interface Components

Component: Sometimes Referred to as:

Webmail Portal Web Portal, DataMotion SecureMail Portal

Email Client Integration SendSecure Button, Desktop Client Program, Email Client Add-
In

Electronic Forms eForms, SecureForms

Inbound Contact SecureContact and SecureContactMe
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HOW TO USE THIS PUBLICATION

The DataMotion SecureMail User Guide provides detailed instructions for using the product. The
content is organized as follows:

About This Publication.
Provides an overview of the content of this publication and how to use the publication.

Chapter 1) DataMotion SecureMail Web Portal
Describes how to establish, access, and use your Web Portal account, as well as how to
send, receive, track, retract, and manage secure email messages.

Chapter 2) DataMotion SecureMail for Desktop Clients
Describes how to set up and use the DataMotion SecureMail add-in for desktop clients
(e.g., Microsoft Outlook), including how to send secure messages from your email client
using the SendSecure button.

Chapter 3) DataMotion SecureMail for Tablets
Provides step-by-step instructions on how to set up and use DataMotion SecureMail for
tablets (e.g., iPad device), including how to receive and send secure messages from
within the native mail application.

Chapter 4) DataMotion SecureMail for Smartphones
Provides step-by-step instructions on how to set up and use DataMotion SecureMail for
smartphones (iPhone, Android devices, etc.), including how to receive and send secure
messages from within the native mail application.

Chapter 5) SecureFile Transfer
Provides information on how to use your web browser to send, receive, and view files
via the DataMotion SecureMail Web Portal, or alternatively, how to use an SFTP client
that connects to the DataMotion SFTP server to upload and download files. Describes
the tracking information and notifications that indicate when the files were securely
delivered and received.

RELATED INFORMATION

DATAMOTION DOCUMENTATION

n  DataMotion SecureMail Software Development Kit Technical Reference Manual (part # 050002)
Documents the Application Programming Interfaces (APIs), and system development,
maintenance, and administration tools for developers.

n  DataMotion SecureMail Administration Guide (part # 050007)
Documents the system installation, maintenance, and administration tools for
administrators and integrators.

Additional documentation is available on many other topics. Please contact DataMotion
Customer Service for more information.
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1
DataMotion SecureMail Web Portal

INTRODUCTION

DataMotion SecureMail is a simple yet powerful solution that secures sensitive email and file
attachments from accidental exposure and data theft. At the same time, it ensures compliance,
guards your reputation, builds customer trust, and reduces business process costs. And, the best part
is that DataMotion SecureMail is incredibly simple to set up and easy to use.

DataMotion SecureMail makes sending encrypted email as simple as clicking a button and retrieving
a secure email is just as easy. You can point the recipient to a URL to pick up their email, or send it
as a PDF file right to their inbox.

DataMotion SecureMail tracks and documents all of your secure email and file deliveries. You
receive confirmation that your email was opened, along with a link to more detailed data that
captures the exact date and time that files were received and accessed. You’ll know for sure that the
information was delivered securely and when it was received and opened.

DataMotion SecureMail works the way you do, which means that you can send secure email whether
you are in the office or on the move. DataMotion SecureMail is fully integrated with existing mobile
devices email clients making it convenient and incredibly easy to use.

DataMotion SecureMail comes with SecureContact.me. This feature allows anyone to send a secure
message to you, anytime, even if you have not sent a message to them. By adding a simple URL to
your email signature or business card, you can let someone send you secure messages directly into
your DataMotion account.

The purpose of this information is to describe the Web Portal services included with your
DataMotion SecureMail user account.

To simplify locating information and answering questions about functionality, each section is
focused on a specific task or type of information.

It is helpful if the reader is familiar with navigating the Internet with a web browser such as Internet
Explorer, Chrome, Firefox, Safari, or Opera.
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ADDITIONAL INFORMATION

Information about using DataMotion SecureMail with Microsoft Office Outlook can be found
in Chapter 2, “DataMotion SecureMail for Desktop Clients.”

EXAMPLES
For easier reading with examples, a fictitious company called Galactic Seats is used for reference.

GETTING STARTED

ESTABLISHING A DATAMOTION SECUREMAIL ACCOUNT

The first step to using DataMotion SecureMail secure messaging is to establish your account .
When your account is created, an email notification will be sent to the email address associated
with your DataMotion SecureMail account. The email contains instructions on how to access
your DataMotion SecureMail account. When you click on the link in the email, it will take you
to your account on the DataMotion SecureMail web portal so you can complete the setup
process.

DataMotion SecureMail Account Registration Notification bex «

5 delivery@datametion.com
to me (=

Your system administrator has created a secure e-mail account for you at:

httos:/securemailbeta.datamotion. com/r.aspx?b=58&e=bsmith 3412 3%40gmail % 2Ecom&p=8738L

To access your account, simply follow these steps:

1. Click on the above link.
2. Create a password and verify it to protect your account.
3. Accass your account to send and receive secure e-mail messages.

If you need help, please send an e-mail to suppori@datamotion.com.

(c) 1996-2017 DataMotion, Inc., All Rights Reserved.

The URL shown in the message will take you to the DataMotion Portal where you will be
prompted to select a method of account activation.
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‘#DataMolion, /SecureMai

Compose  Member Center  Inbox  TrackSent  Logout Help

Account Activation

Your SecureMail account can be activated in one of the following ways:

Create a Password

Or, if bamith34123@gmail.com matches the addrass you use for any of the following services,
login to that service to quickly access your SecureMail account.

(& Login with Google f Login with Facebook | jpy  Login with Linkedin | B Login with Office 365

* Configure my language setlings

Auto-Detect Language r

| have read and agree to the following Terms of Service

EE Powered by DataMotion Terms of Service Copyright

The steps required for completing each method are unique and are discussed in the following
sections.

NOTE: Even if you choose one of the options below during this phase, you can
always select a different method in the future so long as the email address
associated with your SecureMail account is the same as the email associated with
your social media account.

NOTE: Only the Establish Your Account With A Unique Password option will work in
the cases where the DataMotion SecureMail for Microsoft Outlook Plugin, API, or
Adapter is utilized.

Establish Your Account With A Unique Password

Creating a unique password is the traditional method of establishing your account. This
method is the first one presented and can be started by clicking the Create a Password
button.

To complete this process, follow the steps below:
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1. You may be prompted to choose your delivery type, as shown in the following
screen.

NOTE: Your administrator may have already set your delivery type. In that case
you will not see this page.

+Data/Vofion, /SecureMai
Compaose Member Center Inbox  TrackSent  Logout Help

Secure Message Delivery Options
* DataMotion SecureMail message delivery options.

Please select a delivery option for all of vour DataMaotion SecureMail messages.

* Secure Web Delivery
Access my messages by logging onto this sacura website,

' Secure PDF Push Delivery
Deliver my messages as a PDF attachment to my local email client using the password | just

enterad.

EZ Powered by DataMotion Terms of Service BAA Copyright

2. If you choose Secure PDF Push Delivery you will receive your secure messages as
PDF attachments directly to your email client. Select a delivery method and click

Next.

3. Click the Create a Password button.

1
DataMotion SecureMail Web Portal
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Account Activation

Your SecureMail account can be activated in one of the following ways:

Create a Password

Or, if bamith34123@gmail.com matches the address you use for any of the following services,
lagin to that service to quickly access your SecurelMail account.

(G LoginwithGoogle | ¥ Loginwith Facebook || i Login with Linkedin | 8%  Login with Office 365

¥ Configure my language settings

Auto-Detect Language v

| have read and agree to the following Terms of Service

4. Inthe Create a Password fields, enter the password you want to use to access
your account and click Mext. Make note of your password for future logins.
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Secure Message Pickup (Step 2 of 2)
Simply create a password to protect your account.
¥ (Create a Password

BRBERRRRER BRI RN BRI RN R RN R RR R % Password Requ irements

» Minimum 8 characters in length.
» Must contain 3 of the following items:
- Uppercase Letters

- Lowercase Letters
Score: [ 1007
- Numbers

Complexity: Very Strong - Symbols

New Password:

Verlfy New Password L T Y Y YT YY) @

| have read and agree to the following Terms of Service

(Bee (ot

5. Click Next.

The activation is now complete and you are logged in.

Security Question Prompts (Optional)

Some organizations prefer to use a challenge-based verification system for password
resets. When this is enabled, you will be prompted to answer several questions to
allow you to reset your password if it is forgotten. The prompt for this will occur after
you have fully activated your account. The specific number of questions you must
answer is determined by your administrator.

If you are prompted to Select and Answer a Security Question:
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Select and Answer 1 Security Questions

Flease choose questions and enter answers that are easy to remember. Use one-word answers when possible.
All fields are required.

Security guestion: What is your mother's maiden name? v
Your Answer:

Re-Enter your answer:

Continue

1. Select the question you want to answer from the Security question dropdown
list.

2. Enter your answer in the Your Answer and Re-Enter your answer fields. The
answers must match.

Select and Answer 1 Security Questions

Please choose questions and enter answers that are easy to remember. Use one-word answers when possible,
All fields are required.

Security question: What is your mother's maiden name? r
Your Answer: name

Re-Enter your answer:  namel

3. Click Continue.
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Select and Answer 1 Security Questions

Please choose questions and enter answers that are easy to remember. Use one-word answers when possible,
All fields are required.

Security question: What is your mother's maiden name? r
Your Answer: name

Re-Enter your answer:  namel

4. Verify the answers are correct. Click Save.
If multiple questions are shown on the page, each question must be answered like the
single question in this example.

NOTE: If you must answer multiple questions, each question you answer must be
unique.

Establish Your Account With Your Google Account

You can use your Google Account to establish credentials for your DataMotion SecureMail
account. The Google Account you select must match the email address where you receive
your account registration notification.

NOTE: Your email address must be provided by Google. Either an @gmail.com email
or a Google Apps email domain are the only types of addresses that will work with
this account activation method.

To complete this process, follow the steps below:

1. You may be prompted to choose your delivery type, as shown in the following
screen.

NOTE: Your administrator may have already set your delivery type. In that case
you will not see this page.

N DataMotion, Inc. Confidential and Proprietary Information [#050006—08] E 1
DataMotion SecureMail Web Portal

. i . . Page 22
Copyright © 2008 - 2020, DataMotion, Inc. All rights reserved.




#Data//ofion. /SecureMall

User Guide v8

“Data/Notion, /SecureNai

Compaose Member Center Inbox  TrackSent  Logout Help

Secure Message Delivery Options
* DataMotion SecureMail message delivery options.

Please select a delivery option for all of vour DataMaotion SecureMail messages.

* Secure Web Delivery
Access my messages by logging onto this sacura website,

' Secure PDF Push Delivery
Deliver my messages as a PDF attachment to my local email client using the password | just

enterad.

EZ Powered by DataMotion Terms of Service BAA Copyright

2. If you choose Secure PDF Push Delivery you will receive your secure messages as
PDF attachments directly to your email client. Select a delivery method and click

Next.

3. Click the Continue with Google button.
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Account Activation

Your SecureMail account can be activated in one of the following ways:

Create a Password

Or, if bsmith34123@gmail.com matches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.

[ G Loginwith Google | f Login with Facebook | jjn  Login with Linkedin || S8 Login with Office 365

¥ Configure my language settings

Auto-Detect Language v

| have read and agree to the following Terms of Service

4. You will be re-directed to Google to select your account.

Google

Choose an account

to continue to datamotion.com

o Community Based Organization
dh.communitybased.organization@gmail.com
Signed out

@ DM Secure
gapps@cmsafe.com

Signed out

e Use another account

5. Enter the password for your Google account.
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Google
Hi DM

@ gapps@cmsafe.com

Enter your password

Forgot password? NEXT

6. Click Next.
The activation is now complete and you are logged in.

Establish Your Account With Your Facebook Profile

Your Facebook profile can be used to establish credentials to your DataMotion SecureMail
account. When you link your Facebook profile you must ensure that the email linked to
your Facebook profile is the same as the one where you received your registration e-mail.

To complete this process, follow the steps below:
1. You may be prompted to choose your delivery type, as shown in the following
screen.

NOTE: Your administrator may have already set your delivery type. In that case
you will not see this page.
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“Data/Notion, /SecureNai

Compaose Member Center Inbox  TrackSent  Logout Help

Secure Message Delivery Options
* DataMotion SecureMail message delivery options.

Please select a delivery option for all of vour DataMaotion SecureMail messages.

* Secure Web Delivery
Access my messages by logging onto this sacura website,

' Secure PDF Push Delivery
Deliver my messages as a PDF attachment to my local email client using the password | just

enterad.

EZ Powered by DataMotion Terms of Service BAA Copyright

2. If you choose Secure PDF Push Delivery you will receive your secure messages as
PDF attachments directly to your email client. Select a delivery method and click

Next.

3. Click the Continue with Facebook button.
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Account Activation

Your SecureMail account can be activated in one of the following ways:

Create a Password

Or, if bsmith34123@gmail.com matches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.

G  Login with Google [ f  Login with Facebook ] in Login with Linkedin | BR Login with Office 365

¥ Configure my language settings

Auto-Detect Language v

| have read and agree to the following Terms of Service

4. Enter your email and password.

5. Click Log In.

Log into Facebook

bsmith34123@gmail.com

sasssnnn

[ -]

or

Create New Account

Forgot account?

Mot now

6. Click the Continue as (your username) button.
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SecureMail Beta will receive:
your public profile and email address. @

[# Edit This
( Continue as Bob J
Cancel

& This doesn't let the app post to Facebook

The activation is now complete and you are logged in.

Establish Your Account With Your LinkedIn Profile

Your LinkedIn profile can be used to establish credentials to your DataMotion SecureMail
account. When you link your LinkedIn profile you must ensure that the email linked to
your LinkedIn profile is the same as the one where you received your registration e-mail.

To complete this process, follow the steps below:

1. You may be prompted to choose your delivery type, as shown in the following
screen.

NOTE: Your administrator may have already set your delivery type. In that case
you will not see this page.
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“Data/Notion, /SecureNai

Compaose Member Center Inbox  TrackSent  Logout Help

Secure Message Delivery Options
* DataMotion SecureMail message delivery options.

Please select a delivery option for all of vour DataMaotion SecureMail messages.

* Secure Web Delivery
Access my messages by logging onto this sacura website,

' Secure PDF Push Delivery
Deliver my messages as a PDF attachment to my local email client using the password | just

enterad.

EZ Powered by DataMotion Terms of Service BAA Copyright

2. If you choose Secure PDF Push Delivery you will receive your secure messages as
PDF attachments directly to your email client. Select a delivery method and click

Next.

3. Click the Continue with LinkedIn button.
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Account Activation

Your SecureMail account can be activated in one of the following ways:

Create a Password

Or, if bsmith34123@gmail.com matches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.

G Loginwith Google | f Login with Facebook in Login with LinkedIn ] BR Login with Office 365

¥ Configure my language settings

Auto-Detect Language v

| have read and agree to the following Terms of Service

4, Enter your email address and password.

5. Click Sign In.

Linked [T}

linkedin@agmail.com

=N

6. Click the Allow button.
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Linked [T}

DataMotion Support will use the info below under
its privacy policy:

* The primary email address you use for your
Linkedin account

* MName, photo, headling, and current positions

Not you?

The activation is now complete and you are logged in.

Establish Your Account With Your Office 365 Account

You can use your Office 365 account to establish credentials for your DataMotion
SecureMail account. Your Office 365 email address must match the email address where
you received your account registration notification.

To complete this process, follow the steps below:

1. You may be prompted to choose your delivery type, as shown in the following
screen.

NOTE: Your administrator may have already set your delivery type. In that case
you will not see this page.
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“Data/Notion, /SecureNai

Compaose Member Center Inbox  TrackSent  Logout Help
Secure Message Delivery Options
¥ DataMotion SecureMail message delivery options.
Please select a delivery option for all of vour DataMaotion SecureMail messages.
* Secure Web Delivery
Access my messages by logging onto this sacura website,
' Secure PDF Push Delivery
Deliver my messages as a PDF attachment to my local email client using the password | just
antarad.
E Powered by DataMotion Terms of Service BAA Copyright
2. If you choose Secure PDF Push Delivery you will receive your secure messages as
PDF attachments directly to your email client. Select a delivery method and click
Next.
3. Click the Continue with Office 365 button.
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Account Activation

Your SecureMail account can be activated in one of the following ways:

Create a Password

Or, if bsmith34123@gmail.com matches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.

G LoginwithGoogle | f Login with Facebook || fj3  Login with Linkedin [ Login with Office 365 ]

¥ Configure my language settings

Auto-Detect Language v

| have read and agree to the following Terms of Service

4. Click on your account.

a5 Microsoft

Pick an account

user@office365.com

—I— Use another account

5. Enter your email address (if it is not entered already) and your password.

6. Click Sign in.
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Office365

Sign in with your organizational account

user@office365.com

Sign in

The activation is now complete and you are logged in.

ACCESSING THE DATAMOTION PORTAL

ACCESSING YOUR ACCOUNT

The DataMotion Portal is a website where you can send, receive and track your secure messages.
Access to this Portal requires Internet access and a web browser. All major browsers are
supported. Please reference the latest release notes for more information.

NOTE: So long as the email address linked to your social media account is the same
as the email address where you received your account registration notification, you
can select any of the options below.

NOTE: If you change the email linked to your Facebook or LinkedIn profiles, you will
no longer be able to select those options.

Access Your Account Using a Username and Password

This method of accessing your DataMotion SecureMail account requires you to have
created a unique password during the Establishing a DataMotion SecureMail Account step,
or through one of the methods listed in the Creating

Perform the following steps to login to the portal:

1. Use the web browser to navigate to the DataMotion Portal site:
https://ssl.datamotion.com.

NOTE: Your organization may provide a customized URL to use instead of
https://ssl.datamotion.com.

2. Enter your email address and password in the login window.
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3. Click Enter to login.
Login
Upan successful login, you may access your account to send and track your messages.
UserlD or Email Address:

* Configure my language settings.

Password: Auto-Detect Language v

Remember UserlD

[ Login ]

Click HERE to reset your password

O, if your SecureMail email address matches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.

(G Login with Google f Login with Facebook J| jj§  Login with Linkedin | B@  Login with Office 365

Security Status: Login is secured by an encrypted link (S5L) to our server.

You can check the Remember UserID box to have the email address (or UserID) saved
for the next time you access the Portal.

For information about setting a UserlD to be used for your login instead of your email
address, see Changing Your User Information (0N page 54).

NOTE: For convenience, a link to the DataMotion login window is provided in all
DataMotion Delivery Notification messages.

Access Your Account Using Google

This method of accessing your DataMotion SecureMail account requires you to have
received your account registration notification at a valid Gmail or Google Apps email
address.

Perform the following steps to login to the portal:
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1. Use the web browser to navigate to the DataMotion Portal site:
https://ssl.datamotion.com.

NOTE: Your organization may provide a customized URL to use instead of
https://ssl.datamotion.com.

2. Click the Login with Google button.
Login
Upan successful login, you may access your account to send and track your messages.
UserlD or Email Address:

* Configure my language settings.

Password: Auto-Detect Language v

Remember UserlD

[ Login ]

Click HERE to reset your password

O, if your SecureMail email address matches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.

[ Login with Google m in Loginwith Linkedin | @@ Login with Office 365

Security Status: Login is secured by an encrypted link (S5L) to our server.

NOTE: If you are already logged into your Google account in the browser, the
above step will complete the login process.

3. Select your Google account.
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Google

Choose an account

to continue to datamotion.com

o Community Based Organization
dh.communitybased.organization@gmail.com
Signed out

@ DM Secure
gapps@cmsafe.com

Signed out

e Use another account

4. Enter the password for your Gmail account.

Google
Hi DM

@ gapps@cmsafe.com

Enter your password

Forgot password? NEXT

5. Click Next.
Once this process is complete you will be signed into the SecureMail portal.
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Access Your Account Using Facebook

If your Facebook account uses the same email address where you received your account
registration notification, you may access your account via the Login with Facebook button.

Perform the following steps to login to the portal:

1. Use the web browser to navigate to the DataMotion Portal site:
https://ssl.datamotion.com.

NOTE: Your organization may provide a customized URL to use instead of
https://ssl.datamotion.com.

2. Click the Login with Facebook button.
Login
Upan successful login, you may access your account to send and track your messages.
UserlD or Email Address:

* Configure my language settings.

Password: Auto-Detect Language v

Remember UserlD

[ Login ]

Click HERE to reset your password

O, if your SecureMail email address matches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.

(G Login with Google w in Login with Linkedin = Lagin with Office 365

Security Status: Login is secured by an encrypted link (S5L) to our server.

3. You will be re-directed to Facebook to provide credentials if you are not logged in
or granted access if your browser is already logged into Facebook.
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Log into Facebook

bsmith34123@gmail.com

T T

[ - ]

or

Create New Account

Forgot account?

Mot now

Access Your Account Using LinkedIn

If your Facebook account uses the same email address where you received your account
registration notification, you may access your account via the Login with Facebook button.

Perform the following steps to login to the portal:

1. Use the web browser to navigate to the DataMotion Portal site:
https://ssl.datamotion.com.

NOTE: Your organization may provide a customized URL to use instead of
https://ssl.datamotion.com.

2. Click the Login with LinkedIn button.
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Login
Upan successful login, you may access your account to send and track your messages.
UserlD or Email Address:

* Configure my language settings.

Password: Auto-Detect Language v

Remember UserlD

[ Login ]

Click HERE to reset your password

O, if your SecureMail email address matches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.

(G Login with Google 'f Login with Facebook in Login with Linkedin | B@ Login with Office 365

Security Status: Login is secured by an encrypted link (S5L) to our server.

3. You will be re-directed to LinkedIn to provide credentials if you are not logged in
or granted access if your browser is already logged into LinkedIn.

Linked [T}

linkedin@gmail.com

‘ Cancel ‘ Sign In
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Access Your Account Using Office 365

This method of accessing your DataMotion SecureMail account requires you to have
received your account registration notification at a valid email address that is registered
with Microsoft Office.

Perform the following steps to login to the portal:

1. Use the web browser to navigate to the DataMotion Portal site:
https://ssl.datamotion.com.

NOTE: Your organization may provide a customized URL to use instead of
https://ssl.datamotion.com.

2. Click the Login with Office 365 button.

Login
Upan successful login, you may access your account to send and track your messages.
UserlD or Email Address:

* Configure my language settings.

Password: Auto-Detect Language v

Remember UserlD

[ Login ]

Click HERE to reset your password

O, if your SecureMail email address matches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.

(G Login with Google f Login with Facebook m Login with Office 365

Security Status: Login is secured by an encrypted link (S5L) to our server.

3. Select your Microsoft account.

N DataMotion, Inc. Confidential and Proprietary Information [#050006—08] E 1
DataMotion SecureMail Web Portal

. i . . Page 41
Copyright © 2008 - 2020, DataMotion, Inc. All rights reserved.



https://ssl.datamotion.com/
https://ssl.datamotion.com/

“LData/NVolion. /SecureMail

User Guide v8

a8 Microsoft

Pick an account
User@Outlook.com

—I— Use another account

4. Enter your credentials.

Office365 DataMotion

Sign in with your organizational account

User@EmaiI.com|

Sign in

5. Click the Sign in button.
You will be logged into your account upon completion.

CREATING A UNIQUE PASSWORD

If you did not establish a unique password during the Establishing a DataMotion SecureMail
Account section, it is still possible to setup a unique password to login with. This can be
accomplished by either performing a password reset (see the Password Reset Using Email
(Default) section) or by going to User Information in the Member Center and creating a
password.

N DataMotion, Inc. Confidential and Proprietary Information [#050006—08] E 1

DataMotion SecureMail Web Portal
. . Copyright © 2008 - 2020, DataMotion, Inc. All rights reserved.

Page 42




“LData/Votion. /SecureMalil

User Guide v8

The method to use the User Information section of the Member Center is discussed below:

1.

2.
3.
4

Sign into your SecureMail account.

Navigate to the Member Center if not there already.
Click the User Information link.

Click the Create Password link.

User Information

User ID:; %

First Name:

Last Name:

Email Address: bsmith34123@gmail.com

Password Management:{Create Password]

Opt In to receive relevant information, notices and offers

(ove ) (Glose)

5. A notification will be sent to your email address.

6. Click on the notification in your inbox.

7. Enter a New Password.
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Account Activation
Simply create a password to protect your account.
¥ (Create a Password

Password Requirements

New Password: %

* Minimum 8 characters in length.

» Must contain 3 of the following items:
Verify New Password: ®

- Uppercase Letters
- Lowercase Letters
Score: % |
- Numbers

Complexity: Very Weak - Symbols

¥ Configure my language settings

Auto-Detect Language v

D | have read and agree to the following Terms of Service

8. Click Next
You will be logged into your account upon completion.

FORGOTTEN PASSWORD RESET

Below the login box is a link to reset your password. Click this link to reset your password. If
your organization uses Security Question validation, and you answered a Security Question
when you registered your DataMotion SecureMail account, you will be able to enter the new
password after you enter the answer to the Security Question. Otherwise, you will receive an
email message sent to the email address associated with your DataMotion SecureMail account.
When you click the link in the email, it will take you to the portal and allow you to reset your
password. This is the method by default (that is, if no Security Questions are used).

Password Reset Using Email (Default)
To reset your password:
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1. Click HERE in “Not sure what your password is? Click HERE to reset your
password.”
Data/Volion. /SecureMail
porial
Home
Login
Upon successful login, you may access your account to send and frack your messages.
UserlD or Email Address:
jemith@yourarg.com E ¥ Configure my language settings.
Password: Aufo-Detect Language v
! G
Remember UserlD
[ Login ]
[Clic:k HERE to resef your password]
Or, if your SecureMail email address maifches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.
Security Status: Login is secured by an encrypied link (35L) to our server.
EE Powered by DataMotion Terms of Service BAA
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2. Enter your email address for this account.
“H-DataMolion, /SecureMail

Home

Forgot your password?

Mot a problem. We will help you reset it. Please enter your email address and click Enter.

You must enter your email address below. Be sure to use the email address where you receive DataMotion SecureMail.

¥ Emnail Address

jemith@yourorg.com

EE Powered by DataMotion Terms of Service BAA

3. You will see a confirmation that the process has started.
DataMNolion, /SecureMai

Home

You are almost there ...

If the Email Address specified on the previous page exisiz, we have emailed instructions fo choose a new password to the nofification address
associated with that Email Address.

EE Powered by DataMotion Terms of Service BAA Copyright

4. You will receive an email notification instructing you to click a link.
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DataMation Forget Password Notification e« )

dedrvoryidatamolion. com BN PR (8 ranuler o) -

nma -

DataMotion Forgot Password Notification

¥ou hEve salacted the Forgal Password link, indicatng Mat you woukd ke 13 835100 B REW DEETWVON 10 yOUT SECUN &-Mmall MEsTags Rooounl
To completd hés process, simply ditk on e following link
E-: T =2 )48z ]

Afar chcking i knk you 'will ba prompsad i srier 8 new parpword and verdty it If you weuld ratner keep your cumenl parpeard. 2imply igrose Sis amail

LHA L L 5 e

i you nead help, phease send &n a-mail 1 FUDDOEDIEAEMOROn [om

Copyright § TU9S- 318 Ostalioton, Tnc., Al Hights Rassrved.

5. Input your new password, which must be a unique password you have never used
to access the web portal before.

6. Click the Access Your Account button.

Change Account Password

¥ Change Password

New Password: sssssssssnes
+ Minimum 8 characters in length.

» Must contain 3 of the following items:
- Uppercase Letters

- Lowercase Letters
Score: [ 1000
- Numbers

Complexity: Very Strong - Symbols

% Password Requirements
®

Verlfy New Password oo.oo.ooooool

[ Back ][ Access Your Account ]

N DataMotion, Inc. Confidential and Proprietary Information [#050006—08] E 1
DataMotion SecureMail Web Portal

. : ; . Page 47
Copyright © 2008 - 2020, DataMotion, Inc. All rights reserved.




= EE " [
#Data/Aolion /SecureMalil
=u W@ i
User Guide v8
Password Reset Using Security Questions (Optional)
To reset your password:
1. Click HERE in “Not sure what your password is? Click HERE to reset your
password.”
“DataMotion, /SecureMail
poxtcd
Home
Login
Upon successful login, you may access vour account to send and track your messages.
UserlD or Email Address:
q * Configure my language settings.
Password: Auto-Detect Language v
Remember UserlD
[ Login ]
(Click HERE to reset your password)
Or, if your SecureMail email address matches the address you use for any of the following services,
login to that service to quickly access your SecureMail account.
G- Login with Google f Login with Facebook = Login with Office 365
Security Status: Login is secured by an encrypted link (SSL) to our server.
EE Powered by DataMotion Terms of Service Copyright
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2. Enter your email address for this account. Click Enter to load your question
choices.

Forgot your password?

* Emall Address

smuthi@yourorg.col

Please Answer Security Question(s)
Password Sacurity Question Provide an Answer

Whal is your mothar&#38;s maiden nama? v Plaase answar the quastion.

Validate AnSwers

3. Select one of your questions and enter the answer in the Provide an Answer field.

4. Repeat for the number of fields you have displayed. Each Security Question must
have an answer to proceed.

Forgot your password?

* Email Address
Flease Answer Security Question(s)

Password Sacurity Question Provide an Answer

Whal is your mothar&#38;s maiden nama? v Plaase answar the quastion.

Validate AnSwers

5. Click Validate Answers to confirm your identity.
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6. Enter and confirm your new password.
Change Account Password

¥ Change Password

Password Requirements

New Password: %
* Minimum 8 characters in length.
_ * Must contain 3 of the following items:
Verify New Password; = sssseeessees ® _ Uppercase Letters
s _ _ - Lowercase Letters
core: - Numbers
Complexity: \ery Strong - Symbols

.,
-

Access Your Account

2\

(oeer)

7. Click Access Your Account to login.

v,

NOTE: If you are unable to successfully answer the Security Questions after three
attempts the system will initiate a password by Email.

DATAMOTION PORTAL OVERVIEW

MEMBER CENTER

Once you have logged into your DataMotion SecureMail account, you will be shown the
Member Center. The Member Center is the central location for your account. From here you
can get to all the functionality of your account. The main sections provide links to different
aspects of your account, and the bottom displays a summary of some account details.
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H=DakaAtchon, FHecunehial

Comperae Memder Derder  mbae TrackSert Logeha
e urrdlad WL
Mansages & Frs My Arroiat Doswrnbaad Corriola
Cotaiarie Ao Bk vl ErOwrenty

Track Sars - irdrration

b Srlarprw

Saarth Traciong Datady

Actoast Details

St Mbemagas Benyg Trackadt & Rom Memiignn, St a
L ¥ Tt Mgt Fofsiiose?
ey T—— frorTs [T e —— 0 b
Mursber of Vads '

o Lk Wt BOIEH TO800 P (UITC04 00001

Ve e ere S

NOTE: If you have new, unread messages, you will be taken directly to your Inbox
instead of the Member Center.

Messages & Files
This section provides access to message-related functionality. The options are:

Opens the Compose new message window so you can create

Compose and send a new secure message and/or file attachment.
Opens the Track Sent folder where you can see all the

Track Sent messages and files you have sent and review their tracking
information.

Inbox Opens the Inbox for secure messages you have received.

Accesses the Group Mailbox of any user that you are assigned

Group Inboxes as a delegate.

D Opens the Drafts folder for messages you have started but did
rafts
not yet send.

Opens the folder management window where you can create and
Folders manage subfolders which you can use to manage your
messages.

Searches for a specific message’s tracking details based off of
Search Tracking Details the Message ID that you enter into the text field. Note that the
Message ID must be known beforehand.

My Account
This section provides access to account settings and an address book. The options are:
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Opens your address book where you can manage contacts
stored in your account.

User Information

Displays the User Information screen where you can manage
your account name and password settings.

Preferences

Provides access to settings related to how you send and receive
secure messages.

Opens the Account Preferences window where you can manage
account settings related to how you send and receive secure
messages.

Group Mailbox
Configuration

Accesses the Group Mailbox where you can add or remove
delegates.

SecureContact.me

Generates your SecureContact.me link and explains how to use
this feature. With SecureContact.me anyone can send you a new
secure message.
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Download Console: Client Downloads

The Download Console contains a Client Downloads link. This allows you access to
optional client application software that provides DataMotion SecureMail functions from
your computer desktop. For example, you could download the DataMotion SecureMail for
Microsoft Outlook* add-in program to enable sending and receiving secure messages
through Outlook.

NOTE: This link may not be available for all users. Contact your System Administrator
if you do not see this link.

Download Console

Welcome to the Download Console. To download the installation file, select the appropriate version
from the drop down list below and click Download Mow! When the download completes, click on the
installer file to run the installation.

PRODUCT INFORMATION:
SecureMail v5.x supports Microsoft Office Outlook versions 2010%, 2013, 2016 and 2018/Office 365.

* Ditlook 2010 lifecycle ends in Cclober 2020 and updating to a newer version of Office Oullook should be considered

Most Qutlook versions are 32-bit. 64-bit versions of SecureMail should only be used with 64-bit
versions of Cutlook. If you are not sure whether you have a 32-bit or &64-bit version of Outlook, see
How to determine the Outlook version below for information about checking the version. Download
the SecureMail version which matches the Outlook version.

SecurehMail for Outlook 32-bit v5.0 v Download Now!

IMPORTANT:

The download will be customized for admin@yourorg.com and will include your registration
information. Do NOT share this download with other users! It is customized for your account and will
only send mail from your email address.

You can use the drop-down list to see all available programs which you can download.
Select one and click the Download Now! button to download the selected installation
package to your computer.

NOTE: All DataMotion SecureMail for Outlook downloads are customized for each
individual account. The DataMotion SecureMail package you download will not
install correctly for any other email address or account.
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Account Details

The Account Details area provides a snapshot of information about your account. You can
see the number of messages sent and received, information about the amount of disk space
available on your account and your login statistics.

MENU BAR

The menu bar provides quick access to common functions from all windows. The menu bar
does not change as you move around the portal.

The following options are available on the menu bar:

Compose Opens the Ngw Message window to send a new secure
message or file.
Member Center Takes you back to the Member Center
Inbox Opens the Inbox for secure messages and files you have
received.
Opens the Track Sent folder where you can see all the
Track Sent messages and files you have sent and review their tracking
information.
Ends the current portal session. After you click this, you will need
Logout . .
to login again to access the portal.

CHANGING YOUR USER INFORMATION
You are able to edit your account information. To edit your information:

1. Go to the Member Center.
2. Under the My Account section, click User Information.
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My Account

Address Book

[User Information]

Preferences

SecureContact.me
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This will open the User Information page.

User Information

User ID:
First Name:
Last Name:

Email Address: jsmith@yourorg.com

Password Management: Change Password

Opt In to receive relevant information, notices and offers

(sove ) ((Gose)

Understanding Your User Information Options

The following table explains the information which can be configured.

You can choose a username to utilize for authentication to the
Web Portal. If you enter a Login ID here you can login with either

Login ID your email address or your ID.
The username you select must be unique.
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First & Last Name

You can enter your name. It will be used in notification messages
sent to you.

Email Address

Your email address (It may not be possible to edit the email
address if your company does not permit this feature. Should this
be the case, whomever your system administrator is will have to
be contacted)

Password Management

Clicking the Change Password link will show you a page where
you can change your password. You will need to enter your
existing password first.

Opt In to receive relevant
information, notices and
offers

If you check this box DataMotion will send you offers and notices
about DataMotion products. DataMotion will never sell or provide
your account information to any other organization.

CHANGING YOUR ACCOUNT PREFERENCES

DataMotion SecureMail gives you the ability to configure how you can receive secure messages
sent to you, as well as how the messages are sent to your recipients. To configure your

preferences:

1. Go to the Member Center.
2. Under the My Account section, click Preferences.

My Account

Address Book

User Information

[P reference s]

SecureContact.me

This displays the Account Preferences page.
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Message priority:

Receive e-mail receipts:

Use Rich Text Box Editor:

Read Confirmation:

Message expiration:

Email format:

Signature:

Automatically add signature:

SecureMail Delivery Type:

Date Time Format:

Time Zone:

Mauil
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Low ‘® Normal ' High

® Yes ' 'No

Yes ' No '® Use Default

Yes ‘® No

1 Month v

HTML © Text ‘® Use Default

Yes ® No

® Use Default
Web
PDF

M/d/yyyy 12:00:00 AM/PM v

(UTC-04:00:00) Eastern Time (US & Canada)

(sove ) (Giose | (ooteus )
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Understanding Your Account Preference Options

In most instances, the default values do not need to be changed as they are the most
common settings for our customers. The following table provides a description of the

options.

Message Priority

Set the priority of your messages to low, normal, or high.
The default value is Normal.

Receive email receipts

Arrange to receive an automated notice alerting you whenever a
recipient opens one of your messages.

The default value is Yes.

Use Rich Text Box Editor

Turn on or off the ability to format your message fonts, add color
to fonts and backgrounds, and create lists.

The default value is Use Default. This option is usually set to use
Rich Text. In some cases, this option may not be provided
depending upon your company settings. Also, the

rich-text editor is provided only in supported browsers; otherwise,
plain text is used.

Read Confirmation

Force your recipients to log onto the web portal to read and
respond to their secure messages. Selecting No gives your
recipients the ability to read and respond to your messages from
within their own desktop email applications. Only Licensed users
have the ability to open up messages from their email client.
Recipient-level users can ONLY open their messages from the
web interface.

The default value is No.

Message expiration

Instruct the DataMotion system to delete your message when it
reaches its expiration date. Click the drop-down arrow to select a
value. You can opt to have your message deleted after as little
as one day or as long as two years.

Recipient-level users do not have the option to increase the
expiration date, but they do have the ability to LOWER the
expiration date to as little as 1 day. The MAXIMUM expiration is
set to 1 month for recipient-level users.

The default value is 1 month.

Allows you to set the email format between HTML or Text for
messages that you receive. If you select Text, you will not be
able to see any graphics or other special HTML formatting in the

Email format messages you receive.
The default value is Use Default. This option is controlled by
your company settings (usually HTML).
. Append a signature to the end of your messages. Simply enter
Signature ; . .
your desired signature in the text entry box.
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Select Yes to automatically apply your signature in the message
body of all messages in Compose. If you select No, you can still
manually add your signature to messages by clicking the “Add
Signature” button in Compose. The default is No.

SecureMail Delivery Type

When this choice is enabled, you can choose to receive your
messages either via the Web or in a discrete password-protected
PDF file sent directly to your Inbox. Selecting Web means they
will be viewable over the Web; selecting PDF means they will
arrive as discrete PDF documents, and the password will be your
account password.

The default value is Use Default. This option is controlled by
your company settings (usually Web).

Date Time Format

Configure the preferred date/time format (e.g., 24-hour time or
am/pm time) you will see in your message headers.

The default value is M/d/yyyy 12:00:00 AM/PM.

Time Zone

Use the drop-down field to select the time zone for your account.
The time zone is reflected anywhere the time is displayed,
including when viewing Inbox or Track Sent messages and in
Notification messages.

The default value is (GMT-5:00) Eastern Time (US & Canada).
NOTE: The time zones in the drop-down follow the same order of
your computer’s time zone list. Due to this, the order may not be
the same on every device.

When you're done modifying your preferences, click Save.

NOTE: If you choose to receive your messages as password-protected PDF files, you
will receive an automated message with the PDF as an attachment directly to your

Inbox.
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SECURECONTACT.ME

SecureContact.me is a feature where someone can send you a new secure message, not just a
reply to one. This feature is only available for paid accounts, but provides a simple method for
someone to send you new messages that are not replies to previous ones. Clicking this link
shows you how to use SecureContact.me.

SecureContact.me

SecureContact.me provides a simple way for someone to send you a secure message. Simply follow
the instructions below to add this capability to your signature in your standard email client.

For more information, go to SecureContact.me.

To add SecureContact.me to your email signature, follow these steps:
1. Copy the following personalized hyperlink to your clipboard:
Send me a secure message

2. From your email client (e.g. Outlook, Gmail, etc), edit your email signature and paste the

copied line in the appropriate location. For example:

John Doe

Auditor

(cell) +1 (234) 567-8901
(fax) +1 (234) 567-8902

Send me a secure message
If copying the above hyperlink does not work for you, your direct SecureContact.me URL is:

https://securecontact.me/jsmith@yourorg.com
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GROUP MAILBOX CONFIGURATION

Your DataMotion SecureMail group mailbox configuration provides the ability to delegate other
users (which must be within your company) to access and respond to messages on your behalf. This
allows you to grant access to your inbox to trusted persons who can read, respond to, and download
messages for you without the need for you to give them your account password. Delegates can also
view and download attachments. They are not granted permission to access the contacts in your
address book, delete your messages, or send entirely new messages on your behalf. Delegates must
have a SecureMail account within your company, and any messages they send on your behalf will be
shown as being sent from their account. After you add delegates, the delegates can manage your
inbox messages according to the instructions in Managing Group Mailbox Messages on page 65.

To configure your Group Mailbox:

1. Go to the Member Center.
2. Under the My Account section, click Group Mailbox Configuration.

My Account

Address Book
User Information

Preferences

[Group Mailbox Configuration}

SecureContact.me

This displays the configuration page where you can specify delegates who will be allowed
to access messages in your inbox.
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Group Inbox Configuration

The following people will have permission to view messages in your inbox.

Delegate Address -
Add

You have not given any users access to your
messages.

This window will display users who already have access to your messages and allows you to
delegate more.

ADD DELEGATES

To add delegates, type the desired email address (from your company) into the Delegate
Address field and click the Add button. As long as the user exists within your company you will
see the address listed below the entry field.

Group Inbox Configuration

The following people will have permission to view messages in your inbox.

The group inbox operation completed successfully.
Delegate Address -

Add

admin@yourorg.com
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REMOVE DELEGATES

To remove delegates, find the desired email you would like to remove and click the Delete
button next to the address. If there were no problems, you will see the user removed on the
resulting screen.

Group Inbox Configuration

The following people will have permission to view messages in your inbox.

The group inbox operation completed successfully.
Delegate Address -

admin@yourorg.com
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MANAGING GROUP MAILBOX MESSAGES VIA GROUP INBOXES

A Group Mailbox is configured by the account owner, who has the power to assign delegates.
(See Group Mailbox Configuration on page 62 for information on configuring the group mailbox
delegates.) Delegates are granted account privileges to access the owner’s Group Mailbox via
the Group Inboxes link, where they can view and respond to the owner’s messages. You will
only ever see messages in Group Inboxes if you are delegate of a Group Mailbox. Group
Mailbox owners will still access messages via the regular Inbox link.

A Group Mailbox Delegate can manage group messages as follows:

1. Navigate to the Member Center.
2. Under Messages & Files click Group Inboxes.

Messages & Files

Compose
Track Sent
Inbox
[Group Inboxes (1 )]
Drafts

Folders

3. On the resulting window, you will see all group messages contained within the Group
Mailbox that you are a delegate of. Should there be more than a single email address in
the To field, it means you are a delegate of multiple Group Mailboxes. You can
distinguish between these by using the “To” field, which you can sort by.

1
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Copy To Folder... =

[[n] Date From

Hew 44136640 BM0/2010 jsmith@yourorg.com

Copy To Folder... »
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Page Size: 10

To Subject  Size

jsmithi@yourorg.com Test 48
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SENDING AND RECEIVING MESSAGES WITHIN THE GROUP MAILBOX

Within the Group Mailbox environment itself, sending messages to other members of the
Group Mailbox will cause a notification to be sent each member of the group. Also depending
on the number of delegates within the group, replies made by delegates will appear in the Track
Sent information as Delegate: underneath the To: field.

View Message Expand All Tracking Details

Tracking:
Sent:
Expires:
From:
Subiject:
To:

Delegate:

Test

#49545976

10/8/2020 2:20:57 PM (UTC-04:00:00)
11/8/2020 2:20:57 PM (UTC-04:00:00)
admin@yourorg.com

Test

& admin@yourorg.com

&y delegate1@yourorg.com
&4 delegate2@yourorg.com

Clicking Expand All Tracking Details will show the Opened tracking details. See below:
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Tracking:
Sent:
Expires:
From:
Subject:
To:

Delegate:

Test

#49545976
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User Guide v8

10/8/2020 2:20:57 PM (UTC-04:00:00)
11/8/2020 2:20:57 PM (UTC-04:00:00)

admin@yourorg.com
Test

£ admin@yourorg.com

& delegatel@yourorg.com
= delegateZ@yourorg.com

« Security Envelope:
+ Server Encryption:
' Secure Session:

Opened 10/8/2020 2:22:15 PM (UTC-04:00:00).

Opened 10/8/2020 2:22:43 PM (UTC-04:00:00).
Notification message sent. Message not opened.

Message Integrity
Message is protected with strong encryption.
Securely view and download this message.

NOTE: At this time if the first person to open the message is a delegate and not the
Group Mailbox owner, the Opened time will be the same for the delegate and the
Group Mailbox owner.

DELETING GROUP MAILBOX MESSAGES AS A DELEGATE

Deleting a Group Mailbox message is primarily a utility feature for delegates to clear out
messages in the stead of the owner. All delegates will be granted this capability upon being
added to a Group Mailbox so keep this in mind when adding delegates in general. The process
to delete a message from a Group Mailbox is shown below:

1. As adelegate click the Group Inboxes link on the Member Center.
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Messages & Files

Compose

Track Sent

Inbox
[Group Inboxes (1 )]
Drafts

Folders

2. Find the message you want to delete and click the checkbox next to it.
3. Finally click the Delete button and it will be deleted.

Group Inbox

Copy To Folder... » Page Size: 10 =

([n} Date From To Subject  Size

HEW 44136649  BMO2019 jsmithi@yourorg.com jsmithi@vyourorg.com Test 48

Copy To Folder... »

MOVING GROUP MAILBOX MESSAGES AS A DELEGATE

The capability to move a Group Mailbox message is primarily in place for delegates to take
from a Group Mailbox to respond on their own if need be. This feature can also act as an
archive in the event that it is necessary to retain messages in multiple locations or accounts. The
process to move a Group Mailbox message is shown below:

NOTE: Moving a message is not a transfer of ownership i.e. the delegate will not
become the Group Mailbox owner of moved messages, nor will the delegate
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become the From address until the initial sender responds to a reply the delegate

sends.

1. As adelegate click the Group Inboxes link on the Member Center.

Messages & Files

Compose
Track Sent
Inbox
[Group Inboxes (1 )]
Drafts

Folders

2. Find the message you want to move and click the checkbox to the message.

3. Select the Copy to Folder... drop-down and select the folder you want to move the
message to.

Group Inbox

Delete | Copy To Folder... v

Copy To Folder...
-

Inbox

--------------- 0/8/2020

Create Folder
Manage Folders

=
m
I :E ‘ I

Delete | Copy To Folder._. v

1
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NAVIGATING AND MANAGING YOUR MESSAGES

GENERAL NAVIGATION

The message windows (sending and receiving) provide a common set of navigation functions,
including searching, sorting and message management.

NOTE: The search looks only for exact matches within the selected column. If you
enter a text string that matches only part of the field, it will not return any message
results. However, you can use the % symbol as a wildcard to match zero or more
characters. This allows you to find messages using a partial match followed by the
wildcard. For example, to find all messages with a subject that starts with “new”,
enter new% as the search string.

The messages in your message Inbox (which contains received messages), message Outbox
(which contains copies of sent messages, also called Track Sent), and the messages in their
subfolders are displayed and managed through a common user interface called the Message
Folder window. The message folder window provides a set of navigation functions, including
searching and sorting, as well as tools for organizing and managing messages.

Customizing the Message Folder Window
The message folder window provides several ways to customize the display of messages

Compose Member Center  Inbox  TrackSent  Logout Help

Search.. In Subjec; ~ I-_Ei:"

L'.-. ___I

Ahearsced S2arch
| Defnte | Putin Folder... ~ View Felder |nbex « PageSize 10 ~ Page 2of2 -
I Dt Fram Sulject Size
43003785 2190506 kevinm Edatamaotion.com Tewl b
43308313 2019040 kevinm Edatamotion.com Test b

Sorting Your Messages

By default, messages are displayed sorted from the newest to the oldest. It is possible
for messages to be sorted by any column shown (ID, Date, From, Subject or Size), in
ascending or descending order. This can be done by clicking on the column header
you want to sort on.

The first click will sort all the messages in ascending order based on the information in
that column. A second click will sort in descending order for that column.

NOTE: The default sorting order is by Date in descending order. Whenever you
navigate to a new message folder, such as when switching to the Member Center,
or creating a new message, and then you return to the Inbox, the sorting order is
initially set to use Date descending order.

N DataMotion, Inc. Confidential and Proprietary Information [#050006—08] E 1
DataMotion SecureMail Web Portal

. i . . Page 71
Copyright © 2008 - 2020, DataMotion, Inc. All rights reserved.




“LData/NVolion. /SecureMail

User Guide v8

Changing the Page Size

The Page Size field specifies how many messages should be displayed at one time. The
default is to show 10 messages.

Search.. in  Subject v

Advanced Search
Page Size 10 ~ Page 10of2 +

15 Size
20
25 74 Kb
20
100 69 b
250

69 b

When there are more messages than can be displayed on a single page, a new
dropdown will be shown with the number of pages. This dropdown can be used to
quickly jump between pages of messages.

Page Size 10 -~ Page 10of7 -~
The Page Size setting is a persistent setting and will be remembered even between
logins.

Searching Messages
There is a simple search and an advanced search function for your messages.

Simple Search
The simple Search function at the top right of the message folder window searches only

the current folder for the text pattern that you enter. It searches for this pattern within the

Subject, ID, From, or Date field (column) that you select from the drop-down list.
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NOTE: The search looks only for exact matches within the selected column. If you
enter a text string that matches only part of the field, it will not return any message
results. However, you can use the % symbol as a wildcard to match zero or more
characters. This allows you to find messages using a partial match followed by the
wildcard. For example, to find all messages with a subject that starts with “new”,

enter new% as the search string.

To perform a simple search:
1. Enter a string into the Search box
2. Select where the string should be found

3. Click Go
All messages with a match will be shown. To clear the simple search filter you can
either click the Back button on your browser or open the folder again.

1
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. Copyright © 2008 - 2020, DataMotion, Inc. All rights reserved.

Page 73



“LData/NVolion. /SecureMall

User Guide v8

Advanced Search

Additional search options are available by choosing the Advanced Search link.

Within

Advanced Search

Advanced Search allows you to search your entire Inbox or Track Sent using multiple search characteristics.
For wildcard searches, use the "%" character. To quickly select a date, click the calender icon.
Click "Search" to view your Inbox or Quibox.

Search in: Inbox i
Folder Name: All Folders W

Tracking ID:

i

Start Date:

End Date:

i

Subject:

From Email:

Sort By: Date v Reverse Order

[ Search J [ Clear Form ]

the Advanced Search you have the ability to fine tune your search results over

a wider range of options. You only need to fill in the fields you need; any left blank
will not be used as search parameters.

The following table describes the search fields.

Search In Selections are Inbox or Track Sent.
Select the folder to search using the drop-down list. The drop-
down list shows only the subfolders for the selected folder type.

Folder Name You can choose to search either All Folders (which is the default
option), a selected subfolder, or you can exclude Subfolders and
just search the main Inbox or Track Sent folder.

Tracking ID The ID numbers assigned to each message

Start Date The earliest date to search

End Date The latest date to search
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The Subject line of messages must match the text that you enter
here. The Search is case-insensitive and will locate the text you
enter regardless. You can use wild cards to match the text. The
Subject asterisk (*) or percent sign (%) can be used to match any number
of preceding or following characters. For example, “* Plan” will
match messages with a subject of “2015 Planning” and
“Marketing Plan”.

The sender or recipient of the message (depends on whether

From/Recipient Email you are searching the Inbox or Track Sent)

The field which should be used to sort the results in ascending

Sort By order (or descending if the Reverse Order is checked)

Clicking Search will display the results of the specified parameters. The Clear Form
button will clear any entries on this page.

Once a search has been performed, a new Search box will be displayed.

The following results have been filtered.
Modify Search | Clear Search

The Modify Search link will open the Advanced Search window with the current
search parameters. Clear Search will clear the search parameters and reset the folder
view.

Changing Folders

There are several ways to navigate to a new folder. For example the Inbox, Track Sent
and Drafts folder links are available directly from the menu bar while the Inbox and
Track Sent links are also available from the Member Center.

Another way to navigate folders is using the View Folder list.

View Folder |nbox v
All Folders

Inboy,
Trash L

_urity Trainin Deleted Trash

Keep

PHPTEST

place

Store

test PHP
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The folders listed will be related to the main folder you are navigating within. For
example, if you are viewing the Inbox, you will see folders that are listed under the
Inbox, while if you are viewing Track Sent, you will see folders listed under Track Sent
(the outbox). The All Folders option will show messages that are in all the folders
listed in the View Folder drop-down list; that is, it will list messages for all the folders
related to the main folder type, either the Inbox or Track Sent folder. Another
convenient way to navigate to folders is using Manage Folders. When you select

Folders on the Member Center page, it takes you to the Manage Folders page,
where you can click on any folder to navigate to it. The All Folders option will show
all messages in all folders that are in the dropdown list.

Managing Messages

Each message line has a checkbox next to it. You can use this checkbox to select messages
to delete or move to a new folder. Checking multiple messages will select them all for the
action you specify.

Deleting Messages

To delete a message, check the box next to the message and then click Delete.

When you delete, a message it will move the message to the Trash folder. The
message remains in the Trash folder for a maximum of 14 days, unless otherwise
deleted by you, after which it will be moved to the Deleted Trash folder. The message

remains in the deleted trash folder for a maximum of 14 days, unless otherwise deleted
by you, after which it will be permanently deleted.

NOTE: If a message reaches the end of its expiration period, it will be moved to

the Trash folder.

Moving Messages to Another Folder

To move a message to a new folder, check the box next to the message and select the
appropriate folder from the “Put in Folder...” dropdown menu.
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Compose Member Center  Inbox

Putin Folder...

Put in Fuldern.

ID | Trash From
Keep
4957 PHPTEST stevens@d

This will move the checked messages into the selected folder.

MANAGING FOLDERS

To enable you to further organize your messages, you can create (and delete) folders in much
the same way you would in your desktop applications, such as Microsoft Outlook or Lotus
Notes. This function can be accessed from either a folder window or the Member Center.

Creating Folders from the Message Windows
To create a new folder, open your Inbox or Track Sent folder:

1. Click the Put in Folder... drop-down arrow.

2. Select Create Folder from the menu.
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Compose Member Center Inbox

Delete Put in Folder... ~

Put in Folder...

ID | Trash From
Keep

4951 PHPTEST stevens(@d:
place

486¢ Store kevinm@da
test PHP

486¢ kevinm(@da

|
4861 Manage Lolders | Kevinm@da

48658135 2020/06/12 kevinm@da

3. Enter the name of the new folder.
Add New Folder
New Folder Name: |

Folder Located Under: | Inbox Folder hd

[ Add Folder ] [ Cancel ]

4. Click Add Folder.

This new folder is now added to your existing list of folders and will appear in the
dropdown.

NOTE: The Folder Located Under will default to the folder you were viewing when
you clicked the Create Folder item.
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Manage Folders Window
The Manage Folders window provides a full list of all folders in your account.

The Manage Folders window can be accessed either by clicking the Folders link in the
Member Center or the Manage Folders item in the Put in Folder... drop-down menu.

Built-in Folders: SecureMail contains built-in folders. The Inbox and Track Sent folders
are the two main folder types. Each folder type has built-in folders under them including
Trash and Deleted Trash. Built-in folders cannot be deleted or renamed. You cannot move
messages from an Inbox folder type to a Track Sent folder type or the other way around.

All folders in your account are divided into two groups: Inbox folders and Track Sent (or
outbox) folders. Messages that you have received are initially located in the Inbox and can
only be moved to folders under the Inbox. Messages that you have sent are initially located
in the Track Sent (or outbox) folder and can only be moved to folders under Track Sent.
Draft messages are outbox messages and so are initially located in the Drafts folder under
the Track Sent folder.

There are three actions available in the Manage Folders window: Rename, Delete, and New
Folder. There are three actions available in the Manage Folders window: Rename, Delete,
and New Folder. Rename and Delete do not apply to built-in folders and are only shown if
you have already created at least one new folder.

Manage Folders

[ Rename ” Delete H MNew Folder J

Folder Messages Size
Inbox o1 1Kb
Trash 0 <1 Kb
Deleted Trash 0 <1 Kb
Test 0 =1 Kb
Track Sent w1 1 Kb
Drafts 0 =1 Kb
Trash 0 =1 Kb
Deleted Trash 0 =1 Kb
Archive 0 =1 Kb
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Renaming a Folder

To rename a folder, you must first select a folder you have already created. Check the
box next to the folder name and click Rename.
Rename Folder

Old Folder Hame: Fuel Systems
Mew Folder Name: ||

| Rename Foider | | Cancel |

Enter the new name for the folder and click Rename Button.

Deleting a Folder

To delete a folder, you must first select a folder you have already created. Check the
box next to the folder name and click the Delete Button.

Manage Folders

[ Rename ] [ MNew Folder ]
Folder Messages Size
Inbox @1 1 Kb
Trash 0 =1 Kb
Deleted Trash 0 <1 Kb
Test 0 <1 Kb
Track Sent [ I} 1 Kb
Drafts 0 =<1 Kb
Trash 0 =<1 Kb
Deleted Trash 0 =<1 Kb
Archive 0 =<1 Kb
Click OK to delete the folder.
NOTE: When you delete a folder, the messages in that folder are not deleted; they
are moved back into the top level folder (Inbox or Track Sent).
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Creating a New Folder

To create a new folder, click the New Folder button and follow the steps in the
Creating Folders from the Message Windows section.

SENDING AND RECEIVING SECURE MESSAGES

SENDING AND TRACKING MESSAGES

DataMotion SecureMail enables you to easily send messages and attachments in a highly secure
fashion. It also provides a range of additional security options that traditional messaging
applications do not offer. These additional security options include:

n Confirming that a message has been received

n Learning when a message has been opened

n Recalling unopened messages after they’ve been delivered
n Password-protecting individual messages.

COMPOSING AND SENDING DATAMOTION SECUREMAIL MESSAGES

You can send messages via the simple and intuitive DataMotion web interface or via the Send
Secure button on your email client (such as Microsoft Outlook or Lotus Notes). For more
information about sending messages through your email client, see DataMotion SecureMail for
Desktop Clients (on page 111).

While messages can be sent securely by either method, the web client provides extra options
related to your messages that are not available in your email client.

To send a secure message from the Web portal:

1. Open your web browser to the Web portal.

2. From the DataMotion Member Center, click either Compose (on the top menu bar) or
click Compose, under Messages.
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Messages & Files

[Compose}
Track Sent

Inbox

Group Inboxes
Drafts

Folders

Search Tracking Details

This displays the Compose New Message window.
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[ “i Send Secure ] [ (= save Draft ] [ [ Address Book ] [ Eq Cancel ]

To: Cc/ Bee

Subject:

X Browse or Drop Files

B i A: = = 9 & [E 4+

Characters : 0

[ & Add Signature } [ [} Show Options

3. Enter the email addresses for the recipients:
» For multiple recipients, separate them with a comma and space (“, ”) .
» Click the Show CC link to display the Cc: line for entering Copy To addresses.

» Click the Show BCC link to display the Bcc: line for entering Blind Copy To
addresses. (The Show BCC link is only available if you already clicked Show CC.)

» You can also enter a user nickname tied to an email address in your address book or
a group name from your address book. For details, see Using the Address Book on
page 89.

4. Enter a Subject for the message. To ensure the Subject line does not expose sensitive or
private information, you should review the information in Security and Privacy
Considerations for Encrypted Messages (0N page 84)

5. The Attachments area allows you to add attachments to your message.

» The Browse or Drop Files button allows you to search for files to attach from your
local computer or drop files into the page to add them to the message. You will get a
progress bar that must complete in order for the file to be attached.

- Please note that the icon for this button will change depending on the browser
you are using.
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» You can remove any file that is attached by clicking the Trash Can icon (example
below):

]E:] Test all caps.eml

6. Create your message in the Type your Secure Message text area.

NOTE: If you are using an outdated browser or non-supported browser (currently
supported browsers are Internet Explorer 11, Microsoft Edge, Chrome, Firefox, and
Safari) the file uploader and text area will be different than what is shown and may
lack features.

7. Optionally, click Add Signature if you wish to append your signature at the end of your
message.

» If you do not have a signature but wish to create one, you can create a signature by
clicking Member Center and then clicking Preferences. See the Changing Your
Account Preferences section of this guide about creating a signature.

8. Click Send Secure to send the message.

Your recipients will receive an automated DataMotion Message Delivery Notification (MDN)
alerting them that you have sent them a secure message. See the Receiving Messages section of
this guide for more information about receiving DataMotion SecureMail messages.

SENDING MESSAGES USING SAFE TLS

If your company has been configured to use Safe TLS the traditional flow of sending a secure
email does not differ at all from the information described in the Sending and Tracking
Messages and Composing and Sending DataMotion SecureMail Messages sections. There are
significant differences to how messages are received by both existing users and any recipients of
messages sent using Safe TLS. The information regarding these differences is contained in the
Receiving and Replying to Messages sent via Safe TLS section on page 108,

Security and Privacy Considerations for Encrypted Messages

With DataMotion SecureMail, the security, privacy, and confidentiality of the email
contents (that is, the message body and all attachments) are protected by encryption that
allows only the sender and recipients to access the contents.

DataMotion emails adhere to the standard Internet protocol for secure messaging, called
S/MIME or Secure MIME. With this standard, the secure content in the message consists
of the message body and attachments, which are encrypted. The message body is the
message text that you enter and send to recipients, and the attachments are any files that
you include to send with the message.
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The optional Subject line of the message is part of the email header information and is not
protected by encryption. If you include sensitive, confidential, or private information in the
Subject line of secure emails, it is like placing it on the outside of an envelope sent through
traditional mail, which can be viewed by anyone who sees the envelope. The header
information is not encrypted because it is used to control the message and its transmission.
Besides the optional Subject line, the header information contains the sender and recipient
addresses and other metadata, such as routing/tracking information.

Organizations should train their users to understand and follow practices that protect
private or sensitive information when using secure encrypted emails. Users should learn
how to protect information by using the message body and attachments and not including
anything sensitive in the Subject line. All users should be aware that when they include a
Subject line with the message, it is like writing a note on the outside of an envelope so that
anyone could see it. To prevent the exposure of sensitive or private information in the
Subject line, the recommendation is to have a blank or non-descriptive subject.

Users should also be aware of other privacy and security considerations. For example, in
some cases, private information may be conveyed by the fact that the sender is engaging in
a conversation with the recipient, such as when a medical specialist is sending a message to
a patient. Also, senders must accurately enter correct addresses for their recipients to
ensure the content is sent to the correct destinations.

SAVING AND RESUMING DRAFT MESSAGES

DataMotion SecureMail enables you to securely save drafts of messages, so later you can recall
and complete them.

1. To save a draft copy of your message, click the Save Draft button at any point while
composing your message. This places a copy in the Track Sent Drafts folder.

NOTE: The system will automatically save a draft of your message periodically
while you are still composing the message if the Compose window has been left
open for 5 minutes or more.
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[ Address Book ] [ Ed Cancel ]

—

=l Save Draft ]

—_——

[ ‘i Send Secure ]

To: Cc/ Bec
Subject:
& Browse or Drop Files
B i A: = = M o K O+ e~ H
Type your Secure Message
Characters : 0

& Add Signature ] [ 3 show Options

2. To resume editing a message draft, navigate to the Track Sent Drafts folder. You can
then select the draft message you want to open by clicking the Subject link of the
message.

Saarch., In | Subject r

Track Sent - Drafts
Advanced Search

[ Dﬂlﬁta] [ Refract ] Futin Folder... - View Folder ' Drafis v Page Size 10 ~
i Date To  Subject #To & Read Size
44136731 6102019 [Mo Subject] Draft 1Bb

[ DEhlE] [ Retract ] Putin Folder.., * [1of1 «

When you send the message, the draft copy will be automatically deleted. (If multiple drafts
were saved, only the currently open draft will be deleted when you send the message.)
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APPLYING ADDITIONAL LAYERS OF MESSAGE SECURITY

When you use DataMotion SecureMail web portal there are a number of additional security
options which can be set on the message. These are only available when sending a message
through the portal and cannot be accessed through any desktop email client.

The following table explains the options available.

Sets the priority of the message for the recipient.

Priorit
y The default is Normal.
Specifies whether you want to receive a notification message
) when the message is opened by or securely delivered to the
Receipt recipient.
The default is checked to receive a notification.
Allows you to change the expiration time of the message. After
this time has passed the message will no longer be available to
o be read.
Expiration The expiration can be set for as little as 1 day to as long as 2
years.
The default is 1 Month.
Allows you to automatically place the sent message in a different
File in Folder folder.

The default is Track Sent.

Password Protect

Allows you to require the user to enter a separate password to
open the message. The password will be case insensitive. You
can specify a password hint along with the password field. This
password is in addition to the password they must enter to login
to the website.

The default is to not specify an additional password.

Restrictions

These options allow you to restrict the ability to reply to or
forward the message. Reply and Forward are individually
restricted so you can allow reply (so they can answer you) but
prevent forward (so they cannot pass the message on).

The default is to allow reply and forward for the recipient.

To apply additional security to your message:

1. Compose your message.

2. At the bottom of the message window, click Show Options.
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[ ‘i send Secure ] [ [= save Draft ] [ (@ Address Book ] [ E Cancel ]

To: admin@yourorg.com

Cc/ Bce
Subject: Test

X Browse or Drop Files

= = 9 (o] —+

m
3]

Characters : 0

& Add Signature ] [

3 show Options

This displays the Options box, similar to the following.
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Options:
Priority: Low ® Mormal High
Receipt: Send e-mail confirmation when this message is securely opened or delivered
Expiration: 14 Days r
File In Folder: Track Sent -

Password protect this message:
Password Protect: Hint
Password: Password Verify:
Prevent recipient from Replying to this message via the web interface

Restrictions:
Prevent recipient from Forwarding this message via the web interface

[ i Send Secure ] [ ( Close ]

3. Select the desired option(s).
4. Click Send Secure to send your message.

NOTE: In your Account Preferences you can set default values for message priority,
expiration date, and return receipts that will apply to every message you send out.
The options here are only set for the individual message being sent and will override
the settings in your Account Preferences.

USING THE ADDRESS BOOK

The address book gives you the capabilities to effectively manage email addresses for your
recipients. Recipient e-mail addresses can be maintained as individual address book entries
(“users”), or you can create address book groups containing many e-mail addresses. Group
names can be added to your recipient list when you Compose a message. User nicknames can
also be used in the recipient list in place of the email address.

The address book can be accessed from the Member Center, or from the Address Book button
on the Compose page.

When working with the address book, you can select between the user and group views. Each
of these address book views have a number of features that differ based on what view you have
chosen.
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Adding Users and Groups

The first time that you navigate to the Address Book page, the address book will be empty,
with no users or groups. To fully utilize all that the Address Book has to offer, a few tasks
must be performed first. The following procedures show how to enter a user address and

assign it to a group for the first time, but you can follow the same basic procedures for
additional ones.

Adding a User

1. From the Address Book (Select Users) page, click the Add/Manage Users
button.

Address Book (Select Users)

Switch to Group View Unfiled v

To Cc Bce Nickname Email Address Name

[[ Add / Manage Users ] Add Selected to Message ]

2. On this page click the Add User link.
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Address Book (Manage Users)

Switch to Group View Unfiled v

Nickname Email Address Name

[ Select Users ][ Delete ]

[ Add User ][ Bulk Import ]

3. Enter an Email Address (required). You may also enter a Nickname, First
Name, and Last Name if desired.

Address Book: Add Individual

Nickname:

First Name:

Last Name:

[Email Address: admin@yourorg.com J

(save ) ((conee )

4. Click the Save button to add the user to your Address Book.
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5. Click the Exit button to return to the page you started on.

6. The result would appear as follows.

Address Book (Select Users)

Switch to Group View Unfiled v

To Cc Bece Nickname Email Address Name

admin@yourorg.com

[ Add / Manage Users ][ Add Selected to Message ]

Adding a Group

1. From the Address Book (Select Users) page, first click the Add/Manage Users
button.

Address Book (Select Users)

Switch to Group View Unfiled v

To Cec Bece Nickname Email Address Name

[[ Add / Manage Users ] Add Selected to Message ]

2. Click the Switch to Group View link.
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Address Book (Manage Users)

[Switch to Group ViewJ Unfiled v

Nickname Email Address Name

admin@yourorg.com

”

Select Users ][ Delete ]

r Add User ][ Bulk Import ]

3. Click the Add Group link.
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Address Book (Manage Users)

Switch to User View

Group Name

-

Select Groups ][ Delete ]

L

Add Group l Bulk Import ]

4. On this page enter a name for the group in the Group Name field.

Address Book: Add Group

[Group Name: = Admin| ]

—

[ Save ] [ Cancel

5. Click the Save button to add the group to your Address Book.
6. Click the Exit button to return to the previous screen.

7. The result would appear as follows.
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Address Book (Manage Users)

Switch to User View

Group Name

Admin

[ Select Groups ][ Delete ]

[ Add Group ][ Bulk Import ]

Moving Users to a Group

1. From the Address Book (Manage Users) page, click the Switch to User View
link.
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Address Book (Manage Users)

[Switch to User View]

Group Name

Admin

[ Select Groups ][ Delete ]

[ Add Group ][ Bulk Import ]

2. Select the checkbox of the user that you want to assign to a group.
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Address Book (Manage Users)

Switch to Group View Unfiled v

Nickname Email Address Name

admin@yourorg.com

[ Select Users ][ Delete ][ Add To: ] Admin v

[ Add User ][ Bulk Import ]

3. Select the group in the drop-down next to the Add To button. (The first time
you do this, the group you created will already be selected.) Click the Add To

button.
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Address Book (Manage Users)

Switch to Group View Unfiled v

Nickname Email Address Name

admin@yourorg.com

[ Select Users ][ Delete ][ Add To: ] Admin %

[ Add User ][ Bulk Import ]

4. To confirm that the user was added to the group, select the group name in the
filter drop-down on the top right. This displays the users assigned to that group.
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Address Book (Manage Users)

Switch to Group View Admin v

Nickname Email Address Name

admin@yourorg.com

[ Select Users ][ Remove ][ Add To: ] Admin v

[ Add User ][ Bulk Import ]

Selecting Users to Add to the To, Cc, or Bcc Fields

User View

This is the initial view that you will be placed in when you navigate to the address
book page. This view allows you to place selected users into a message using
checkboxes in the To, Cc, and Bcc columns. You can also filter the users using the
drop-down box, which can show All Users, a specific group you have created, or
Unfiled, which shows all users not assigned to a group. Unfiled is the default filter for
every user added. You can also select the Add/Manage Users button which will take
you to the Manage Users screen.

Selecting a User
The following procedure dictates how to select a user.

1. To select a user, use the filter drop-down box to select a group, All Users or
leave it on the Unfiled setting.
TIP: If you don’t see any users listed, try selecting All Users in the drop-down
filter box on the top right side.
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2. Click the To, Cc, or Bcc checkboxes next to the desired users.

Address Book (Select Users)

Switch to Group View All Users v
To Cc Bcc Nickname Email Address Name
admin@yourorg.com

[ Add / Manage Users ][ Add Selected to Message ]

3. Click the Add Selected to Message button to place the user(s) into a message.

Address Book (Select Users)

Switch to Group View All Users v
To Cc Bcc Nickname Email Address Name
admin@yourorg.com

[ Add / Manage Users E Add Selected to Message D

Group View

To display the Group View from the Address Book (Select Users) page, select “Switch
to Group View.” The Group View functions in a similar fashion to the User View, but
you are instead adding entire groups to the To, Cc, or Bcc sections of an email.
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Managing Users in the Address Book

User View

This page allows you to add users to groups by clicking the checkboxes to select users,
selecting the group in the drop-down box on the bottom right, and clicking the Add
To button. You can also remove users from groups by selecting their checkboxes
and clicking the Remove button. Note that to see the Remove button you must first
select the group in the filter drop-down which by default shows Unfiled users.

Deleting users from the address book is also possible here by clicking the user’s
corresponding checkbox and then clicking the Delete button. This page also allows
you to add users to the Address Book using either the Add User link or the Bulk
Import link. The Bulk Import link takes you to a page where you can enter a
comma-space-separated list of email addresses that will be added to the address book
when you click Save. The Select Users button on this screen only takes you back to the
Select Users page.

Group View

The Group View has very similar functionality to the User View except that the
actions will affect the group only. For example if you use the Delete button to delete
a group, only the group itself will be deleted; all users that were contained in that
group will become Unfiled again. To add groups click the Add Group link, and on
the new page simply enter a name for the group and click the Save button. The Bulk
Import link takes you to a page where you can enter a comma-space-separated list of
email addresses that will be added to the address book when you click Save.

TRACKING SENT MESSAGES

In addition to viewing sent messages, DataMotion SecureMail enables you to find out precisely
when your message was delivered and opened by its recipients, as well as when any of its
attachments were opened.

To view the tracking information for a message:

1. Click Track Sent on the menu bar or in the Member Center. The Track Sent folder is
displayed, similar to the following:
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Track Sent Search.. n | Subject v

Advanced Search
Putin Folder,,, * View Folder Track Sent +| Page Size 10

[[n] Date To Subject #To #Read Size

44136649 6102019 jsmith@yourorg.com  Test 1 1 48b

[ Dalete] [ Retract ] PutinFolder.. » 1ofir

2. Click the Subject of the message you wish to examine. The View Message window
displays.

View Message expand all Tracking Details
Advanced Options  Edit As New Message Download Message

Message Details

Tracking: #44136640
Sant: GM10/2019 10:51:51 PM (UTC-04:00.00)
Expires: 702019 10:51:51 PM (UTC-04:00:00)
From: jsmithi@yourorg.com
Subject; Test
Collapse Tracking Details
To: £l jsmithi@yourorg.com Opened BMO/2019 10:53:20 PM (UTC-04:00:00).
Test

Show Text Body

v Security Envelope: Message Integrity
 Server Encryplion: Message is protected with strang encryption,
« Secure Session:  Securely view and download this message,

3. The message tracking details can be seen below the Subject line in the Message Tracking
Details section.

Collapse Tracking Details
To Eirjones@yourorg.com  Opened 2/3/2016 3:49:09 PM (GMT-05:00).

NOTE: If you do not see this information, click Expand Tracking Details below the
subject line, or click Expand All Tracking Details at the top of the screen to
display it.

View Message Expand All Tracking Details

4. To view attachment tracking details, click on Expand All Tracking Details at the top
of the screen to expand the attachment tracking (both sets of tracking details are
highlighted in the following screen).
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View Message Expand All Tracking Details
Advanced Qptions  Edit As New Message  Download Message

Tracking#28020674
Sent:2/3/2016 3:48:53 PM (GMT-05:00)
Expires:3/3/2016 3:48:53 PM (GMT-05:00)
From:jsmith@yourorg.com
Subject:Pricing Suggestions
& Collapse Tracking Details )
).

O:Brjones@youmrg.com Opened 2/3/2016 3:49:09 PM (GMT-05:00
Collapse Attachment Tracking Details

Attachment #1:[£] priceslist xlsx - (8 Kb)
Download Validated vrjones@yourorg.com accessed attachment on 2/3/2016 at 3:54:48 PM (GMT-05:00).

Find the appropriate changes o the Price List attached.

Show Text Body

v Security Envelope: Message Integrity
v Server Encryption: Message is protected with strong encryption.
v Secure Session: Securely view and download this message.

Clicking any of the Collapse links will hide the tracking information.

As you can see in the example, both recipients have read the message but only one has
downloaded the attachment.

Tracking a Message Sent Using Safe TLS

The same tracking features that are available for standard messages where the recipient
must use the web portal to retrieve them are not available for messages sent over Safe
TLS.

RETRACTING A SENT MESSAGE

If you realize you sent out a message in error, or change your mind about its contents or who
should have received it, you can retract the message. The recipient will see that the message was
retracted when they attempt to open the message.

To retract an unopened message from in the Track Sent folder:

1. Select the checkbox next to the message you wish to retract.
2. Click Retract.

Compose  Member Center  Inbox  Track Sent  Logout Help

Search N Subject ~ | Bo |

Acharioed Seanch

| Deiete | [ Rewact | PutinFooer.. ~ View Folder Track Senl v PageSike 10~
[1v] Date To Sulbject it To # ReadsSafeTLs Size
B5 43545577 102020 delegatel@yourorg.com Test 1 0 5h
4E548676 10/RS2020  Admingyounodg.com Tost 1 1 583b

[ Detete | [ Retract | Putin Foder.. ~ 1of1

The message will remain in your Track Sent folder. It will now be listed as Retracted.
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Compose  Member Center  Inbox  TrackSent  Logout

Search. I Subject

-« (o]

= o — achvanced Searnch
| Delete | | Retract | Putin Foider,. ViewFoider TrackSent ~ PageSize 10 ~

|3} Dace To Subjecr #To # ReadSaleTLS Ske

49545077 VB0 delegate lgEhourong.com  Test

49545078 10R2020  admin@yourstgoom  Test 1
| Defete | | Feract | Putin Folder,. =~ 1of1

If you have sent a message to multiple recipients, you can retract the message from any group
member.

TRACK SENT ADVANCED OPTIONS

The following table explains the Advanced Options available. When viewing a message in your
Track Sent folder, advanced options related to the message can be accessed.

Allows you to change the expiration time of the message. If this is
Message expires in not changed before the message expires, the expiration time will not
be able to be extended.

Password Protect this Adds a password to the specific message just as the Password
message Protect option does when sending the message.

Send another message
waiting naotification
message to recipients that
have not yet opened the is
message

Checking this box will send a new notification message to any
recipients who have not yet opened the message.

Retract message This will retract a message for all recipients.

To access the Advanced Options, click the Options link while viewing a sent message.
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Edit Message Properties

Message expires in: | 1 Month w

Password protect this message:
Hint: -

Password: ) Password Verify: ®

Send another message waiting notification message to recipients that have not yet opened this message.

Retract message from recipients.

[ Update Message ] [ Cancel ]

Make any adjustments or set actions on the message and click Update Message.
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RECEIVING MESSAGES

When a new secure message is sent to you, there are multiple ways it may be delivered. By
default it is delivered as a notification message with a link. It can also be delivered as a PDF
attachment.

Notification Messages in Your Email Client

When you receive a new secure message a notification message will be sent to your email
client. This message will appear to be from the sender of the secure message and have the
same subject line of the original message. The message will contain some information
about the sender and instructions to follow to read the message.

To read the message on the server, click the link on the second line. This will open your
web browser to the login page.

DataMotion Message Delivery

ismith@Eyourorg.com has created a secure e-mail message for you at:

hitps:issl.datamotion.com/l.aspx?l=en-us

To access your message, simply follow these steps:

1. Click on the above link.
2. Type riones@yourorg.com for your Login ID, and then your password.
3. Access your Inbox to view your message.

Problems accessing the message?

[fyou are unahble to open the link, please make sure that your firewall or your company's security settings are not
blocking the link.

Ifyou are unsure of your password, please reset it at hitps'ssl.datamotion.coms by clicking on the "Click HERE to
reset your password” link.

Additional Help:

. Cuestions relating to the content of the e-mail should be directed to the sender or sending organization.
. Cuestions relating to reading this secure message can bhe sentto support@datamotion.com.

See Accessing the DataMotion Portal (On page 34) for information about logging into your
account.

PDF Messages in Your Email Client

If your account is configured for PDF Delivery (or the sender has explicitly sent you a

PDF delivery), you will receive secure messages as PDF attachments directly to your email
client. This PDF attachment will be encrypted with your DataMotion SecureMail password,
which you will need to enter to open and read it.

This message will appear to be from the sender of the secure message and have the same
subject line of the original message with (DataMotion SecureMail Delivery) appended
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to the end. The message will contain some information about the sender and instructions
to follow to read the message.
RE: Security Practices and Policy
kiones 72 34@gmail.com has created a secure e-mail message for you. This message is attached as a password
protected zip file.
Because this message is compressed using strong AES 256 encryption, it cannot be unpacked using the Windows
Explorer.
The following unzip utilities can be utilized to unpack zip files protected with AES 256 encryption:
hthp: A, 7-zip. orad, hitpwww.winzip.com, hitp:/fwaw.rarlabs.com/
Eip:tTo change your delivery method, select "Preferences” in the My Account section of your DataMotion Member
enter.
Login to your DataMotion account at:
https:/ssl.datamotion.com/l.aspx?l=en-us
Ifyou need help, please send an e-mail to suppori@datamotion.com.
Message Details:
Subject  RE: Security Practices and Policy
From: kiones97234@amail.com
To: kjones97334@gmail.com
Created:  2/3/2016 4:20:06 PM (GMT-05:00) (Expires:3/3/2016 4.20:06 PM (GMT-05:00))
Copyright & 1996-2016 DataMaotion, Inc., All Rights Reserved.
I CM28021464.pdf |/
To read the message, open the PDF file and enter your DataMotion SecureMail password.
B Please enter this document's pﬂSSWﬂI’ﬂ to view it
Viewing Messages in Your Web Portal Inbox
Once you have logged in, if you have new, unread messages, you will automatically be
taken to the Inbox.
Compose  Member Center  Inbox  Track Sent  Logout Help
Lsarch In  Subgect ~ |Gn |
- advanced Saarch
| Detete | | Puin Foler., ‘iew Folder  Inbox v PageSie 10
0 Date Frarr Subject Sire
48545876 1032020 admingyoworgcom Tea 5ib
| Deiete | PutinFolder.. ~ 1off~
New, unread messages are highlighted by a NEW tag to the left of the message.
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Once opened, a message will no longer display the NEW tag.

The Forward, Reply to Sender and Reply to All can be used to securely forward or reply
to the message.

The Download link will allow you to download a PDF copy of the message.

Vg Me55&ge |_Fm-.w.’:1 Reply To Sender  Rephy Tooall  Download I

Receiving and Replying to Messages sent via Safe TLS

Unlike the traditional method of message retrieval described in the other sections above,
messages sent using Safe TLS will arrive as plain text messages in the recipient’s email
client or web mail as long as they have TLS enabled. Replies to these messages can be
performed directly from the email client or web mail as long as they are able to send TLS.
In the event that the recipient is not able to respond with TLS, a footer is set at the bottom
of messages sent using Safe TLS which contains a link allowing the recipient to reply
securely. The following sections describe the general flow of how a Safe TLS message will
function in a typical scenario.

Reply All Functionality

All replies for Safe TLS will follow a specific format when shown in the recipient’s
inbox. In a typical scenario when a recipient receives a Safe TLS message they will see
something similar to the following:

Jonx_1357890@safetls.datamotion.com

This format shown above follows a format where the person’s username on the
system is followed by an *“_ character and then their UID on the system is put in at
the end. The Safe TLS domain to the right of the “@” symbol will typically be
“safetls.datamotion.com” however depending on the system in use the domain that
appears may be different (this is true in the event that the system is installed outside of

DataMotion by your company).

Replying to a Message Sent via Safe TLS when Receive messages via
Plain Text is enabled

In this scenario the Receive messages via Plain Text setting is enabled for the company
whose user is sending the message. When this setting is enabled messages will not
have a footer. The only way to respond to these messages is from the web mail or
email client of the recipient. This is a convenient method of fully maintaining
company transparency as the recipient will not be exposed to the DataMotion web
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portal itself. An example of a message sent using Safe TLS with Receive messages via
Plain Text enabled is shown below.

(5 Reply (2 Reply All 3 Forward
Wed 1/13/2016 4:14 PM
jsmith@yourorg.com
Safe TLS Test

To  Kevin Miller

Test Message

The recipient of this message would not know that this message is any different from
a regular message they would receive from any other source.

NOTE: When Receive messages via Plain Text is enabled, the footer is removed from
the message. Should the recipient be unable to respond via TLS, they will not be
able to respond to any message they are sent in this manner.

Replying to a Message sent via Safe TLS when Receive messages via
Plain Text is not enabled

In this scenario the Receive messages via Plain Text setting is not enabled for the
company whose user is sending the message. Messages sent without this setting being
enabled, will contain the footer telling them that they have received a secure message.
The footer of these messages will contain a link to the web portal for the recipient to
use if they are unable to reply using TLS. While this scenario lacks the same
transparency described on page 108, there is always a way for the recipient to respond
to the message regardless of whether they can reply via TLS. An example of a message
sent using Safe TLS without the Receive messages via Plain Text setting is shown
below.

E‘;‘_ Reply IEZ;'} Reply All Q_‘, Forward
Wed 1/13/2016 432 PM
jsmith@yourorg.com
Safe TLS Test

To  Kevin Miller

Test Message

This message has been securely sent using encrypted communication. If vou reply and are notified that vour
reply 1z unable to be securely delivered, refer to this link: https:/stage. datamotion com/createmsg aspx?
b=38508mid=24511319&cb=8224
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Limitations of Safe TLS for Message Tracking

Whenever a message sent using Safe TLS is received, there will be minimal tracking
information available on the sender side. This means that whenever a message is
received and read by a recipient the Track Sent will not show the time and date of
when it occurred. There will also be no notification sent back to the sender notifying
them that the message was ever received/read by the recipient. Keep these facts in
mind should they be a compliance issue for your company.

NOTE: The Sent via SafeTLS message status can be seen by system administrators of
the company in the event that more in depth tracking is necessary for specific
messages.
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2
DataMotion SecureMail for Desktop Clients

This information describes how to set up and use the DataMotion SecureMail add-in for desktop
clients (e.g., Microsoft Outlook), including how to send secure messages from your email client
using the SendSecure button.

The DataMotion SecureMail add-in for Microsoft Outlook is also known as the SendSecure button.
The SendSecure button refers to the icon that is installed in Microsoft Outlook, which looks similar
to the following:

g |

Send

Secure

{DataMotion)

This information includes the following main topics:

n  DataMotion SecureMail for Microsoft Outlook (below)
n  DataMotion SecureMail POP3 Configuration (On page 118)

DATAMOTION SECUREMAIL FOR MICROSOFT OUTLOOK

INTRODUCTION

This information describes how to install and configure DataMotion SecureMail for Microsoft
Office Outlook.

DataMotion SecureMail is cost effective, easy to install, and quick to implement. DataMotion
SecureMail provides an easy way to securely send and track the delivery of confidential
messages.

To simplify locating information, each section in this information is focused on a specific task
or type of information.
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ADDITIONAL INFORMATION

For information on using the DataMotion Portal to access your DataMotion SecureMail
account, see Chapter 1, DataMotion SecureMail Web Portal (0n page 15).

INSTALLING DATAMOTION SECUREMAIL FOR OUTLOOK

REQUIREMENTS
The installation of DataMotion SecureMail for Microsoft Office Outlook requires the
following:
n A DataMotion SecureMail account
n The DataMotion SecureMail add-in installation file for Microsoft Outlook (see below)
n Microsoft NET Framework 2.0 or higher
n Microsoft Office Outlook 2013/2016/2020 (32-bit or 64-bit)

It is helpful if the reader is familiar with installing software for Microsoft Windows and using
Microsoft Office Outlook.

DOWNLOADING THE DATAMOTION SECUREMAIL ADD-IN

The Microsoft Outlook add-in for DataMotion SecureMail can be downloaded through your
account on the web portal and integrates with Outlook to allow you to send secure messages
from your email client.

1. Use the web browser to navigate to the DataMotion Portal site:
https://ssl.datamotion.com.

NOTE: Your organization may provide a customized URL to use instead of
https://ssl.datamotion.com.
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Login

Upon successful login, you may access your account to send and track your messages.

Userl D or Email Address:

kevinm@datamotion.com| ﬂ | ¥ Configure my language settings.

Password: Auto-Detect Language

Remember UserlD

| = |

2. Login with your email address and password.
Click the Member Center on the top menu bar.
4. Click the Client Downloads link.

NOTE: This link may not be available for all users. If it is not available, contact
your System Administrator.

5. Using the instructions on the screen, select the latest version of DataMotion SecureMail
for Outlook that is appropriate for your version of Outlook, and then click Download
Now!. (For more information, see Download Console: Client Downloads on page 53.)

NOTE: The 64-bit version is only used with Microsoft Outlook 2010 or 2013 64-bit.

6. Save the installation file to your hard disk.

IMPORTANT! All DataMotion SecureMail for Outlook downloads are customized for
each individual account. The DataMotion SecureMail program you download will
not install correctly for any other email address or account. It will only work with
your DataMotion SecureMail account.

INSTALLING THE DATAMOTION SECUREMAIL ADD-IN
Perform the following steps to install the DataMotion SecureMail for Outlook add-in button.

1. Close Outlook if it is open.

2. Double-click the installation file that you downloaded in Downloading the DataMotion
SecureMail Ada-In.

3. On the Welcome screen, click Next.
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ﬁ Databotion SecureMail for Qutlock v3.0.28 Setup — >

Welcome to the DataMotion SecureMail
for Outlook v5.0.28 Setup Wizard

The Setup Wizard will install DataMotion SecureMail for
Cutlook v5.0.28 on your computer, Click Mext to continue ar
Cancel to exit the Setup Wizard.,

4. On the End-User License Agreement screen, check the box for I accept the terms in
the License Agreement, and click Next to continue.

ﬁ DataMotion SecureMail for Outlock v3.0.28 Setup — >
End-User License Agreement iu
1y
Flease read the following license agreement carefully . A ‘
DATAMOTION, INC. "

SOFTWARE LICENSE AGREEMENT

Mote: If your organization has an existing and current signed Software
License Agreement with DataMotion, Inc. then the terms of that

Software License Agreement shall apply to this installation. If a current
signed Software License Agreement does not exist between your
organization and DataMotion, Inc. then the following terms shall be

binding on you. In either case, you will need to click on "I accept the
terms" checkbox at the bottom to proceed further. ™~

[+] I accept the terms in the License Agreement

Print Back ext Cancel
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5. On the Ready to install screen, click the Install button.

ﬂ DataMotion SecureMail for Qutlock v3.0.28 Setup — >

Ready to install DataMotion SecureMail for Outlook v5.0.28 iq

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

| Back ” @Insmll [}J | Cancel |

6. On the Completed screen, click Finish. If you would like to automatically launch
Outlook, check the Launch Outlook when setup exits before clicking Finish.

ﬁ DataMotion SecureMail for CQutlook v5.0.28 Setup — *

Completed the DataMotion SecureMail for
QOutlook v5.0.28 Setup Wizard

Click the Finish button to exit the Setup Wizard.

[JLaunch outlook when setup exits. Back Cancel

DataMotion SecureMail for Outlook is now installed and ready for use.
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USING THE SEND SECURE BUTTON IN OUTLOOK

SENDING SECURE MESSAGES

The Send Secure button allows you to send a secure message as easily as sending a regular
email, just by clicking the Send Secure button instead of the Send button.

Untitled - Message (HTML)

File Message Insert Options Format Text Review Developer Help Adobe PDF & Tell me whi
e | | [ 5 Gatbr o [11<JA A 2= A o2 Il P
Send Paste I:EICDP}I' & A = — | 7= 5= | Address Check | Attach Attach Signature

: BT U|Z-A-B=Z=|==
Secure ~  <¥ Format Painter = Book Mames | File~ ltem~ -

Databdotion Clipboard ] Basic Text ] Mames Include

N KN
st W |

Subject

Compose a new message, reply to or forward a message, and add attachments the way you
normally would. Then click the Send Secure button, and the message will be securely sent to the
listed recipients.
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File Message Insert Options Format Text

E‘D X Cut Calibri (Boc + 11 |

([ Copy
Paste _ I U | PR
- @ Format Painter |
DataMotion Clipboard I Bas

Subject
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DATAMOTION SECUREMAIL POP3 CONFIGURATION

DataMotion SecureMail is the only message encryption service that directly integrates into any
desktop or mobile email client using secured POP3 and SMTP connections. When these protocols
are enabled, users can send and receive secure messages directly to and from their email client
without installing any extra software.

Your DataMotion SecureMail address is probably the same as your primary or corporate email
address, and if so your device is already configured to access your primary email account. In order to
make it easier to distinguish your primary email account from your DataMotion SecureMail account,
we will use a modified version of your email address for this account. Do not worry; this is not a
new email address but a way to distinguish between your primary email account (where you send
unsecured email) and your DataMotion SecureMail account.

The table below provides the information necessary to configure your mail client. Substitute the
regular email address that is registered with DataMotion SecureMail where you see <your email
address>.

Server Type: POP3
Server: ssl.datamotion.com
Use SSL: Yes

Port: 995

Authentication: <your email address> and your DataMotion
SecureMail password

Incoming Mail Server

Server: smtp.datamotion.com
Use TLS: Yes (select TLS or STARTTLS)
Outgoing Mail Server Port: 25 or 587

Authentication: <your email address> and your DataMotion
SecureMail password

DATAMOTION SECUREMAIL SMTP AND ARCHIVING

It is important to understand that messages send via the DataMotion SecureMail POP3 and
SMTP service will bypass your organization’s mail servers, and this could impact the ability to
archive these messages.

DataMotion provides organizations several ways to integrate with your existing archiving
solution, but it does not happen by default. If you have any concerns, contact your
administrator or DataMotion Customer Service for more information.
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3
DataMotion SecureMail for Tablets

This information describes how to set up and use DataMotion SecureMail for tablets (e.g., Apple
iPad* device), including how to receive and send secure messages from within the native mail
application. It includes the following main topics:

n  DataMotion SecureMail for Apple iPad (below)

DATAMOTION SECUREMAIL FOR APPLE IPAD

DataMotion SecureMail can be accessed from your Apple iPad* device to allow you to receive and
send secure messages from within the native mail application. This information will provide step-by-
step instructions for configuring and using DataMotion SecureMail from your iPad.

Your DataMotion SecureMail address is probably the same as your primary or corporate email
address, and if so your device is already configured to access your primary email account. To make it
easier to distinguish your primary email account from your DataMotion SecureMail account, we will
use a modified version of your email address for this account. Do not worry; this is not a new email
address but a way to distinguish between your primary email account (where you send unsecured
email) and your DataMotion SecureMail account.
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CONFIGURING DATAMOTION SECUREMAIL FOR THE IPAD

DataMotion SecureMail for a mobile device is comprised of a POP3 service which allows you to
download all your incoming secure messages and an SMTP service which allows you to send new

Secure messages.

CONFIGURING DATAMOTION SECUREMAIL USING THE MAIL APP
To configure your iPad, follow these steps:

1. From the iPad Home Screen, select Settings.

3
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Fag ¥

Sattings
& ceneral

3 watpapers & Brighmess

u'.-?-m;nds

B easscoas

B Frivady
iClod

B Mol Comacts, Calendars

Mules

Pinmindars
(O Messages
kel FooeTimo
=1 Maps

@ safan

ﬁ Tunas & App Store

T AN

ACCOUNTE

H o]

Excharge

Add Accolnt

Ferch New Data

Rk
Praview

Shaw To'Ge Labal
Flag Styke

Ask Balom Detabng
Load Resmate Images

Crgonize By Throad

Munil, Contacts, Calendars

&«
" ®

3. Select the Add Account... option (at the bottom of any Mail Accounts you already

have).
Pad T HOR) Ak L w0d .
Sattings Mail, Gontacts, Calendars
@ Ganeral ACCOUNTE
[ waicapers & Brightess Cloud
u Bounds Exchanga
0 rosscode W .
M Frivecy "- -
B ceu Al Accomint
Notes Footoh Mew Data
Remirders AL
ko Mestages Proviony
| FrceTime Show To/Ce Labal
Tl Maps Flarg Styla
& ol sk Betors Desating
Load Remate Images &
@ munes & App Store Corganize By Theoad L @
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4. Select Other as the type of account.

Paa ¥ g A Ll
Enttings < Mail, Contacts Add Account
[E] enea
) watpapers & Brightress E iCloud
B s @8 Exchange
B Fasscode
0 ey Google
— YAHOO!
Aol.
hetes
@3 Outlook.com
Romindars
u Messages [ Ot 1
u FaceTime
:} Kanpes
@ Ssafwi
ITunes & App Slon

5. Select the Add Mail Account option under Mail.

Paa ¥ g A Ll
Enttings « Addd Accoumnt Cithar
[E] enea i
) watpapers & Brightress [ Add Mail Azcoun
m Sounds
COMTACTE
[ Fasscone Addd LDAP Actount
[ privacy Al CardDA Acoount
E ﬂ:b‘-‘d CALENDANT
Add CalDay Account
B Mad, Contacts, Calandars e
Add Subscnibed Calerdar
Maites
Prmireiorm
ks Messnges
u FaceTime
:} Kanpes
@ Ssafwi
Tunes & App Slone
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6. Enter the following information:

Hama Kyl

Email kylec@dalamotion.com
Password sssssssssssss

Description Datamotion Sacurabail

» Name: Your name

» Address: “-<your email address>"

» Password: Your DataMotion SecureMail password
» Description: DataMotion SecureMail
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7. Select Next.

Namge Kyl

Email IlecEdntamation, com
Fasswind esssssssssssss

Dascription Datamotion Securahial

Name

Errail kyloci@catamation. com

Description Datamation Securshlail

B OMING WAL BEFRTI

Host Mame
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9. Under Incoming Mail Server enter the following information:

Emad kylen@oatamation com

Descripticn Detamation Securaldad

BRCOMND WAL SERVER

Host Mame

» Host Name: ssl.datamotion.com
» User Name: “<your email address>"
» Password: Your DataMotion SecureMail password
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10. Under Outgoing Mail Server enter the following information:

Carscol Wi Account
User lama lgdec@datamation.com
Pm'd sAEEEESGEREE S

DAFTODNEGE ML BEFVCR

Host Mama erip.datarmotion. com

User Nama kdeo@datamation.com

Password sesssssssssss

» Host Name: smtp.datamotion.com
» User Name: “<your email address>"
» Password: Your DataMotion SecureMail password
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11. Select Save. The account information will be verified.

Cancal Mew Account

User Mame kylec@datamation com

Password sssssssssssas

CLITGOING BRI AFTVER
Hast Mama smip.datametion.com
User Marme kyleciaatanotion carm

Fasiwornd esssssssssss ll

12. The account should now be listed in your Accounts list as DataMotion SecureMail.

iPad F 10:08 AM 3 100% -
Settings Mail, Contacts, Calendars

(2 cenera ACCOUNTS

Wallpapers & Brightness iCloud
Contacts, Calendars, Reminders, Photos, Documents & Data, Storage & Backup

m Sounds Exchange
Mail, Contacts, Calendars, Reminders

B Passcode Yahoo!

, Mail

ﬂ Privacy
e

iCloud Ea?amotion SecureMail

all
onta alenda Add Account
Notes
Reminders Fetch New Data Push
| M

U essages MAIL

U FaceTime Preview 2 Lines

‘el Maps Show To/Cc Label \

° Safari Flag Style Color
Ask Before Deleting L

() Tunes & App Store

- Load Remote Images C
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Delete Messages From Server (Optional)
To configure this account to delete mail from server follow these steps:

1. Press DataMotion SecureMail.
2. Scroll down and select SMTP.
3. Select Advanced.

4. Select a setting for Delete from Server: as follows:

» Never: (Default.) When you delete messages from your device Inbox, your
messages will be retained on the DataMotion SecureMail server (and web
portal) until they expire or you manually delete them there.

» When removed from Inbox: When you delete messages from your device
Inbox, your messages will also be deleted from your Inbox on the DataMotion
SecureMail server and will be placed in the Trash folder. If you don’t delete
them from your device, they will be retained on the server until they expire or
you manually delete them using the web portal.

» 7 Days: When you delete messages from your device Inbox, they will be
retained in your Inbox on the DataMotion SecureMail server for 7 days, after
which they will be placed in the Trash folder. If you don’t delete them from
your device, they will be retained on the server until they expire or you
manually delete them using the web portal.

USING DATAMOTION SECUREMAIL FOR THE IPAD

Now that you have setup your DataMotion SecureMail account you can use it to receive and send
secure messages.

RECEIVING SECURE MESSAGES

When you open the Mail app on your iPad you will see a new account called DataMotion
SecureMail. All your secure messages will be downloaded into this account where they will be
able to be read like mail messages sent to any other accounts setup on your phone. Like your
other accounts, messages will be automatically downloaded from the server and made available
to you. You will not need to click on delivery notices to access your messages through a web
browser, but will have direct access to them in your email client.

NOTE: Your device does not display Push Notifications for incoming DataMotion
SecureMail messages, because this capability is not supported when using POP3.
To check for new messages, refresh your message list manually.
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P WEDA &M i M -

Mailboxes Edit

E2 Al Inboxes 3260
—— il
£ Yahoo! 817

4 Exchange

£ Datamotion SecureMail 2 J

* WIP

& Flagged Mo Message Selected

= -—— T

a Yahoa! 817
Eﬂ Exchinge:

@ Datamotion SecureMail 2

Updaied on 87317148
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With your new DataMotion SecureMail account configured on your iPad you can now send
secure messages directly from your phone. When you compose a new message or reply to an
existing message, simply select the DataMotion SecureMail account as the From address and it

will be sent securely.

Q W E R
A S D F
, * zZ X C
1
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4
DataMotion SecureMail for Smartphones

This information describes how to set up and use DataMotion SecureMail for smartphones (iPhone,
Android devices, etc.), including how to receive and send secure messages from within the native
mail application. It includes the following main topics:

n  DataMotion SecureMail for Apple iPhone (below)
n  DataMotion SecureMail for Android (on page 141)

DATAMOTION SECUREMAIL FOR APPLE IPHONE

DataMotion SecureMail can be accessed from your Apple iPhone* device to allow you to receive
and send secure messages from within the native mail application. This information will provide
step-by-step instructions for configuring and using DataMotion SecureMail from your iPhone.

Your DataMotion SecureMail address is probably the same as your primary or corporate email
address, and if so your device is already configured to access your primary email account. In order to
make it easier to distinguish your primary email account from your DataMotion SecureMail account,
we will use a modified version of your email address for this account. Do not worry; this is not a
new email address but a way to distinguish between your primary email account (where you send
unsecured email) and your DataMotion SecureMail account.

CONFIGURING DATAMOTION SECUREMAIL FOR THE IPHONE

DataMotion SecureMail for a mobile device is comprised of a POP3 service which allows you to
download all your incoming secure messages and an SMTP service which allows you to send new
secure messages.
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CONFIGURING DATAMOTION SECUREMAIL USING THE MAIL APP
To configure your iPhone, follow these steps:

1. From the iPhone Home Screen, select Settings.

0%

aaa 1 . -|-;
il

.

e e

®

S WEon

iCloud

55 AM
Settings

1 60% W

Mail, Contacts, Calendars

e@r0CE

Motes

Reminders

Phone

Messages

FacaTimea

Maps

Compass

Safari
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3. Select the Add Account... option (at the bottom of any Mail Accounts you already
have).

aaaO0 Wizon 55 AM ¥ BRI

£ Settings Mail, Contacts, Calendars

ACCOUNTS

iClowd

DataMation

Gmail

Add Account

Fetch New Data Push

KIAIL
Preview

Show To/Co Label

|_Elag Style
4. Select Other as the type of account.

we#C0 Varizan T BoBS AM % BE% I -

< Mail...  Add Account

A iCloud
@8 Exchange
Google-
YAHOO!
Aol.

@4 Outlook.com

Other 1
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5. Select the Add Mail Account option under Mail.

wee0 Vorizon & BB AM ¢ OBEY: .
€ Add Account Other
MAIL
Add Mail Account ]
CONTACTS

Add LDAP Account

Add CardDAV Account

CALENDARS

Add CalDAY Account

Add Subscribed Calendar

6. Enter the following information:

wenis Varizon ¥ 95T AM £ GBS W
Cancel Mew Account Mext
Name Kyle
Email kylec@datamotion.com

Password essssssssssss

Description Datamotion SECUFEIMﬂi'

QWERTYU I OP
ASDFGHUJKL

Z X CVBNM

123 @& O space return
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» Name: Your hame

» Address: “secure-<your email address>"

Mauil
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» Password: Your DataMotion SecureMail password

» Description: DataMotion SecureMail

Select Next.
seenoVerizon w857 AM i GE%
Cancel New Account Mext
Mame Kyle
Email kylec@datamotion.com
Password esssssssssess

Description Datamotion SecureMail

QWERTYU I OFP
A'SDFGHUJKL

Z X CVBNM

EEI} space return
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8. Select POP. It should be blue once it is selected.

swaco Virizon F WET AM i Ba% Wk
Cancel New Account
IMAP POP
Marme Kyle
Email kylec@datamotion.com

Description Datamotion SecurelMail

INCOMING MAIL SERVER
Host Mame
User Name

Password eessssssssssss

QUTGOING MAIL SERVER

9. Under Incoming Mail Server, enter the following information:

o000 Varizon T .58 AM { BE% WD
Cancel MNew Account

INCOMING MAIL SERVER

Host Mame ssl.datamotion.com

User Mame kylec@datamotion.com

Pﬂsﬁwcrd SEERBEERRBRRREN

OUTGOING MAIL SERVER

Host Mame

| lzar Name

QWERTYU I OP

A SDFGHUJKL

Z X CVBNM

123 space refurn
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» Host Name: ssl.datamotion.com
» User Name: “<your email address>"
» Password: Your DataMotion SecureMail password
10. Under Outgoing Mail Server, enter the following information:

wanoo Varzon = 9:58 AM % Ga%

Cancel New Account Save

e L L]

PE,SSWDrd LA L R R L L LRl ]

CUTGOING MAIL SERVER

Host Name smitp.datamotion.com
User Name kylec@datamotion.com

PE,SE.WQrd LA L R R L L LAl ]

QWERTYUI OP
A SDFGHUJKL

Z X CVBNM

SM23 space return

» Host Name: smtp.datamotion.com
» User Name: “<your email address>"
» Password: Your DataMotion SecureMail password
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11. Select Save. The account information will be verified.

®e800 Varizon = 9:58 AM i 6B
Verifying
Email kylec@datamotion.com

Description Datamotion SecureMail

INCOMING MAIL SERVER

Host Mame ssl.datamotion.com
User Name kylec@datamotion.com

Password eessssssssssee

QUTGOING MAIL SERVER

Host Mame smtp.datamotion.com
User Name kylec@datamotion.com

PESSWDM PN ERORRBRBRRY
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12. The account should now be listed in your Accounts list as DataMotion SecureMail.

wewo Varizon = 60 A £ BRG E

¢ Settings Mail, Gontacts, Calendars

ACCOUNTS

iCloud

Contacis, Calendars. Safari and 5 more

DataMation

Mail, Contacts, Calendars, Remindars

Grmail

Kail, Calendars, Motes

Datamotion SecureMail
Ma

Add Account
Fetch New Data Push
hAIL
Preniew 2 Lines
NOTE: To configure this account to delete mail from server follow these steps:

1. Press DataMotion SecureMail.
2. Scroll down and select SMTP.
3. Select Advanced.

4. Select a setting for Delete from Server: as follows:

» Never: (Default.) When you delete messages from your device Inbox, your
messages will be retained on the DataMotion SecureMail server (and web
portal) until they expire or you manually delete them there.

» When removed from Inbox: When you delete messages from your device
Inbox, your messages will also be deleted from your Inbox on the DataMotion
SecureMail server and will be placed in the Trash folder. If you don’t delete
them from your device, they will be retained on the server until they expire or
you manually delete them using the web portal.

» 7 Days: When you delete messages from your device Inbox, they will be
retained in your Inbox on the DataMotion SecureMail server for 7 days, after
which they will be placed in the Trash folder. If you don’t delete them from
your device, they will be retained on the server until they expire or you
manually delete them using the web portal.
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USING DATAMOTION SECUREMAIL FOR THE IPHONE

Now that you have setup your DataMotion SecureMail account you can use it to receive and send
secure messages.

RECEIVING SECURE MESSAGES

When you open the Mail app on your iPhone you will see a new account called DataMotion
SecureMail. All your secure messages will be downloaded into this account where they will be
able to be read like mail messages sent to any other accounts setup on your phone. Like your
other accounts, messages will be automatically downloaded from the server and made available
to you. You will not need to click on delivery notices to access your messages through a web
browser, but will have direct access to them in your email client.

sseco Verizon & 9:59 AM % 68% M
Mailboxes Edit
=1 Al Inboxes 23
Gmail 21
- DataMotion 2

[ =3 Datamotion SecureMail

* VIP

® Flagged 2

ACCOUNTS

Gmail 21
DataMotion 2

m Mabawe abiow Maade- L e |
Updated at 9:42 AM @

NOTE: Your device does not display Push Notifications for incoming DataMotion

SecureMail messages, because this capability is not supported when using POP3.
To check for new messages, refresh your message list manually.

SENDING SECURE MESSAGES

With your new DataMotion SecureMail account configured on your iPhone you can now send
secure messages directly from your phone. When you compose a new message or reply to an
existing message, simply select the DataMotion SecureMail account as the From address and it
will be sent securely.
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DATAMOTION SECUREMAIL FOR ANDROID

DataMotion SecureMail can now be accessed from your Android device to allow you to receive and
send secure messages from within the native mail application. This information will provide step-by-
step instructions for configuring and using DataMotion SecureMail from your Android.

Your DataMotion SecureMail address is probably the same as your primary or corporate email
address, and if so your device is already configured to access your primary email account. In order to
make it easier to distinguish your primary email account from your DataMotion SecureMail account,
we will use a modified version of your email address for this account. Do not worry; this is not a
new email address but a way to distinguish between your primary email account (where you send
unsecured email) and your DataMotion SecureMail account.

CONFIGURING DATAMOTION SECUREMAIL FOR ANDROID

DataMotion SecureMail for a mobile device is comprised of a POP3 service which allows you to
download all your incoming secure messages and an SMTP service which allows you to send new
secure messages.

CONFIGURING DATAMOTION SECUREMAIL USING THE EMAIL APP

These steps assume you are using the default Android Email app, and that it has not been
skinned by the manufacturer. To configure your Android, follow these steps:

1. From the Android Home Screen, open the Email app.
2. Press the Menu button.

1l MALL
ke
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3. Select Accounts from the menu.

3 DT L Ba% I 13T e

a +

Falder

Sort

Add atcoum

Seltings

Tips & Help

4. Select Other from the menu.

[=4= 3 O ed% O 1-38 pm

€ Choose a mail provider

,:fj1 Verizon. Net
@ Microsoft Exchange ActiveSyne
&' Yahoo! Mail
[= owook.com

Aol AOL

S Other (POP3/IMAF)
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< Add account

kl.-lm‘:-ﬁ'qlntilumliml o0im

MANUAL SETUP

LOm

» Email address: “<your email address>"

» Password: Your DataMotion SecureMail password
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6. For Incoming server settings enter the following information:

o

|t W '::g1I|'L:1'-5

FROTIOM

Po#

[EMAR IDDRETE

kylec@datomotion com

WUSERHANE

hylecDdatamotion.com

LSS MR

[PUF SERVER

gzl datamotion.com

ERCURITY TV

551

BUFYER PO

» Protocol: POP

» Username: “<your email address>"

» Password: Your DataMotion SecureMail password — this should already be entered
» POP3 server: ssl.datamotion.com

» Port: 995 - this will change when you select the correct Security type

» Security type: SSL — don’t select to “Accept all certificates”

Mone Le)
s5L

SSL (Accept all certificates) Q)
s ™
TLS {Accept all certificates) '\.-.,-
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7. Select Next.

-

Incoming settings

FROTOCOL

EMBIL ADDEETS

kyleaidatamaton com

UC HHAME

kylecgdatanvation.com

PASINORD

LR

PP SERTER

seldakamwabon pom

SECURITY TYPE

5L

SERVER FORT

BALK

8. For Outgoing server settings enter the following information:

Dutguing server setfings

User Guide v8

Login required
(T3 T

lefecmdatamaton com
PASRURD
SUTP SEMAN
smibp datamolicn, com
ELCURTY TV
TLS {accept ol certificates)

STRVEE MON

587

=
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» SMTP server: smtp.datamotion.com
» Port: 587

» Security type: TLS - don’t select to “Accept all certificates”

Mane L)
P

551 b .-'I
i

551 (Accept all certificates) W

TLS

T.$ur:{~Prnll certificates) : J

» Require sign-in: checked
» Username: “<your email address>" — this should already be entered

» Password: Your DataMotion SecureMail password — this should already be entered

9. Select Next.

Outgaing senver Leltings

Login required o |

kylecidatametion. com

FASTRCAD

BAITR SERVIR

smip.dalamodion.com

SECURITY TYPE

TUS {accepl all certificabies)

SERVER POWY

587
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10. Enter a Name for this account to distinguish it from your other accounts and select
Finish Setup to complete the set up.

Edit account

BECTUHT HAME
secure-ybeci@datamaion.com
FOUE MME

kylecdatamation com

Make this my default mail account

FINISH SETUP

11. The account should now be listed in your Accounts list as SecureMail.

anE 3O T
secure-kyleciBdatamotion.cor = q +

kylec @ datamation. com
FW File Iransler of forrmbandler tel
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12. You may do the following optional steps if you want to configure whether your
messages should be deleted from the DataMotion SecureMail server when you delete
them from your device Inbox. (The delete from server default is Off, which means do
not delete them from the server.)

n Select your SecureMail account from the drop down.
n Press the Menu button and click on Settings.
n Select Sync, Send & Receive.

n Scroll down to the bottom of the page and select the desired setting for Delete
mail on server:

» Off: (Default.) When you delete messages from your device Inbox, your
messages will be retained on the DataMotion SecureMail server (and web
portal) until they expire or you manually delete them there.

» On: When you delete messages from your device Inbox, your messages will
also be deleted from your Inbox on the DataMotion SecureMail server and will
be placed in the Trash folder. If you don’t delete them from your device, they
will be retained on the server until they expire or you manually delete them
from the web portal.
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USING DATAMOTION SECUREMAIL FOR ANDROID

Now that you have setup your DataMotion SecureMail account you can use it to receive and send
secure messages.

RECEIVING SECURE MESSAGES

When you open the Email app on your Android device you will be able to see a new account
called DataMotion SecureMail in your accounts list. All your secure messages will be
downloaded into this account where they will be able to be read like mail messages sent to any
other accounts setup on your phone. Like your other accounts, messages will be automatically
downloaded from the server and made available to you. You will not need to click on delivery
notices to access your messages through a web browser, but will have direct access to them in
your email client.

B R R

amolonc Q +

kylecgdatamotion com

FW File transler af formbandier o u

NOTE: Your device does not display Push Notifications for incoming DataMotion

SecureMail messages, because this capability is not supported when using POP3.
To check for new messages, refresh your message list manually.

SENDING SECURE MESSAGES

With your new DataMotion SecureMail account configured on your Android device you can
now send secure messages directly from your device. To send a secure message, open the
DataMotion SecureMail account and compose a new message. The new message will
automatically be sent securely to the recipient.
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5
SecureFileTransfer

INTRODUCTION

DataMotion SecureMail provides an easy to use file transfer solution with multiple interfaces for end
users to send and receive files to meet the needs of diverse organizations. The File Transfer solution
is integrated with DataMotion SecureMail to provide a secure method for notification and delivery
of new files to end users.

Sending and receiving files with SecureFileTransfer can be done through either a web browser or an
SFTP client. The files that can be sent are predetermined by the administrator and easily labeled for
the end user to know exactly what they are sending. Additionally files sent through DataMotion
SecureMail provide tracking information for the end user to know when the files were received and
delivered.

The purpose of this information is to describe the SecureFileTransfer services included with your
DataMotion SecureMail user account.

This information describes how to use your web browser to send, receive, and view files via the
DataMotion SecureMail web portal, or alternatively, how to use an SFTP client that connects to the
DataMotion SFTP server to upload and download files. It describes the tracking information and
notifications that indicate when the files were securely delivered and received.

DataMotion SecureMail provides an easy to use file transfer solution with multiple interfaces for
users to both upload and receive files in a secure manner.

To simplify locating information and answering questions about functionality, each section in this
guide is focused on a specific task or type of information.

Users who intend to use SFTP clients for file transfers should be familiar with how to use their
preferred client.
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ACCESSING SECUREFILETRANSFER

ACCESSING YOUR DATAMOTION ACCOUNT

There are two interfaces to access your DataMotion SecureMail account: through a web
browser or through an SFTP client. The DataMotion Portal web interface provides account
management and tracking functions as well as the ability to upload and receive files while the
SFTP interface only allows uploading and downloading of files.

The first step to using SecureFileTransfer is to establish your account and password. When your
account is created, you will be sent an email notification to login and set up a new password.

NOTE: SecureFileTransfer is a complementary set of features to DataMotion
SecureMail, and relies on several components of DataMotion SecureMail. While
your account may be enabled for SecureFileTransfer functionality only, messages
generated by the server will reference DataMotion SecureMail. Contact your
administrator for more information about gaining access to additional DataMotion
SecureMail functionality if you do not have it.

If you have not accessed your DataMotion account for the first time to set it up, see Getting
Started on page 16.

If you want to access your DataMotion account through the web portal, or if you have
forgotten or want to reset your password, see Accessing the DataMotion Portal on page 34.

ACCESSING THE DATAMOTION SFTP SERVER

The DataMotion SFTP Server only provides access to send and receive files. Any other actions
must be performed through the DataMotion Portal.

To access your SecureFileTransfer account through the SFTP Server:

1. Open your SFTP client and connect to ssl.datamotion.com.
2. Enter your email address or User ID and password
3. Accept the SSH key provided by the server and add it to your SSH key store

Once successfully authenticated you will see the folders where you can access the files stored in
your account.

DATAMOTION PORTAL OVERVIEW

MEMBER CENTER

Once you have logged into your DataMotion SecureMail account, you will be shown the
Member Center. The Member Center is the central location for your account. From here you
can get to all the functionality of your account.

N DataMotion, Inc. Confidential and Proprietary Information [#050006—08] E 5
SecureFileTransfer

. i . . Page 151
Copyright © 2008 - 2020, DataMotion, Inc. All rights reserved.




“LData/Votion. /SecureMall

User Guide v8

==Data/Votion.

Upload Workflow Member Center Inbox Track Workflows Logout Help
Member Center

File Transfer Users: <rsmith@ugalacticseats.com=

rMessages & Files *My Account
Inbox Address Book
Folders User Information
Preferences
*Workflows
Upload Workflow
Track Workflows

¥Account Details
Sent Messages Being Tracked:

=

Total Messages Sent: 19
Total Messages Received: 38
Total Uploaded Workflows: 3

=

Messages in your Inbox:

=

Worlkflow Uploads Being Tracked:
Account Disk Space Limit: 1 Gb Disk Space Available: 1 Gb

MNumber of Visits: 88
Your Last Visit: 8/27/2012 3:24:00 PM (GMT-04:00)
Member Since: 4/19/2011

vared by Datakotion Copyright

NOTE: If you have new received files, you will be redirected instead directly to your
Inbox instead of the Member Center.

There are four sections that provide links to different aspects of your account plus a summary
view.

NOTE: If your account also has secure messaging functionality, additional options
will be shown.

Messages & Files
This section provides access to received file-related functionality. The options are:

Inbox Opens the Inbox for files you have received.

Opens the folder management window where you can create and

Folders manage subfolders which you can use to manage your files.

Workflows

This section provides access to sending files functionality. The options are:

Opens the Upload Workflow window to upload a new file to be
Upload Workflow P P P
sent.
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Opens the Track Workflows folder where you can see all the files
you have sent and review their status information.

Track Workflows

My Account
This section provides access to account settings. The options are:

Address Book This is not used with SecureFileTransfer.

Provides access to account and password settings including
SSH keys.

Provides access to settings related to how you receive
notifications and account preferences.

User Information

Preferences

Account Details

The Account Details area provides a snapshot of information about your account. You can
see the number of messages or files sent and received, information about the amount of
disk space available on your account and your login statistics.

MENU BAR

The menu bar provides quick access to common functions from all windows. The menu
bar does not change as you move around the Portal.

The following options are available on the menu bar:

Upload Workflow Opens the Upload Workflow window to upload a new file to be

sent.
Member Center Takes you back to the Member Center
Inbox Opens the Inbox for secure files or messages you have received.

Opens the Track Workflows folder where you can see all the files

Track Workflows you have sent and review their status information.

Ends the current session. Once you click this you will need to

Logout login again to access SecureFileTransfer functions.

CHANGING YOUR USER INFORMATION

You are able to edit your account information. To edit your information:
1. Go to the Member Center.
2. Under the My Account section, click User Information.
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* My Account
Address Book

(uUser Information )
Preferences

This will open the User Information page.
User Information

Login ID:
First Name:
Last Name:

Email Address: rsmith@galacticseats.com
Password Management:Change Password
[ Opt In to receive relevant information, notices and offers

A SFTP public key exists: No

Browse_

Understanding Your User Information Options
The following table explains the information which can be configured.

You can choose a username to utilize for authentication to the
Portal. If you enter a Login ID here you can login with either your
email address or your ID.

The username you select must be unique.

Login ID

You can enter your name. It will be used in notification messages

First & Last Name
sent to you.

Email Address Your email address

Clicking the Change Password link will show you a page where
Password Management you can change your password. You will need to enter your
existing password first.

Opt In to receive relevant | If you check this box DataMotion will send you offers and notices
information, notices and about DataMotion products. DataMotion will never sell or provide
offers your account information to any other organization.

Here you can upload your SSH public key. When a public key is
A SFTP public key exists | associated with your account you can access the DataMotion
SFTP Server with your User ID and the SSH key.
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SSH Keys & Authentication

The SFTP protocol allows users to login using their User ID and the SSH private key
instead of a password. This is a very common authentication method in file transfer
systems and can be used by the DataMotion SFTP Server if an SSH public key is
associated with the account. Even when a key is associated with the account, access to
the DataMotion Portal will require the use of a password.

To upload an SSH key, it must be in the standard SSH2 format. An example of such a
key is:

---- BEGIN SSH2 PUBLIC KEY ----
Comment: Generated by rsmith@galacticseats.com.

AAAAB3NzaClyc2EAAAABEQAAAQEA6254D3FG/6bLNXRMZpOMwuULUL8X3d5q4TXChEU/1jK
9G

wyOkxueNLXRNAw2z+sGwdZgCN2m81 jQO6bLay64d0h4qjJE4ZP6vnuxDX4t8WEM2WZ09qq
bP

gMOQj cMGNr/0SuVWRG3LZrSEcMFuUqlgnjeV3wXicNFcbHoRQDQwUNRSU8VDKONBcv I5bC
t0

EYQyJ2M4Qsna09dA03stEZOVTIOkvNUhQEDX I XM+1 1 ILmNI12Tam/+tgC/0EUChKHvZzPuhDI
M
z0pHJ2cg5yBtBNImayTgmBmdHWSKOTUXHTHd jmks 1/ jQgF3MdkoGi0o8J5NRCiY227TrhQ9
ih

ggPY+tDFtQ==

-——— END SSH2 PUBLIC KEY --—--

Using the Browse button you can locate the file where this key is stored and import it
to your account. If you ever need to change your SSH key, you would need to change
the key here to be able to continue accessing the DataMotion SFTP Server without
entering a password.
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CHANGING YOUR ACCOUNT PREFERENCES

DataMotion SecureMail gives you the ability to configure how you can receive notification
messages sent to you. To configure your preferences:

1. Go to the Member Center.
2. Under the My Account section, click Preferences.

¥ My Account
Address Book
User Information

Preferences

This displays the Account Preferences page.

Account Preferences

Message priority: ) Low '® Normal * High
Receive e-mail receipts: = Yes U No
Use Rich Text Box Editor: L Yes U No ® Use Default
Read Confirmation: W ¥Yes ® No
Message expiration:
Email format: LHTML ' Text '® Use Default
Signature:
P
Automatically add signature: ) Yes ® No

® Use Default

Secureiail Delivery Type: ) \Web
O PDF
Date Time Format: | Midlyyyy 12:00:00 AMIPM v |
Time Zone: | (GMT-05:00) Eastern Time (US & Canada) v

| Save | Close | | Defaults |
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Understanding Your Account Preference Options

In most instances, the default values do not need to be changed as they are the most
common settings for our customers. The following table provides a description of the

options.

NOTE: The following settings are not used by SecureFileTransfer accounts: Message
Priority, Receive email receipts, Read Confirmation, Message Expiration, email

format and Signature.

Date Time Format

Configure the preferred date/time format (e.g., 24-hour time or
am/pm time) you will see in your message headers.

The default value is M/d/yyyy 12:00:00 AM/PM.

Time Zone

Use the drop-down field to select the time zone for your account.
The time zone is reflected anywhere the time is displayed,
including when viewing Inbox or Track Sent messages and in
Notification messages.

The default value is (GMT-5:00) Eastern Time (US & Canada).

NOTE: The time zones in the drop-down follow the same order of
your computer’s time zone list. Due to this, the order may not be
the same on every device.

When you're done modifying your preferences, click Save.

NAVIGATING AND MANAGING YOUR FILES

GENERAL NAVIGATION

The file message windows (sending and receiving) provide a common set of navigation
functions, including searching, sorting and message management.

NOTE: Files sent to your account are treated as “messages” like an email showing a
sender and the Business File Name as the Subject.

Customizing the Message Folder Windows

The message folder window provides several ways to customize the display of messages.

Inbox

Search | | in | Subject vl@
Advanced Search
[ Delete ]|Putin Folder.. v View Folder Page Size
=] Date From Subject Size
Hew [ 11687986 4/26/2011 rsmith@galacticseats com  Potential new fuel supplier 940 b
new [] 11687875 4/26/2011 hjones@galacticseats.com Safety Inspections 4 Kb
Hew [ 116878490 4/26/2011 rsmith@galacticseats com  Rocket pariner Launch'em High delivery dates 3 Kb
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Sorting Your Messages

By default, messages are displayed sorted from the newest to the oldest. It is possible
for messages to be sorted by any column shown (ID, Date, From, Subject or Size), in
ascending or descending order. This can be done by clicking on the column header
you want to sort on.

The first click will sort all the messages in ascending order based on the information in
that column. A second click will sort in descending order for that column.

NOTE: The sorting order is reset to ascending order by the Date field whenever you
change to a new message folder (such as creating a new message and then
returning to the Inbox).

Changing the Page Size

The Page Size field specifies how many messages should be displayed at one time. The
default is to show 10 messages.

Page Size

When there are more messages than can be displayed on a single page, a new
dropdown will be shown with the number of pages. This dropdown can be used to
quickly jump between pages of messages.

Page Size 10 ~ Page 107 =

The Page Size setting is a persistent setting and will be remembered even between
logins.

Searching Messages
There is a simple search and an advanced search function for your messages.

Simple Search

The simple search function is limited to searching only the current folder. Further, it
only searches for patterns for the fields listed in the dropdown list: Subject, ID, From

and Date.
Search in Subject|~| Go
Advanced Sez
I
" ~ Page Size 10 |From of 7 -
Date
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NOTE: The search looks for exact matches only. Entering a partial string will not
return any results. To search with wildcards the % symbol must be used. For
example, to find all messages with a subject that starts with “new”, you need to
search for “new%” as the string.

To perform a simple search:

1. Enter a string into the Search box
2. Select where the string should be found

3. Click Go

All messages with a match will be shown. To clear the simple search filter you can
either click the Back button on your browser or open the folder again.

Advanced Search
Additional search options are available by choosing the Advanced Search link.

Advanced Search

Advanced Search allows you to search your entire Inbox or Track Sent using multiple search characteristics.
For wildcard searches, use the "%" character. To quickly select a date, click the calender icon.
Click "Search" to view your Inbox or Outbox.

Search in: |Inbc-x V|

Folder Name: |AII Folders V|

Tracking ID: | |

Start Date: | N

End Date: | | ﬁ

Subject: | |
From Email | |
Sort By: | Date v| CReverse Order

[Search ] [ Clear Form ]

Within the Advanced Search you have the ability to fine tune your search results over
a wider range of options. You only need to fill in the fields you need; any left blank
will not be used as search parameters.

The following table describes the search fields.

Search In Selections are Inbox or Track Sent.
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Select the folder to search using the drop-down list. The drop-
down list shows only the subfolders for the selected folder type.
Folder Name You can choose to search either All Folders (which is the default
option), a selected subfolder, or you can exclude Subfolders and
just search the main Inbox or Track Sent folder.

Tracking ID The ID numbers assigned to each message
Start Date The earliest date to search
End Date The latest date to search

The Subject line of messages must match the text that you enter
here. The Search is case-insensitive and will locate the text you
enter regardless. You can use wild cars to match the text. The
Subject asterisk (*) or percent sign (%) can be used to match any number
of preceding or following characters. For example, “* Plan” will
match messages with a subject of “2015 Planning” and
“Marketing Plan”.

The sender or recipient of the message (depends on whether

From/Recipient Email you are searching the Inbox or Track Sent)

The field which should be used to sort the results in ascending

Sort By order (or descending if the Reverse Order is checked)

Clicking Search will display the results of the specified parameters. The Clear Form
button will clear any entries on this page.

Once a search has been performed, a new Search box will be displayed.

The following results have been filtered.
Modify Search | Clear Search

The Modify Search link will open the Advanced Search window with the current
search parameters. Clear Search will clear the search parameters and reset the folder
view.

Changing Folders

There are several ways to navigate to a new folder. For example, the Inbox, Track Sent and
Drafts folder links are available directly from the menu bar while the Inbox and Track Sent
links are also available from the Member Center.

Another way to navigate folders is using the View Folder list.

View Folder

All Folders

Inbox

fuel supplie|Trash
Deleted Trash

tinne
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The folders listed will be related to the main folder you are navigating within. For example,
if you are viewing the Inbox, you will see folders that are listed under the Inbox, while if
you are viewing Track Sent, you will see folders listed under Track Sent.

The All Folders option will show all messages in all folders that are in the dropdown list.

Managing Messages

Each message line has a checkbox next to it. You can use this checkbox to select messages
to delete or move to a new folder. Checking multiple messages will select them all for the
action you specify.

Deleting Messages

To delete a message, check the box next to the message and then click Delete.

When you delete, a message it will move the message to the Trash folder. The
message remains in the Trash folder for a maximum of 14 days, unless otherwise
deleted by you, after which it will be moved to the Deleted Trash folder. The message

remains in the deleted trash folder for a maximum of 14 days, unless otherwise deleted
by you, after which it will be permanently deleted.

NOTE: If a message reaches the end of its expiration period, it will be moved to

the Trash folder.

Moving Messages to Another Folder
To move a message to a new folder, check the box next to the message and select the
appropriate folder from the “Put in Folder...” dropdown menu.

Putin Folder...

Putin Folder...
Trash

Create Folder
Manage Folders

This will move the checked messages into the selected folder.

SENDING FILES VIA WORKFLOWS

SecureFileTransfer enables you to easily send files in a secure fashion. Your administrator will
have setup pre-configured Workflow Names for you to choose from when you upload a file.
Using these defined Workflow Names, you are able to upload your files and have them properly
routed to their destination without any further interaction.

You can send files via the simple and intuitive DataMotion Portal or via the DataMotion SFTP
Server. The delivery once the file has been uploaded is identical and does not depend on how
you send the file.
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SENDING FILES USING THE DATAMOTION PORTAL
To submit a file for delivery from the DataMotion Portal:
1. Open your web browser to the DataMotion Portal.

2. From the Member Center, click Upload Workflow on either the top menu bar or under
Transfers.

Data/Volion.

Upload Workflow Member Center Inbox Track Workflows Logout
Member Center

File Transfer Users: <rsmith@galacticseats.com=

vMessages & Files vy Account
Inbox Address Book
Folders User Information
Preferences
Upload Workflow

rack Worktlows

vAccount Details
Sent Messages Being Tracked:

=

Total Messages Sent: 19

=

Messages in your Inbox: Total Messages Received: 38

Workflow Uploads Being Tracked: 0 Total Uploaded Workflows: 3
Account Disk Space Limit: 1 Gb Disk Space Available: 1 Gb

MNumber of Visits: 88
Your Last Visit: 8/27/2012 3:24:00 PM (GMT-04:00)
Member Since: 4/19/2011

vered by Datakotion

Copyright

This displays the Upload Workflow window.
Upload Workflow

i Send Secure Ed Close

Workflows: employeelisi i
D

fuelprod2

anothertest? Browse._.

3. Choose the Business File Name you are going to send from the drop down menu.
4. The Browse dialog allows you to upload your file.

NOTE: Only one file can be submitted at a time. There is no limit as to the number of
times you can submit a Business File.
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5. Click Send Secure to send the file.
The file will now be uploaded and delivered according to the Business File Name rules.

SENDING FILES USING THE DATAMOTION SFTP SERVER
To submit a file for delivery using the DataMotion SFTP Server:

NOTE: The WInSCP client is shown here as an example of an interactive SFTP client.
It is possible to use scripts with this and other clients to upload your files.

1. Open your SFTP client program.
2. Enter the following information to connect to the DataMotion SFTP Server:
» Host name: ssl.datamotion.com
» Port number: 22
» User name: UserID or email address
» Password: DataMotion SecureMail account password
» Protocol: SFTP

WinSCP Login & min- i |
Session Session
Stored sessions Host name: Port number:
.Loggmg |ssl.datarnotion.com | | 22 %|
Environment
""" ?:rc;ories User name: Password: |
_____ SCP/Shel |r5mith@galadicseats.com | |-uuuu | |
" |
C:::nr;ectlon Private key file:
o Tunnel | [:”
SSH
- Key exchange Protocal |
- Authertication File protocal: Allow SCP fallback '
----- Bugs
| |
Preferences
|
I Advanced options l
| |
[ About... l [ Languages l I Login I [ Save... l [ Close ]

3. Click Login to start the SFTP session.

WARRERG - POTENTIAL SECURITY BREATH
A

Ths vars bt ke cioea not magch e ore Win ST b in cache T massr that sther $ha neres scimirisieston has changsd Fe bos kiey the server pasants ol by orcsr caden
il o e e ety Softdtadtl s Sampu e foshanding L B B ket

Toy rwrw el v broposeri 2
ey B |’ Falwddd &b ke ob Sz e ¥ e 1ol

lmﬂimﬂ*ﬂhm “N‘h\hﬂﬂfﬁmw o rew LSl Lt gl Sacie ?Fﬁ”ﬂﬂmhhmﬁﬁmﬂmﬂﬁml '
R W 1S Sy B ESrnecineg bul wihaud updating e cacks. tress S lmmuwﬁmm Carwl. Pt Cancsl in the DALY guarsrtesd sl

= N -~ T | = |

4. Click Add to accept the server host key since this is the first time you are connecting.
You will not be prompted again if you add this key.
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5. Open the FileTransfer folder on the DataMotion SFTP Server.

e e T——
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S Type | an Changed
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6. Inside the FileTransfer folder each Business File Name associated with your user
account is listed. Open the folder with the Business File Name for which you are
uploading a file.

et Mimk Bl [ommandh Semien Dptiens Bemate Hep
L SRR R R F e :

@ muda

S Type Cranges  ° || Home  n Saw Cranged

Fide tolcten T N TS WS rearewer
File Tedader At
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Frie Icider T a4
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Fole litcder 1M 4
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File luddher AT
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Ol 1080 Bin el 2 ELLAE L R

Frikas 43 i Of FTCreste Daeeabey 3= 53 Dolele 2

When the file is uploaded it will be automatically renamed. The new name will have a unique
number prepended to be beginning to ensure uniqueness of all files that are uploaded. Once the
file has been passed on to the destination, it will be deleted from the folder.
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Page Size 10 =«
1D Date Business File Name Status Size
11606564  10/7/2011 10:48:58 AM (GMT-04:00) BoosterPerform Delivered 1 Kb
11606563  10/7/2011 9:58:53 AM (GMT-04:00) BoosterPerform Delivered 1 Kb
11606562  10/7/2011 9:00:20 AM (GMT-04:00) ZestySauce Delivered 153 b
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Once you have submitted a file you can review the status of the submission through the Track
Workflows page. The status of any submitted file can be tracked here regardless of how it was

submitted.
To view the tracking information for a file:

1. Click Track Workflows on the menu bar or in the Member Center.

Page Size 10 =«
ID Date Business File Name  Status Size
11606562 10/7/2011 9:00:20 AM (GMT-04:00) ZestySauce Enroute 153 b

2. The Status column will show the status of the file.
Once the file has been delivered the status will change from Enroute to Delivered.
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RECEIVING FILES

OVERVIEW

When a new file is sent to you, the file can be retrieved in the same manner they can be sent,
either through the DataMotion Portal or the DataMotion SFTP Server. The file is available
through both access points at the same time and can be downloaded through either method.

DOWNLOADING FILES VIA THE DATAMOTION PORTAL

New File Notification

When you receive a new file a notification message will be sent to your email address. The
message will show the filename of the file you are receiving and contain some information
about the sender and instructions to follow to download the file.

To access the file on the server, click the link on the second line. This will open your web
browser to the login page.

=l H o - 'y Filg transfer of fusiprodesd « Message (HTRL) = =

e e
& torors x =1 _*‘H =N 25 Mg to: ! . l"l g Budes - 3 Mark Uneesd atﬁ 2 {-\:

i To Munagsr
aj“""' Deleie  Repdy  Rephy  Fonsard E“..

Mave [N agicns = ¥ Follow Up - | Tranidate G+ Inam

i 34 Team E.mail
Delete Reipnnd Chuilek Sep . Mivr Tag . Editing leam
Fram Sommul 1 EGAATNEAN. L3 ent PR 07 00T 10008 ARl
Tex remithBoalciciests.con
e
Subjeet File transfes of lusipradnd
]
Galactic Seats Message Delivery o
dbmmyli@gnlacticsens com has cresed & secure a-mail message for you &
bt M) dtanotion comil pgp = grepef comd | Talthed Dule 0490800 wd S04 T a0gd
To accaad your Massags simply fallaw thage steps
1 Click on the abave link
2 Type rsmithedgalacticasats.com for your Lagm ID, and then your passward
Access your Inbox 10 view your message.
Problems accossing the message?
If you are wnabls to cpen the link pleass maks surs that your firmwall or your company's secunty s€itings ars net blocking
1he link,
If you are msune of your passwond. plerso reast il af fips Yesl daamaleon comyd by cheking an the *Click HERE 10 reset
your passward” lnk
Addilignal Help
[ Quesibons malating 1o the content of the smail should be dimctid 1o the sender or sending ongamzation bt
) ) ——
Ay Windews Desktep Search i nat avadable b g _J )

See Accessing SecureFile Transfer for information about logging into your account.

NOTE: If you do not want to receive notifications of new file delivery contact your
Administrator to turn them off.
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Data/Volion.

Viewing Files in Your Web Portal Inbox
Once you have logged in, if you have new files, you will automatically be taken to the

Inbox.
Inbox EEEN Search in Subject v[ﬂ]
Advanced Search
Delete | Putin Folder.. |L] View Folder Inbox ~ ~ Page Size 10 -
ID Date From Subject Size
HEW 11606566 10/7/2011 dbmmuO1@galacticseats.com File transfer of fuelprod.vsd 635 Kb

Delete | Putin Folder.. =
New, unread file messages are highlighted by a NEW tag to the left of the message.

View Message
Download Message

Tracking #11606566
Sent 100712011 1:07:21 PM (GMT-04:00)
Expires 11/6/2011 1:07:21 PM (GMT-05:00)
From dbmmul1 @galacticseats.com
Subject File transfer of fuelprod. vsd
Torsmithi@galacticseats.com
Altachments Bl fuelprod. vsd (534 Ki)

DataMotion SecureMail Message Delivery

This email is being sent in order to deliver the attached file fuelprod.vsd
I you need help, please send an e-mail to support@beta datamationcornp. com.

Copyright @ 158623011 DataMotion, inc, &ll Rights Resenved.

Show Text Body

v Security Envelope:  Message Integrity
v Server Encryption:  Message is protected with strong encryption.
v/ Secure Session:  Securely view and download this message.

Once opened, a message will no longer display the NEW tag.

To download your file, save the attachment shown in the message.

N DataMotion, Inc. Confidential and Proprietary Information [#050006—08] E 5

SecureFileTransfer
. Copyright © 2008 - 2020, DataMotion, Inc. All rights reserved.

Page 168



=Data/Volion.

/SecureMail

User Guide v8

DOWNLOADING FILES VIA THE DATAMOTION SFTP SERVER
To download a file sent to you from the DataMotion SFTP Server:

NOTE: The WInSCP client is shown here as an example of an interactive SFTP client.
It is possible to use scripts with this and other clients to download your files.

1. Open your SFTP client program.
2. Enter the following information to connect to the DataMotion SFTP Server:
» Host name: ssl.datamotion.com
» Port number: 22
» User name: UserlD or email address
» Password: DataMotion SecureMail account password
» Protocol: SFTP
WinSCP Login & =iip - [
S_ession Session
----- Stored sessions Host name: Port number:
""" .Loggmg |ssl.datarnotion.com | | 22%|
Enmronment
""" Directories User name: Password: |
g;?Shell |r5mith@galadicseats.com | |-uuuu |
C::mr;ection Private key file:
o Tunnel | [:”
S5H
Key exchange Protocol |
----- ;lu.rlherﬂication File protocal: Allow SCP fallback '
fi1."- s '
Prefi
I [¥] Advanced options l
|
[ About ... l [ Languages Login | [ Save l [ Close ]
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3. Click Login to start the SFTP session.
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&
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DS Customingee. 1.7 IR e ML - af| & FueTransies
20000227 _Downlosd,_.. B7552 Microscdt Bocel., 872273011 .. a|| A Incoming
L. Qutgsing
& Repnt

w ] " d ¢ i
0Eo 14388 KB n Dol 17 (8 OEoOBEmDof
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4. Open the Incoming folder on the DataMotion SFTP Server.

Local Muk Fle Comeninds Gewin Options Bemste Help
ol @ mEo P B %] [ * | Defaukt
i i o e L AL IR s

Sioe Type Changed A Sise - Changed
Y Parent directery 1092001 . r|| B 101072011 49...
&
a

RS Custominde:.. 1M IR e B | i Biling TOlvaAL A
30000127 Downlosd .. B755 Micropoht Docel., 8207001 . o L dbmoredl @galecticseats.comi 181872011 4.
4 Deleted Trash 18105011 4.
A Tiasl Sopitarn LoV A
& Trnk 1OV A

w ] " d ¢ i
0Eo 14388 KB n Dol 17 (8 OB OEmDol S
F 2 By i g Y S Copy 55 0 bamus o Y Crate Direbory’ 3% 1 Delees 59 55 lopriie
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Inside the Incoming folder you will see a list of email addresses that have sent files (or
messages) to you. Your administrator will provide you with an email address which is
used to send files to you. It is possible that you may have more than one email address
that can send files to you. This will be the same email address that the notification

message was sent from.
5. Open the folder with the specified email address.

troomiPn dstamoton.oom - Wins

o ¥ mmithGgalscticseaticomiPad
Locsl Buk fle Commands Jewion (pton Bemste Help
ll@- PSS EP BRI

[ eskbep ~ & I -]

far Sine Type

W0 ri N 100011 a0
sz | B 160057 rueipind e 10772611 125,
A [MLILEDESSE emi 1072000 8T
12 LSS5 T eml] 10T 1)

a8 -
DB Customdnde.. 5347
30000127 Downlosd .. L8 e BAVHLL - A

(L] L

'
08l 14388 KB Dol 17 1 hicken]

OB MR D1
o FT Create Directery

6. Find the file you are looking for and download it to your computer.
NOTE: Sorting the files by date will help determine the most recent files that have
been sent to you.

7. Once the file has been downloaded, you are done.

All files sent to you are stored with unique filenames. A numeric code will be prepended to the
name of any file sent to you to ensure uniqueness. To restore the original filename remove the
characters to the first “.”. For example, to restore the file “12345678.filename.txt” to its original

name, remove the “12345678.” from the name.

This represents the end of the DataMotion SecureMail User Guide.

5
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